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A
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ide E
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T
he N

ew
 Y

ork T
im

es 

E
arl C

on
n

er; secu
rity ch

ief of th
e C

h
esap

eak
e an

d
 

P
otom

ac T
elephone C

om
pany, and H

. W
. W

illiam
 C

am
-

in
g, law

yer for A
m

erican
 T

elep
h

on
e an

d
 T

elegrap
h

 
C

om
pany, testifying at H

ouse hearing on eavesdropping. 

B
y N

IC
H

O
L

A
S M

. H
O

R
R

O
C

K
 

S
p

ecial to
 T

h
e N

ew
 Y

o
rk

 T
im

es 

W
A

S
H

IN
G

T
O

N
, F

eb
. 1

8
 -

T
h

e A
m

erican
 T

elep
h

o
n

e an
d

 
T

eleg
rap

h
 C

o
m

p
an

y
 eav

es-
dropped on som

e 1.5 m
illion to 

1.8 m
illion telephone conversa-

tio
n

s, w
h

ich
 in

clu
d

ed
 an

 esti-
m

ated
 3

0
0

,0
0

0
 to

 4
0

0
,0

0
0

 p
ri-

v
ate co

n
v

ersatio
n

s b
etw

een
 

cu
sto

m
ers, in

 its effo
rt to

 sto
p
 

toll fraud, a senior B
ell S

ystem
 

atto
rn

ey
 testified

 to
d
ay

. 
In a hearing before the H

ouse 
S

ubcom
m

ittee on C
ourts, C

ivil 
L

ib
erties an

d
 th

e A
d
m

in
istra-

tio
n
 o

f Ju
stice, B

. W
. W

illiam
 

C
am

in
g
, an

 A
.T

.&
T

. atto
rn

ey
, 

said
 th

at th
e 1

.5
 m

illio
n
 to

 1
.8

 
m

illio
n

 calls w
ere cu

lled
 fro

m
 

3
0
 m

illio
n
 calls in

tru
d
ed

 u
p
o
n
 

b
y
 a

 m
e
c
h
a
n
ic

a
l d

e
v
ic

e
 in

 a
 

random
 survey by the B

ell S
ys-

tem
 betw

een 1965 and 1970. 
M

r, C
am

in
g
 said

 th
at so

m
e 

6
0

0
,0

0
0

 o
f th

e calls h
ad

 b
een

 
tap

e-reco
rd

ed
 fo

r th
eir en

tirety
 

o
r fo

r p
erio

d
s o

f fiv
e m

in
u
tes. 

T
h

e rem
ain

in
g

 9
0

0
,0

0
0

 o
r so

 
w

ere tap
e-reco

rd
ed

 fo
r p

erio
d
s 

of 60 to 90 seconds, he said. 
M

r. C
am

in
g

 d
rew

 a d
istin

c-
tio

n
 b

etw
een

 cu
sto

m
er-to

-cu
st-

o
m

e
r c

a
lls, th

a
t is a

 c
a
ll b

e
-

tw
een

 tw
o

 p
riv

ate p
arties, an

d
 

calls fro
m

 a cu
sto

m
er to

 th
e 

telep
h

o
n

e co
m

p
an

y
, to

 th
e in

-
fo

rm
atio

n
 o

p
erato

r o
r to

 tele-
p

h
o

n
e n

u
m

b
ers th

at h
ad

 b
een

 
disconnected. 

It w
a
s th

e
 first tim

e
 th

a
t a

 
B

ell S
y
stem

 o
fficial h

ad
 testi- 

fied
 u

n
d

er o
ath

 ab
o

u
t a h

ig
h

ly
 

secret p
ro

ject aim
ed

 at h
altin

g
' 

attem
p

t to
 d

efrau
d

 telep
h

o
n

e,  
com

panies by persons using so-
called

 "b
lu

e" an
d
 "b

lack
" b

o
x
 

electro
n
ic d

ev
ices, w

h
ich

 p
er-

m
it a telep

h
o
n
e u

ser to
 av

o
id

 
paying for long-distance calls. 

T
he project w

as first brought 
to

 lig
h
t in

 n
e
w

s re
p
o
rts la

st 
m

onth. L
aw

 enforcem
ent agen-

cies attem
pting to tape portions 

o
f calls w

ith
o
u
t p

erm
issio

n
 o

f 
he parties involved w

ould have to o
b

tain
 a co

u
rt o

rd
er o

r au
-

th
o
rizatio

n
 fro

m
 th

e A
tto

rn
ey

 
G

eneral saying that such intru-
sio

n
s w

ere v
ital to

 a crim
in

al 
p

ro
secu

tio
n

 o
r n

atio
n

al secu
-

rity. 
U

n
d
er q

u
estio

n
in

g
 b

y
 th

e 
co

m
m

ittee ch
airm

an
, R

o
b
ert 

W
. K

asten
m

eier, D
em

o
crat o

f 
W

isconsin, and R
epresentative 

R
obert F

. D
rinan, D

em
ocrat of  

project w
as begun in 1965 after 

A
.T

.&
T

. b
ecam

e d
eep

ly
 co

n
-

cern
ed

 ab
o
u
t th

e p
o
ten

tial fo
r 

illegal, electronic by passing of 
th

e B
ell S

y
stem

's au
to

m
atic 

billing apparatus. 
H

e show
ed the subcom

m
ittee 

one of the blue box type of de-
v
ices so

ld
 o

n
 th

e b
lack

 m
ark

et 
fo

r as m
u
ch

 as $
3
,5

0
0
. W

h
en

 
h
e
ld

 a
t th

e
 m

o
u
th

p
ie

c
e
 o

f a
 

stan
d

ard
 telep

h
o

n
e, it can

 em
it 

electro
n
ic sig

n
als th

at g
iv

e th
e 

u
ser free access to

 lo
n
g
-d

is-
tan

ce telep
h

o
n

e lin
es fo

r u
n

li-
m

ited calls. 
A

n
o
th

er d
ev

ice, called
 th

e 
"b

lack
 b

o
x
," w

h
en

 u
sed

 b
y
 th

e 
receiver of a long-distance call, 
could bypass the billing system

 
in

 a sim
ilar fash

io
n

. M
r. C

am
-

ing said that B
ell still did selec-

tive eavesdropping in these ca-
ses. F

raud C
ost $1 -M

illion 
In the m

id-N
ineteen-sixties, 

M
r. C

am
ing said, the only w

ay 
for the com

pany to detect these 
d
ev

ices w
as to

 listen
 in

to
 calls 

for the tell tale sounds. H
e said 

that the fraud had cost the B
ell 

S
y

stem
 ab

o
u

t $
1

-m
illio

n
 sin

ce 
it w

as first uncovered. 
H

e
 sa

id
 th

a
t to

 g
a
u
g
e
 th

e
 

m
ag

n
itu

d
e o

f w
h
at th

e co
m

p
a-

n
y

 w
as facin

g
 it set u

p
 eq

u
ip

-
m

en
t in

 L
o

s A
n

g
eles, M

iam
i, 

N
ew

 Y
ork, N

ew
ark, 

D
etroit and S

t. L
ouis that m

ade 
random

 intrusions on calls. 
T

his equipm
ent m

onitored 30 
m

illion calls and found 1.5 m
il- substantial num

ber had indica-
tions of illegality. 

O
th

ers w
ere calls w

h
ere th

e 
b
illin

g
 h

ad
 n

o
t b

een
 m

ad
e fo

r 
legitim

ate reasons, such as calls 
to inform

ation num
bers. F

ew
er 

th
en

 ".0
0

5
," o

r 4
,5

0
0

 o
f th

is 
g
ro

u
p
 w

ere leg
itim

ate cu
sto

-
m

er-to-custom
er conversations, 

he said. 
B

lue-B
ox' C

alls A
nalyzed 

B
u
t th

e
 p

ro
p
o
rtio

n
 o

f 
n

o
cen

t calls am
o

n
g

 th
e o

th
er 

6
0
0
,0

0
0
, an

aly
zed

 fo
r "b

lu
e 

b
o

x
"-sty

le frau
d

, w
as far lar-

ger., M
r. C

am
ing said that m

ore 
th

an
 h

alf, p
o
ssib

ly
 tw

o
-th

ird
s 

o
f th

ese calls, o
n

ce listen
ed

 to
 

b
y
 A

.T
.&

T
. em

p
lo

y
es, tu

rn
ed

 
out to have been com

pletely le-
g
al clsto

m
er-to

-cu
sto

m
er co

n
-

v
erstaio

n
s, T

h
e tap

es w
ere all 

"des troyed," he said. 
said. 

T
he 1.5 m

illion to 1.8 m
illion 

calls listen
ed

 to
, o

u
t o

f th
e 3

0
 

m
illion surveyed, disclosed 25,-

000 cases w
here A

.T
.&

T
. offi-

cials felt th
ere w

as "p
ro

v
ab

le 
illeg

ality
," M

r. C
am

in
g
 sail. 

H
e said

, h
o
w

ev
er, th

at b
efo

re 
1970 A

.T
.&

T
. prosecuted these 

cases only on a selective basis. 
H

e said that the m
ain reason 

th
e co

m
p

an
y

 h
ad

 n
o

t g
o

n
e to

 
court on the cases w

as because 
it d

id
 n

o
t w

a
n
t to

 d
riv

e
 th

e
 

u
sers o

f th
e to

ll frau
d
 'd

ev
ices 

from
 •the phones and thus "dis-

to
rt" th

e sam
p

lin
g

 fo
r its su

r-
vey. B

ut u
n
d
er q

u
estio

n
in

g
 b

y
 

reporters after the hearing, M
r. 

C
am

ing said that A
.T

.&
T

. had 
also given "m

inim
al" consider-

a
tio

n
 to

 c
o

n
c
e
rn

 th
a
t if th

e
 

w
idespread eavesdropping had 

been m
ade public it w

ould hurt 
the B

ell S
ystem

's im
age. 

R
epresentative D

rinan asked 
M

r. C
am

ing w
hy A

.T
.&

T
. had 

n
o
t so

u
g
h
t c

o
u
rt - o

rd
e
re

d
 

w
iretsp

s in
 th

ese in
v
estig

atio
n
 

as law
 en

fo
rcem

en
t ag

en
cies 

did. 

"T
o have court orders w

ould 
v
irtu

ally
 elim

in
ate p

ro
secu

-
tio

n
s," M

r. C
am

in
g
 said

, "b
e-

cau
se w

e w
o
u
ld

 n
o
t b

e ab
le to

 
sh

o
w

 p
ro

b
ab

le cau
se [to

 get a 
w

arrant] at th
e stag

e w
e are 

in." 
H

e said that w
hen, in current 

cases, th
e telep

h
o
n
e co

m
p
an

y
 

conducted an electronic surveil-
lance to discover fraudulent ac-
tivity it did not have sufficient 
ev

id
en

ce fo
r a co

u
rto

p
 re i t 

Iu
u
d
in

g
 o

n
 th

e
 •lin

e
. B

u
t it 

g
ets its ev

id
en

ce im
m

ed
iately

 
sin

ce th
e m

ere u
se o

f th
 elec-

tro
n

ic d
ev

ices co
n

stitu
tes th

e 
crianie. H

e said that A
.T

.&
T

. e 
w

as not violating constititional 
g

u
a
ra

n
te

e
s o

f p
riv

a
c
y

 a
n

d
 

ag
ain

st self-in
crim

in
atio

n
 b

e-
cau

se it w
as n

o
t in

tereste d
in

 
the content of-the conversation 
but in the electronic sounds and 
th

e id
en

tity
 o

f th
e u

ser o
f th

e 
device. 

In
 an

o
th

er asp
ect o

f testim
o

-
n
y
, M

r. C
am

in
g
 said

 th
at th

e 
com

pany w
as routinely intrud-

in
g
 o

n
 th

o
u
san

d
s o

f co
n
v
ersa-

tio
n
s as it ch

eck
ed

 th
e q

u
ality

 
o
f th

e telep
h
o
n
e serv

ice. H
e 

said
 th

at it also
 m

o
n
ito

red
 th

e 
conversations of its one m

illion 
em

ployes on a regular basis. 
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SA
L

E
M

, O
re. (A

P)—
T

he 
proclaim

ed "W
orld C

ham
pion 

S
traw

b
erry

 C
atch

er" 
is 

K
en 

S
am

ples. 
T

he 22-year-old M
r. Sam

ples 
catches straw

berries and sm
all 

ch
erry

 to
m

ato
es in

 h
is m

o
u

th
 

after th
ey

 h
av

e b
een

 lau
n
ch

ed
 

2
0

0
 to

 3
0

0
 feet an

d
 m

o
re b

y
 a 

giant slingshot. 
R

ecently at a perform
ance at 

O
ceanside, C

alif., he m
ade a re-

cord diving straw
berry catch of 

310 feet 10 inches. 
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M
assach

u
setts, M

r. C
am

in
g

.lio
n

 to
 1

.8
 m

illio
n

 in
 w

h
ich

 
m

ain
tain

ed
 th

at th
e telep

h
o

n
e th

ere w
as an

 in
d

icatio
n

 o
f irre- 

co
m

p
an

y
 eav

esd
ro

p
p
in

g
 h

ad
 g

u
larity

. T
ap

e reco
rd

in
g
s o

f 
th

ese calls w
ere m

ad
e an

d
 ta- 

been entis'ely legal. H
e said that ken to N

ew
 Y

ork w
here they 

th
e co

m
p

an
y

 h
ad

 co
n

d
u

cted
 its w

ere an
aly

zed
 b

y
 a sen

io
r 

o
w

n
 in

v
estig

atio
n

s in
 th

ese g
ro

u
p

 o
f B

ell em
p

lo
y

es. 
m

atters in
 acco

rd
an

ce w
ith

 A
b
o
u
t 6

0
 p

er cen
t o

f th
e calls, 

F
ed

eral C
o
m

m
u
n
icatio

n
s C

o
rn

- 9
0
0
,0

0
0
 o

r so
, seem

ed
 to

 b
e 

m
ission regulations enpow

ering "black box"-type irregularities. 
it to

 co
m

b
at to

ll frau
d
. 	

w
h
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 A
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p
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y
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g
 sa
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e
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e
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