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DATA BANK PERIL
HELD OVERRATED

But Study Urges Steps to
Bar Privacy Invasion

By JOHN DARNTON

Information data banks actu-
ally know a lot less about the
personal affairs of individualg
than the public believes, ac-
cording to a three-year study
by the National Academy of
Sciences on the effects of com-
puterization upon civil liber-
ties.

The study, released yesterday
found that the data banks col-
lected the same kind of infor-
mation that was collected be-
fore computerization, that such
information that was collected
before computerization, that
such Information was ‘not
widely shared among organiza-
tions, and that the most sensi-
tive information was still only
in manual files.

However, noting that com-
puterization of personal-infor-
mation files was spreading
rapidly in the governmental
and private sectors, and that
few regulations govemed it,
the report said, “The mext five
years will be the critical time
for the public to consider the
boundary lines between proper

and meroper uses of com-
puters.”

The 500-page study called
for legislation and policy
changes to protect against in-
vasions' of privacy, and recom-
mend six areas of priority. The
first five included the indivi-

dual’s right of access to his.

own record; restrictions mupon
the type of information col-
lected and disseminated; tech-
nological safeguards; confiden-
tiality rules for the police, bank
and credit card systems, and
the creation of “information
trust” agencies to handle sensi-
tive files.

Information-Sharing

Of particular concern, the re-
port said, is the fact that in-
formation-sharing among com-

uterized data-collecting organ-
izations will become easier and
less costly. To this end, the re-
vort suggested a sixth priority,

llmltmg ‘use of the.Sacial Se-
curity . numbe# as. a -“universal
citizen identifiér’ that;can aid

in the linkage between data

banks,
The study was conducted by
the academy’s Computer Sci-
ence andyEngineering Board; Tt
was directed by Dr, Alan®F,
Westin, professor of public law
and government at Columbia
University, author of “Privdcy
and Freedom,” an authorityon
data surveillance and storage
who leanss to a civil-libertarian
view. It was financed by grants
of $164,000 from the Russell
Sage Foundation, a research-
sponsoring organization in New
York, - A%
For consultation, there iwas
an 18-member advisory gl'oup,
whose views on the privacy
issue covered a broad ;Spec-
trum.
Its members included: Ralph
Nader, the consumer advoeate;
Representatlve Ogden Ri eld,

resentative Cornelius E. Galla-
gher, Democrat of New! Jersey;
Nicholas deB Katzenbach, for-
mer United States Attorney
General and now president of
the International Business Ma-
chines Corporation; ‘and Dr.
John H. Knowles, president of
the Rockefeller Foundatxon

Specialists on Staff

The project was conducted
by a 15-member staff ‘of spe-
cialists in law, computer sci-
ences and social sciences. They
collected materials on more
than 500 organizations with
personal-record systems, inter-
viewed computer 1ndd§try and
civil liberty groups, ;surveyed
1,500 government and private
organizationg by mail, and con-
ducted 55 on-site mspechons to
the 55 most advang¢éd com-
puterized agencies in the coun-
try.
These mcluded the Federal
Bureau of Investlgatmn s Na-
tional Crime Information Cen-
ter, the United States Social
Securitv Administration, the
aBnk of America, the Church of
Jesue Christ of Latter-day
Saints, the aKnsas iCty (Mis-
sourl) Police Department and
the Mutual of Amaha Insurance
Company. Not included were
governmental agencies with
classified mformatlon or the
Army.

“It was something of a sur-
prise,” said Dr. Westin, at a
news conference,” -to find out
how little information. there

actually was in these data
banks.” il
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