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F
ederal M

onitors O
r K

eyhole K
ops? 

A
R

T
H

U
R

 R
. M

IL
L

E
R

 

A
N

N
 A

R
B

O
R

, M
ich. —

 "M
uch ado 

ab
o
u
t n

o
th

in
g
." W

ith
 th

at S
h
ak

e-
spearean allusion a F

ederal judge re-
cen

tly
 d

ism
issed

 a law
su

it to
 h

alt 
A

rm
y spying on the law

ful conduct of 
citizens. C

haracterizing m
ilitary intel-

ligence as an "assem
blage of K

eystone 
K

ops," the judge w
as unim

pressed by 
the alleged ill effects of surveillance. 
T

aken alone, the A
rm

y's activity m
ay 

be insignificant, especially since the 
p
u
b
lic m

ea cu
lp

as b
y
 fo

rm
er ag

en
ts 

have helped abort its expansion. B
ut 

m
ilitary

 sp
y
in

g
 is sy

m
p
to

m
atic o

f 
g
ro

w
in

g
 g

o
v
ern

m
en

tal in
tru

sio
n
 o

n
 

o
u
r liv

es an
d
 h

eig
h
ten

ed
 th

reats to
 

constitutionally guaranteed rights. 
T

o
 m

o
st o

f u
s, O

rw
ell's 1

9
8
4

 is 
exaggerated science fiction. Y

et reve-
lations before C

ongressional subcom
-

m
ittees have sketched a disheartening 

p
an

o
ram

a o
f h

o
w

 m
an

y
 trad

itio
n
al 

bastions of physical and inform
ational 

p
riv

acy
 are b

ein
g

 d
estro

y
ed

. T
o

d
ay

 
A

m
ericans are scrutinized, w

atched, 
counted and interrogated m

ore than at 
an

y
 tim

e in
 h

isto
ry

. A
 d

o
ssier is 

opened w
henever w

e file a tax return„ 
apply for life insurance or credit, seek 
governm

ent benefits or interview
 for a 

job. A
nd w

hen w
e fly, reserve a

 hotel 
ro

o
m

 o
r ren

t a car, w
e o

ften
 leav

e 
electronic tracks in a com

puter's m
em

-
ory—

tracks that m
ay later betray our 

activities, habits and associations. 
A

m
ericans are generally unaw

are, of 
the extent to w

hich F
ederal agencies 

are using com
puters and m

icrofilm
 to 

collect, store and exchange personal 
inform

ation. People erroneously assum
e 

th
at th

e G
o
v
ern

m
en

t o
n
ly

 m
o
n
ito

rs 
so

ciety
's "crazies." Y

et in
 recen

t 
m

onths the existence of H
.U

.D
.'s ad-

verse inform
ation file, N

.S
.F

.'s data  bank on scientists, the C
ustom

s B
u-

reau
's co

m
p
u
terized

 b
an

k
 o

n
 "su

s-
pects," the C

ivil S
ervice C

om
m

ission's 
"in

v
estig

ativ
e" an

d
 "secu

rity
" files, 

the S
ecret S

ervice's dossiers on "unde-
sirables"—

as w
ell as the A

rm
y's sur-

veillance of elected officials, clergy-
m

en, the N
.A

.A
.C

.P., the A
.C

.L
.U

. and 
the W

om
en Strike for Peace—

has com
e 

to light. 
U

nless the security and integrity of 
data banks are assured, their dangers 
m

ay outw
eigh their benefits. T

his is 
particularly true in the law

-enforce-
m

ent field, w
here arrest records are 

beginning to be com
puterized despite 

their notoriously m
isleading character 

(m
any arrests never lead to prosecu-

tion, even few
er to convictions, and 

m
any occur during law

ful dem
onstra-

tions). 
If this•  data is added to the F

.B
.I.'s 

N
ational C

rim
e Inform

ation C
enter, it 

w
ill be available to thousands of local 

police stations through rem
ote access 

term
inals. N

o one disputes the legiti-
m

acy or im
portance of police agencies 

sh
arin

g
 arrest reco

rd
s. B

u
t ab

sen
t 

effective controls, w
hat w

ill prevent 
m

oonlighting officers from
 checking 

on prospective insurance or real estate 
custom

ers or peddling these unreliable 
records for other inappropriate pur-
poses? 

D
em

an
d
s fo

r g
o
v
ern

m
en

tal effi-
ciency w

ill produce even m
ore com

-
prehensive inform

ation netw
orks. F

ed-
eral funding already is supporting a 
sen

sitiv
e b

u
t v

irtu
ally

 •u
n
p
ro

tected
 

M
igrant W

orker C
hildren D

ata B
ank 

and P
resident N

ixon's proposed w
el-

fare program
 w

ill give H
.E

.W
. author-

ity
 to

 ex
ch

an
g
e in

d
iv

id
u
alized

 d
ata 

w
ith state agencies. G

iven the polarity 
of today's student activism

 and public 
reactivism

, F
ederal surveillance sys- 

tem
s an

d
 ed

u
catio

n
al d

ata cen
ters 

ultim
ately m

ay be linked, under the 
long-range im

plications of the P
resi-

d
en

t's req
u
est fo

r fu
n
d
s to

 in
filtrate 

university cam
puses w

ith 1,000 new
 

F
.B

.I. agents. 
B

uilding dossiers or spying on peo-
p
le en

g
ag

in
g
 in

 law
fu

l so
cial an

d
 

political activities often has little rele-
v
an

ce to
 leg

itim
ate g

o
v
ern

m
en

tal 
fu

n
ctio

n
s an

d
 ty

p
ically

 ig
n
o
res its 

"ch
illin

g
" effect. C

itizen
s w

h
o
 fear 

they are on file m
ay develop a "rec-

ord prison" psychosis and becom
e w

ill-
ing to "stick their necks out" to pursue 
constitutional rights of speech, assem

-
bly and petitioning the G

overnm
ent. 

If so, today's surveillance efforts con-
tain

 th
e seed

s o
f a p

o
lice state o

r a 
return to M

cC
arthyism

. T
hus, claim

s 
of governm

ental efficiency or the quest 

"
T

oo often
, in

 th
e C

on
-

g
re

ss a
s w

e
ll a

s in
 th

e
 

n
ation

, th
ere is an

 u
n

w
ill-

in
gn

ess to protect th
e pri-

va
cy o

f o
u

r fello
w

 m
en

 
w

h
en

 th
ey are of differen

t 
p
o
litica

l p
ersu

a
sio

n
, d

if-
feren

t econ
om

ic statu
s or 

d
iffe

re
n

t m
o
d
e
 o

f life
. 

U
n

til A
m

erican
s learn

 to 
d
istin

g
u

ish
 tyra

n
n

y in
 

an
y form

, u
n

til each
 of u

s 
h

as th
e cou

rage to protect 
th

e o
th

er m
a
n

's p
riva

cy, 
w

e sh
all n

ot be tru
ly free."

 
-SE

N
A

T
O

R
 E

R
V

IN
 

for the holy grail of "law
 and order" 

m
ust not be allow

ed to justify every 
dem

and for gathering personal data. 
T

here are no effective restraints on 
the G

overnm
ent's data activities and 

n
o
 o

n
e
 h

a
s u

n
d
e
rta

k
e
n
 to

 g
u
a
rd

 
against the abuse of our inform

ational 
privacy. A

s a result, the citizen-G
ov-

ernm
ent balance is changing so dras-

tically that revitalizing the, judge-m
ade 

right of privacy or expanding the F
irst 

A
m

endm
ent freedom

s is an insuffi-
cient response to the challenge. 

D
irect C

ongressional intervention to 
safeg

u
ard

 th
ese rig

h
ts is in

d
icated

. 
D

etailed
 F

ed
eral leg

islatio
n
 at th

is 
tim

e p
ro

b
ab

ly
 w

o
u
ld

 b
e d

ifficu
lt to

 
draft, politically unfeasible and poten-
tially unsatisfactory. H

ow
ever, crea-

tion of a w
alchdog organization staffed 

by privacy experts exeroising continu-
in

g
 su

p
erv

isio
n
 o

v
er g

o
v
ern

m
en

tal 
data activities should be explored. 

T
he need for Federal action is clearly 

perceived by S
enator S

am
 J. E

rvin Jr., 
chairm

an of the S
ubcom

m
ittee on C

on-
stitu

tio
n
al R

ig
h
ts. H

e p
lan

s w
id

e-
ranging hearings on F

ederal inform
a-

tion gathering starting T
uesday. C

on-
tinued ventilation of this problem

 is 
essen

tial to
 g

en
erate p

u
b
lic aw

are-
ness of the threat to our privacy and 
F

irst A
m

endm
ent freedom

s. O
therw

ise 
w

e. shall stum
ble from

 one surveillance 
ex

p
o
sé to

 an
o
th

er b
u
t n

ev
er aro

u
se 

O
ur law

m
akers to halt the steady ero-

sion of our rights by bureaucrats and 
com

puterniks: A
 dictatorship of dos-

siers an
d
 d

ata b
an

k
s rath

er th
an

 o
f 

hobnailed boots is nonetheless a dic-
tatorship. 

A
rthur R

. 
M

iller 
is a

 la
w

 p
ro

fesso
r 

at th
e U

niversity of M
ichigan and the 

a
u
th

o
r o

f "T
h
e A

ssa
u
lt 

on P
rivacy: 

C
om

puters, D
ata B

anks and D
ossiers." 


