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: T
w

o top executives 
of an A

m
erican aerospace 

com
pany, on a sales 

m
ission to F

rance, return 
to their suite at a sw

ank P
aris 

hotel w
here they have left 

highly sensitive product 
docum

ents. Inside they find 
three m

en w
ho claim

 they are 
there to fix the broken air 
conditioning, but the air 
conditioning is not broken. T

he hotel confirm
s it has 

sent no repairm
en. 	
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E
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: A
 m

ajor A
m

erican 
com

pany dispatches an air 
cargo shipm

ent to R
ussia. 

T
he item

s are "of very high 
value," the com

pany m
anifest 

says. A
 fax is sent to the firm

's 
M

oscow
 office, describing 

w
hen and w

here the cargo w
ill 

arrive. W
hen O

pened, the 
container is em

pty. P
rivate 

investigators learn the fax has 
been intercepted by the R

ussian M
afia. T

hey have 

stolen the cargo, then carefully resealed the container. 
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ELCOE: to 'the-bait-Cold War world of '.. 
espiOn.aget  ..,-  

It is ,a viici'ild Where famed Soviet dou- 
 Kim Philby and legendary CIA "Mole" 

huntei Jaiii06-  Jesus Angleton would be dazed   
and disoriented.: I. ; ;.: -  

It's a world where even James Bond and his -1, 
'.. glorious, ,'gadget=laden .escapades,: appear : old- `. 

fashioned'. - 4 ,.'"'::: . .'li- And where ..;-...as, in the: reeept-truezlife tales 
,told_ above - —i,the quagiYIS:-',..Marer-31hely-,to be 

high-perforOnice''theto,ls'anct.:Ifibot:ootie  
teMt.than missile silo icemen 	-- _  ,... 

It's also a world where-the 	' 
one .cut=iron division.vbe-
Weal: Mend and: foe. have 

.... vanished,like sandcastles in 
the desert. 	: -1,  '.:;:;-,-,:....,,, 

The. world, of , spying has 
changed totally — except for 
one thing: --' .. ''-?"(  

There's more of',00dity 
than ever. ' ': ' --, =. ,-'''' 

Despite the end of the cold 
war, the FBI,  says the same ,  
KGB-trained agents still troll: 
for secrets among American 
government and private em= 
ployes engaged in sensitive 

' work. Only now, the bureau 
`says, spies are as - likely : to 
want to 'sell the: secrets to 

- raise much-needed cash than 
to utilize them.:- . ' . 	:,  

There are even more espio- 
nage players today,, as each of i --- -- 	 ,. the individual nations of the 
former Soviet. Union field full ' 
complements Oragents. -; - ' ' 

"We haven't seen-a signifi- 4 
cant reduction in eipionage 
from other countries,"' says .i 
William Gavin, the FBI's dep- '' 

t:  tay /assistant director in - 	 Li 
w charge of the bureau's= New ... tions approved; last year 511- -, 

re z  York: office whe some 400 were granted.. - - '-' . 41;1-'1 
1 'agents  are devoted to 	"The Russians are stilt in . 
g-counter-intelligence activi- I volved in clandestine setivi- I 

ties. 	- ' - 	" - ' 	- -. ties," ,says-Jim. Fax:' the for; ' 
The .government doesn't-  i mer FBI chief who broke the -' 

like to talk specifics When it ,'--World Trade Center bombing' 
• comes to counter-intelligence i case. "They are trying to re- , 

ftfforts, But based on court :-. cruit double agents, paying 
, approvals granted' federal • thousands of dollars. for: re- 
Bi law enforcement agencies to '' search." 	-•.! ,, - -.1:,- .• -,.- 

snoop around foreign targets ; Atthe same-time, in the in-
!, .under.  the. Foreign Intelli- '.temational private sector, ins4:;z

-  

 
gene Surveillance. Act, the i pionage has become a-  boom ,,,, 

- ,,-end ;of-the Vold -War hain'tv-i'• industrakt* reeent-'study:..i 
AloWed(thingsfidoWithnit03tidirtifedinirrAlsalittholdthitilqintatiP't 
g960)therejwdri MX1'4116024) infrattiOnosiiqatiot* dillidg n 
.,. 	 - - _...494 Ja,31 	od 0:41; ,u) /sill.' nt0J1 ?:20C 

.... 



NOW 

• • 

runs the Aka New York Operation, h 
nts in the city's National Security  

trial espionage "is the hotteit 
current topic in intelligence_ 
policy, CIA chief James.  
Woolsey told a U.S. Senate 
committee during his conflr-
mation hearings last year 

And unlike the bad old days 

• - 
fa 

, 
MEN: William Gavin (right), who 

Thomas Pickard to lead the 400 age 

• rate secrets have jumped by 
260% since 1985. 

In response, American 
firms have been on a security 
spending binge, doling out. as 
estimated $70 billion this 
year for corporate protection, 
according to the American 
Society for Industrial Secre-
cy. 

"Nations and corporations 
are looking for a strategic 
edge, a competitive advan-
tage," says Richard Heifer- , 
nan, a private security spe-
cialist who conducted the 
1993 study for the FBI with 
fellow espionage expert Dan 
Swartwood. 

CORPORATE CONNECTION 
The involvement of foreign 

nations or companies in cor-
porate black-bag jobs also 
has soared, up 350% in the 
last4Midea the)studs fotmd,,) ft 

/ Even the CIA has had to 
shittigears laWejs. up. Indus- 

110WAIID SIMISION111 DAILY NEWS 

as pidked former undercover-man 
Division. 	• 

when-nations thought they at 
least ,knew who their enemies 
were, today's profit-oriented 
espionage can come from 
anywhere and anyone. In -a  
post-Cold War twist• on the : 
old Mad Magazine gag of "Spy 
vs. Spy,'° the intelligenCe 
community has become a lab: 
YriP41.PfPPX vs., spy 'spy 1*- 

American business execu- 
r -:t.ives were stunned_ in 14:41.-  

when the former chief of the 
,)Prench -intellikence, service 
- revealed that his agency had 
routinely spied on U.S. exec • 
utives traveling abroad. Ear 
top spy Pierre. Marion proud-
ly confessed that his agency 
regularly bugged first-class 
seats on Air France so as to 
pick up conversations by 
traveling execs, then 
"bagged" their hotel rooms to : 

:Tuntomageothrough attache 
-)lcaseaqjia th! 	 r  

Tl Frenghitilsaare aptsari• 



ently still at it 	 minished Unite a bit, bufeCo=7 
A corporate investigation nomic and_technnlegical es-

by Heffernan, who Operates vicinage is vertantelt.'entha; 
his own. firm based in Bran- rise," Pickard 
ford, Conn., turned up evi- 	Spying alse.A:eaSior,thaji. 
dence- that the French had ever 
"bagged" list of 49 	NeWhi-tecriequipitterit has 
can firms using-  a top-secret made eavesdroppingtind -in-
chemicaLcompound.  with mil-, tereeption :SO 
itarrapplication. - , ' 	ple that mane 

tims never find o, 
AIM BLUFFF4ULOR  	beef* hit. - 

"Stealing a fax can be done 
by a 14-year old," says Heffer-
nan. "All it takes is a 'fax cap- • 
ture board' plugged into a 

Similarly, 'conversations 

INDUSTRIAL ESPIONAGE 

• 

"A pair of French officials' 
went to one of the ftrins; Dow 
Corning in Midland, Mich., 
and tried the 'big bluff,' " 
said Heffernan. "They said 
they were NATO allies and over cellular phones, or sent 
used every trick to try and by satellite dishes also are 
wheedle the information out— easily and regularly inter-. 

_ of the company's scientists." 	experts say, with the 
"We have to consider both use of a small scanner pur-

friend and foe," says the chased at any. electronics, 
FBI's Gavin„ - 	 .44;n9p-,2_ 

To meet tike changing 	FBI officials say agents 
threat Gavin ,recently pro- hive discovered: eavesdrop-
moted Thomas Pickard, a pens pulled off by the' side of 
white collar crime -expert, to Route 128 near Boston using 
head. the: New York-offices:, ,hand-held scanners to-listen 
400-agent strong National Se- jean niesseges sent by satel' 
curity Division. 	_ 	-by the monk. teclinologi 

• 
Pickard; a quiet; poker-'`-.cal firms located there. 

 
faced agent who once spent a 140  ImmUnnY 
year and a half undercover in. No one's immune. In a, re-
the Abscam investigation, cent interview with three top 
said that New York "remains officials of the FBI, all three 
the spy hub." It's the home of acknowledged that their cel-
the United Nations and con- lular phone numbers had 
sulates from countries such been "cloned" by thieves who . 
as Cuba thathevemtoottafrodurithetiM 	 FIT 
fices in the country, he sentbeasioWAtaice...c 

"MilitarY ,tangetingiihai tirt-T 'But'itte *instil-rates toddle 

easily have been after bigger 
fish. "We tell firms not to talk 
about things they wouldn't 
want known over cellular' 
phones," says Pickard. 

Some espionage tactics are 
more basic. Last month, the 
FBI alerted a company it' 
would only describe as a "a 
major midtown Manhattan 
corporation' that it was the 
target of spying by a foreign 
country. 

"They didn't , believe us at , 
first," pys-Piekard. "Then 
theyndaitetilictientintM6hie2i; 

o hati esti 	orlf ww3 
-eubnlqiiggie#,Ftweptii6 



SPY F11614 PAGE ; 

one WiiiiiteldtifiKro:iightherIS 
We 	them that if they doing  business on an 

itpteru..otiottal basit;they're target, Pickard said 
• ijirt: effort to 	victint‘the FBI has 

rtooled a  security education program tOng' limed 
at, defense firfalk  to assist any major. corporation 
that haf •preprietart4nformatiou it.seekt to prOteet, 

Dubbed DEC*:  Development of Espionage and 
COuliter4ntelligeliel Awareness the program in 
struett-fIrMS tiktbe batiks of securitychecking em 

4P1Orkjr06grei4odk .Overseas'!!..titive 
ardkageinit:ediaputer hackers   

kioliAe:thekcIA,,potefellytetyriedinllierMoirAfife  
case Where's-1640in* top' employe was discOv  

'zered to have-- SOldfeeretsfor yearSto:the'Rus'Siarit; 
espionage .expeste say 	most common spy threat 
is from disgruntled employes T 

lieffernallUsdylound dial. insiders 7--:disgrun-
tlediii.liimer:eMig6yes Were behind 58yikof the 
reportedtbdititttalApy episodes 'A 

lt Otiiiiiibitetefeconomic.itioienee,":'snys Hef-
'ffernani439149,40CPtinehing out the has; he hits 
tifM;Xiitheeconontie breadbasket,. In age Of znas 
sive :lay,o 	4,1:downsizing, that's the :biggest.  theeat,n, 



CHANTILLY LACE: This is the new $310 million home Ott* &Moat Reconnalsience 
Va. Among its many secrets are a racquetball court and ailobbtinlaid With 12 41nds of stone 



By DAVE SALTONSTALL 
Daly News Staff Wfiter 

Deeii within the bowels of the new $310-mil-
lion headquarters of the little known National 
Reconnaissance Office in Virginia, there is, a 
glass-encased room so secret that not even Con- 	- 
gress was told about- it during hearings lust 
week. 

It's a racquetball 
court — a covert 
court, you might 
say — bought and 
paid for entirely 
with tax dollars buried inside used for squash, handball or 
the federal government's so- badminton,, said NRO spokes- 
called "black budget," ac- woman Creda Parham. - 
cording' to blueprints of the 	Of the imported marble, 
facility viewed exclusively by Parham said, "We do believe 
the Daily News. 	- 	as a general rule that domes- 

NRO officials refused to tic marble is a softer grade, 
discuss the cost of the private meaning  there probably 	.1 
playground, which will boast would be more repair and 
a 1/2-inch-thick glass back maintenance problems" if 
wall, maple floorboards and domestic marble were used. 
an  adjoining aerobics and-fit- , "Oh, yeah, like it didn't 
ness center.. But outside ex- work on the Washington Mon-
perts estimated the court ument and the Capitol," 
alone will add $50,000 to quipped Joe Trento, director 
$75,000 to the project's, total of the Washington-based Na- 
bill. 	 tional Security News Service. 

"That is absolutely out- 	D'Amato said that while it 
landish," said Sen. Alfonse was probably too late to stop 
D'Amato, a member of ,the construction of the building, 
Senate Select Intelligence he would launch •a search to 
Committee, which was find out who "the genius op-
briefed Aug. 10- by, the NRO erative" was who ordered the 
but heard nothing. of the-  imported marble and "fire 
court. "As far as I'm con- him." 
cerned, 	never believe 	"They have got to be 'one Of 
them again." 	, 	the most arrogant, contemp- 

But that's not all. 	 tuous groups ingovernment," 
The main lobby of the posh D'Amato said of the NRO, an 

new complex is to be tilled agency founded in 1960 but 
with marble quarried in. Italy, technically classified until 
South Africa and Norway. In 1992. 	 - 	- 
all, 12 types of stone will be 	How blueprints for the 
laid and inlaid in the lobby, once top secret building 
creating a polished, 200-foot came to light is another story 
long swath of mostly black that reveals much about the 
and white rock, plans show. NRO's inner workings. 

The stone will probably run 	In an effort to' keep . the 
around $200,000 in materials building's real,purpose a se-
al one, compared to *about cret, the NRO hired Rockwell 
$6,000 for, say, the same International — a major de 2 
amount of standard vinyl fense industry contractor. — 
composition tile, experts esti- to build the 1-million-square -, 
mated. 	 foot complex. Rockwell, 

For the convenience of' the obliged to keep up appear-
3,000 government workers ex- antes and comply with local- 401  
pected to fill the building, zoning laws, in turn submit= 
there also will be an on-site ted a fill set of plans to the !' 
travel agency, convenience building department in Fair-
store 

 
 and credit bureau, fax County, Va.,- where the 

plans show. The $6-billion a complex islocated. 	°  
Year agency develops and 	Thus even before the build- "5 
monitors the country's spy ing was declassified earlier g. 
satellites. 	 this month, viewing the 

NRO officials conceded prints was as simple as twat- it 
la4rWAtkitilat nt racotietbatim ing ROA Eight tcolvitmnotriew,ts,< 
courtAx•tonnolilifautiargitedo fiNfftenUerfilil,Mdot44tort, 
thatt4ti Inotkihrtaircialknargui focklAiftltitai PuwThwolitaf 
pose room" that can also be last week. 

I \ I 	\I\\ ti  

EXCLUSIVE 
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b
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e govern

m
en
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eep

 th
e w

h
ole th
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ard
ed

 a $10-b
illion

 con
tract to M

artin
 M

arietta H
ou

se an
d

 S
en

ate S
elect In

telligen
ce C

om
m

ittees 

secret. 	
to d

evelop
 a n

ew
 gen

eration
 of satellites —

 to sp
y h

ave received
 $338,158 in

 p
olitical action

 con
trib

u
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W
ell, alm

ost. In
 real life, th

e V
an

d
en

b
erg A

ir on
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u
ssia. 	
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tions from
 em

ployes at six defense com
panies. 
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he R
ussian N

avy is rusting in port, and yet w
e 	
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ith total contributions 
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 h
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een

 a secret for a lon
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t are goin
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illion
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artin
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arietta, th
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as a secret w
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en
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 sp
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 said

 Joh
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u
sed

 to fin
an

ce th
e, country's M

ost covert m
ilitary 

an
d

 in
telligen

ce op
eration

s. T
h

is year th
e covert 

slush fund is expected to top $28 billion, or roughly 
en

ou
gh

 to h
an

d
 every A

m
erian

 h
ou

seh
old

 a ch
eck

 
for $300. 	

. 
T

he budget cam
e under scrutiny recently w

hen it 
w

as revealed that the N
ational R

econnaissance O
f-

fice, th
e su

p
ersecret agen

cy ch
arged

 w
ith

 m
on

itor-
ing the country's spy satellites, w

as building itself a 
1-m

illion
-sq

u
are-foot, $310-m

illion
 office p

ark
 in

 
suburban V

irginia —
 and alm

ost no one in C
ongress 

had know
n a thing about it. 

E
xp

erts say th
e com

p
lex is ju

st a footn
ote in

 th
e 

long —
 and often w

asteful —
 history of the country's , 

black budget. 
In

 ad
d

ition
 to S

lick
-6 an

d
 th

e n
ew

 N
R

O
 office 

b
u

ild
in

g, m
an

y lik
e to p

oin
t to th

e A
-12, an

 attack
 

fighter that the A
ir F

orce canceled in January 1991 
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of the C
hallenger Space Shuttle disaster. T

he rock-
ets 

 
 cost $280 m

illion
 ap

iece, b
u

t at least th
ree h

ave 
blow

n up since 1991. 	
1 

T
h
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 cam
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 A

u
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st 1993 , 
and, at a cost of about $1 billion, is thought to be the 
m
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sive sp
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en
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h
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g- 


