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A
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C
ode R

esearchers F
ear N

SA
's C

ontrol 
B

y
 P

h
ilip

 J. H
ilts 

W
a
sh

in
g
to

n
 P

o
st S

ta
ff W

riter 

T
h
e N

atio
n
al S

cien
ce F

o
u
n
d
atio

n
, 

in
 co

o
p

eratio
n

 w
ith

 th
e N

atio
n

al S
ecu

-
rity

 A
g
en

cy
, p

lan
s to

 w
ith

h
o
ld

 certain
 

fu
n
d
s fo

r research
 in

 cry
p
to

g
rap

h
y
—

the science of codes. 
T

h
e m

o
v
e h

as raised
 fears in

 aca-
d
em

ic circles th
at ev

en
tu

ally
 all fin

an
-

c
ia

l su
p

p
o

rt fo
r su

c
h

 w
o

rk
 w

ill b
e
 

tak
en

 o
v

er b
y

 th
e in

tellig
en

ce ag
en

cy
. 

S
u
ch

 a d
ev

elo
p
m

en
t, m

an
y
 b

eliev
e, 

w
o
u
ld

 effectiv
ely

 p
lace co

n
tro

l o
f th

is 
field

 in
 th

e h
an

d
s o

f th
e in

tellig
en

ce 
ag

en
cy

, w
ith

 th
e resu

lt th
at m

u
ch

 re-
seal-a im

p
o

rtan
t to

 so
ciety

 co
u

ld
 en

d
 

up locked in the so-called "dark cham
-

bers" of N
S

A
. • 

U
n

til re
c
e
n

t y
e
a
rs, c

u
p

to
g

ra
p

h
7

 
w

as o
f In

terest alm
o

st ex
clu

siv
ely

 to
 

m
ilitary

 an
d
 in

tellig
en

ce ag
en

cies. 
B

u
t n

o
w

, w
ith

 th
e ,S

O
ciety

 click
in

g
 

stead
ily

 to
w

ard
 electro

n
ic sto

rag
e an

d
 

co
m

m
u
n
icatio

n
 o

f p
ractically

 all k
in

d
s 

o
f in

fo
rm

atio
n
, th

e scien
ce h

as b
e-

co
m

e critical fo
r b

u
sin

ess an
d
 h

o
m

e 
c
o

m
p

u
te

r sy
ste

m
s a

s a
 m

e
a
n

s o
f 

g
u
ard

in
g
 th

eir p
riv

acy
. 

T
h
e situ

atio
n
 h

as b
een

 co
m

p
licated

 
b
y
 th

e fact th
at th

e b
est w

o
rk

 o
n
 cry

p
-

to
g

rap
h

y
 in

 recen
t y

ears—
n

ew
 co

d
es 

th
at are in

 p
ractical term

s tru
ly

 u
n
-

b
reak

ab
le—

h
as b

een
 d

o
n
e b

y
 u

n
iv

er- 

sity
 research

ers. n
o

t b
y

 in
tellig

en
ce 

agency cryptographers. 
E

v
er sin

ce th
e u

n
b
reak

ab
le co

d
es 

w
ere o

p
en

ly
 p

u
b
lish

ed
 in

 1
9
7
7
 b

y
 sc;- 

en
tists su

ch
 as L

eo
n

ard
 A

d
lem

an
 an

d
 

R
o
n
ald

 R
iv

est at M
IT

, th
e N

S
A

 h
as 

m
ad

e it clear th
ro

u
g
h
 a n

u
m

b
er o

f in
-

c
id

e
n

ts th
a
t it w

o
u

ld
 lik

e
 to

 h
a
v

e
 

m
o
re co

n
tro

l o
v
er cry

p
to

g
rap

h
ic re-

searach
. 

It w
as a g

ran
t p

ro
p

o
sal b

y
 A

d
lem

an
 

to 
N

S
F

 
th

at p
recip

itated
 th

e latest 
ro

u
n
d
 o

f co
n
tro

v
ersy

. 
N

S
F

 h
as recen

tly
 reach

ed
 an

 ag
ree-

m
en

t w
ith

 N
S

A
 to

 co
o
p
erate in

 th
e 

giving of cryptography grants—
a com

-
m

o
n

 arran
g

em
en

t fo
r N

S
F

 w
h

en
 it 

k
n
o
w

s th
at o

th
er ag

en
cies are in

ter-
ested

 in
 a p

articu
lar su

b
ject. U

n
d
er 

su
ch

 an
 ag

reem
en

t, N
S

F
 m

ay
 p

ay
 fo

r 
so

m
e o

f th
e w

o
rk

 an
d
 p

ass o
th

er p
arts 

o
f it alo

n
g
 to

 th
e seco

n
d
 ag

en
cy

 fo
r 

su
p

p
o

rt. 
T

w
o
 w

eek
s ag

o
, A

d
lem

an
 w

as to
ld

 
b
y
 N

S
F

 th
a
t p

a
rt o

f h
is p

ro
p
o
sa

l 
w

o
u

ld
 b

e fu
n

d
ed

 an
d

 p
art w

o
u

ld
 n

o
t, 

b
u

t th
at N

S
A

 w
as in

terested
 in

 p
ick

-
in

g
 u

p
 th

e u
n

fu
n

d
ed

 p
art. T

h
is w

as 
quickly confirm

ed by N
S

A
. 

"I u
n

d
erstan

d
 th

at th
e m

issio
n

 o
f 

th
e N

S
A

 m
ig

h
t in

clu
d
e b

rin
g
in

g
 cry

p
-

to
g
rap

h
y
 research

 u
n
d
er its co

n
tro

l to
 

a d
eg

ree," A
d

lem
an

 said
. "I can

 see 
th

e p
red

ato
ry

 an
im

al as n
o

b
le in

 its  

o
w

n
 w

ay
. A

t th
e sam

e tim
e. I d

o
n

't 
lik

e b
ein

g
 th

e p
rey

-" 
H

e feels it is im
p

o
rtan

t th
at h

is an
d

 
o
th

e
r re

se
a
rc

h
e
rs' w

o
rk

 h
e
 o

p
e
n
ly

 
av

ailab
le to

 scien
ce 

and 
th

e p
u

b
ih

s 
u
n
le

ss th
e
 g

o
v
e
rn

m
e
n
t c

a
n
 p

rO
v
e
 

so
m

e o
v

errid
in

g
 n

eed
 o

f n
atio

n
al se-

cu
rity

. H
e is afraid

 th
at th

e N
S

A
, b

e-
cause of its m

ission, w
ould be unlikely 

to
 d

ecid
e th

e q
u
estio

n
 fairly

. 
W

h
en

 N
S

A
 feels n

atio
n
al secu

rity
 

m
a
y
 b

e
 th

re
a
te

n
e
d
, it c

a
n
 b

a
r re

-
search

ers w
h
a w

o
rk

 fo
r it fro

m
 p

u
b
-

lish
in

g
 th

eir p
ap

ers. 
"T

h
e N

S
F

 h
as b

een
 stro

n
g

ly
 in

 fa-
v

o
r o

f acad
em

ic freed
o

m
 in

 th
e p

ast, 
an

d
 I am

 afraid
 th

at th
ey

 m
ay

 b
e n

o
t 

a
d
v
o
c
a
tin

g
 th

a
t p

o
sitio

n
 stro

n
g
ly

 
en

o
u
g
h
 in

 th
is case allo

w
in

g
 th

e N
S

A
 

to have their w
ay too m

uch," A
dlem

an 
said

. 
A

d
lem

an
 said

 h
e w

as su
rp

rised
 to

 
fin

d
 th

at a p
ro

p
o
sal h

e sen
t to

 N
S

F
 

nosy w
as under consideration for fund-

in
g

 b
y

 N
S

A
. an

d
 h

e w
as u

n
n

erv
ed

 b
e-

cau
se h

e an
d

 o
th

er u
n

iv
ersity

 cry
p

to
g

-
rap

h
y

 research
ers "h

av
e b

een
 sk

ir-
m

ish
in

g
 w

ith
 th

e N
S

A
 fo

r th
ree y

ears 
n
o
w

. T
h
at h

as h
ad

 a ch
illin

g
 effect o

n
 

us," he said. 
• H

e said
 th

at a letter w
as o

n
ce re-

ceiv
ed

 b
y
 a m

eetin
g
 o

f th
e research

. 
ers, tellin

g
 th

em
 th

at- th
eir w

o
rk

 o
r 

p
u

b
lic d

iscu
ssio

n
 o

f it m
ig

h
t v

io
late. 

th
e law

. T
h

e letter w
as fro

m
 a m

an
 in

 

• 
\
 	

' 

B
eth

esd
a w

h
o

 d
id

 n
o

t id
en

tify
 h

im
-

self, b
u
t A

d
lem

an
 say

s h
e later fo

u
n
d
 

out that the m
an w

orked for N
S

A
. 

M
IT

 a
lso

 to
ld

 A
d
le

m
a
n
 to

 sto
p
 

sen
d

in
g

 o
u

t rep
rin

ts o
f h

is m
ost popu-

lar cry
p
to

g
rap

h
y
 p

ap
er u

n
til law

y
ers 

co
u
ld

 d
eterm

in
e if it m

ig
h
t m

ak
e h

im
 

liable for prosecuton. 
T

h
e
 N

S
A

 a
lso

 in
 th

e
 p

a
st th

re
e
 

y
ears slap

p
ed

 a secrecy
 classificatio

n
 

o
n
 th

e w
o
rk

 o
f G

eo
rg

e D
eV

ita at th
e 

U
n

iv
ersity

 o
f W

isco
n

sin
 w

h
en

 h
e ap

-
plied for a patent on one bit of crypto-
graphic w

ork. 
T

h
e N

S
F

 h
as h

ad
 fo

r so
m

e tim
e a 

p
an

el w
o

rk
in

g
 o

n
 th

e issu
e o

f aca-
d

em
ic freed

o
m

 v
ersu

s n
atio

n
al secu

-
rity

 an
d
 h

o
w

 su
ch

 situ
atio

n
s m

ig
h
t b

e 
h
an

d
led

, b
u
t th

at p
an

el h
as n

o
t b

een
 

ab
le to

 d
ev

ise a p
o
licy

 to
 g

u
id

e 
N

S
F

 
on cooperation w

ith N
S

A
. 

K
en

t C
u
rtis. h

ead
 o

f th
e co

m
p
u
ter 

sciences division of N
S

F
, said that the 

actio
n

 N
S

F
 to

o
k

 w
o

u
ld

 b
e n

o
rm

al in
 

a
n

y
 o

th
e
r c

a
se

 a
n

d
 sh

a
rin

g
 g

ra
n

ts 
sav

es N
S

F
 m

u
ch

 n
eed

ed
 m

o
n
ey

. B
n
t 

th
e case is m

ad
e sp

ecial b
ecau

se _
 o

f 
the possibility that the N

S
A

 m
ight put 

secu
rity

 classificatio
n

s o
n

 an
y

 w
o

rk
 

th
at scien

tists m
ig

h
t d

o
 fo

r th
em

. 
"T

h
is situ

atio
n
 is a clash

 o
f v

alid
 

n
a
tio

n
a
l se

c
u
rity

 in
te

re
sts a

n
d
 th

e
 

n
e
e
d

 a
n

d
 in

te
re

st o
f th

e
 p

u
b

lic
 to

 
know

 about and use C
ryptographic re- 

	

search," C
urtis said. 	
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