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The National mnSuno Foundation,

in cooperation with the National Secu-
rity'Agency, plans to withhold certain
funds for research in ﬁuuuonnuu_.él
the Science of codes,

The move has 3;& on.n in unm.
demic circles that eventually all finan-
cial support for such ‘work will be
taken over by the intelligence agency.

Such a development, many believe,
would effectively place control of this
fleld in the hands-of the intelligence
agency, with the result that much re-
searck important to society could end
up locked in Em so-called “dark cham.
bers” of NSA, = '

Until® Honmuﬁ -years, cryptography
was of iriterest almost exclusively to
military and intelligence agencies.

But now, with the _Society clicking
steadily toward alectronie storage and

- communication of practically all kinds

of information, the science has be-
“come critical for business and home
computer system$ ag a means of
guarding their privaey.

The situation  has been complicated
by the fact that the hest work on eryp-
tography in recent Vears—new codes
that are in practical terms truly un-
breakable—has been done by univer-

sity researchers, not E‘ SSEmmunm
agendy cryptographers, .

Ever since the unbreakable codes
were openly published in 1977 by sci-
entists such as Leonard Adleman and
Ronald Rivest at MIT, the NSA has
made it clear through a number of in-
cidents that it would like to have
more control over cryptographic re-

b searach.

It was a grant uuouaw& by Adleman
to NSF that precipitated the latest
round of controversy.

NSF has recently ..nunwaw an agree-

ment with NSA to cooperate in the
giving of nﬁuaomnwvuw grants—a com-
mon arrangement for NSF when it
knows that other agencies are inter-
ested in a particular subject. Under
such an agreement, NSF may pay for
some of the work and pass other parts

- of it along to the second agency for

support.

Two weeks ago, Adleman was 3&

by NSF that part of his proposal
would be funded and part would not,
but that NSA was interested in pick-
ing up the unfunded part, This was
quickly confirmed by NSA.

“I understand that the mission of
the NSA might include bringing cryp-
tography research under its control to
a degree,” Adleman said. “I can see
the predatory animal as noble in its
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own way. At the same sq_m. I don’t
like being the prey.”

i He feels it is important that his and
other researchers’ work he openly
available to science and the public,
unless the government can prove
some overriding need of national se-
curity. He is afraid that the NSA, be-
cause of its mission, would be unlikely
to decide the n:nwcou fairly. .

When NSA feels national security
may be threatened, it can bar re-

searchers who work for it from pub-

lishing their papers.

“The NSF has been strongly in fa-
vor of academic freedom in the past,
and I am afraid that they may be not
advocating that position | strongly
enough in this case allowing the NSA
to have their way too much,” Adleman
said.

Adleman said he was surprised to
find that a proposal he sent to. NSF

- noy was under consideration for fund-

ing by NSA. and he was erved be-
cause he and other university cryptog-
raphy researchers “have been skir-
mishing with the NSA for three years
now. That has _umn a chilling mmmnﬂ on
us,” he said.

* He sald that a letter was once re-
ceived by a meeting of the research-
ers, telling them that- their work or
public ‘discussion of it might violate.
the law. The letter was from a man in

i

no&o wmm@m_.ormwm ﬂ@mw N m> noﬁa...@_ﬂ,_,_w

Bethesda who did not identify him-
self, but Adleman says, he later found
out that the man worked for NSA.

MIT also” told Adleman to stop
sending out reprints of his most popu-
lar cryptography paper until lawyers
could determine if it might Emwm\E.B
liable for prosecuton.

The NSA. also in' the past aﬂ.nm
vears slapped a secrecy classification
on the work of /George DeVita at’ the
University of Wisconsin when he’ ap-
plied far a patent on one bit of naﬁﬁ?
graphic work.

The NSF has had for some time a
panel working on the issue of aca-
demic freedom versus national seCu-
rity and how such situations might be
handled, but that panel has not been
able to devise a policy to guide NSF
on vooperation with NSA. I

Kent Curtis, head of the noBucﬁq
sciences division of NSF, said that the
action NSF took would be normal in
any other case and sharing grants
saves NSF much needed money. But
the case is made special because of
the possibility that the NSA might put
security classifications on any work
that scientists might do for them.

“This situation is a clash of valid
national security interests and the
need and interest of the public 10
know about and use cryptographic re-
search,” Curtis said.
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