U, S. AGENCY OFFERED
AID ON PHONE PRIVACY

PentaEhﬁ's Intélligence Arm Told
Companies It Would Help Them

Thwart Eavesdroppin
(Vv lz22)27 e

By DAVID BURNHAM
Special to The New York Times

WASHINGTON, Dec, 26—A highly. se-
cret intelligence arm of the Pentagon has
offered to help several private communi-
<ations companies improve their defenses
against-unauthorized eavesdropping.

The activities of the National Security
Agency were disclosed by V. Orville
Wright, president of the MCI Communi-
cations Corporation, and then confirmed
by executives in other communication
companies who asked not to be identi-
fied. ]

Assuring- communications privacy in
the United States could have significant
fconomic consequences. Many kinds of
pusinesses, ranging from the New York
Stock Exchange to high technology con-
cerns such as the International Business
Machines Corporation, must be able to
protect’ individual transactions and the
design of the latest computer. i

“Could Aid Phone Concerns

Technological changes to assure total
security for all telephone conversations
could cost billions of dollars and might
benefit those corporations, such as the
American Telephone and Telegraph Com-
pany, that have thousands of miles of
underground cables in place. .

William J, Thaler, the acting head of
the White House Office of Telecommuni-|
cations Policy, said in response to an|
inquiry t_li&t he had no knowledge of the
reported_"effort . by -theé security agency
to develop formal links with the compa-
nies.

Mr. Thaler and his office recently
played a central role in the final develop-
ment of the Carter Administration policy
concerning telephone privacy in the Unit-
ed States and the steps that should be
taken to ‘make it more difficult fo rthe
Soviet Union, other nations or businesses
to eavesdrop on telephone calls here.

Another White House official, whp re-
quested anonymity, said the agency's ac-
tion was surprising and appeared to gc
beyond itsormal range of concerns.

For-Security and Eavesdropping

Spokesman for both the N..SA. and the
Defense Department declined to comment
on the activities of the intelligence agen-
cy, which was established to assure the
security of United States Government
communications and eavesdrop on the
electronic conversations of other nations.

A staff member of the National Securi-

ty Council said the “aliegafions concern-|
ing the security agency were being inves-
tigated. He said that a report on them
would be prepared for Dr. Frank Press,
Mr. Carter’s science adviser who is chair-
man of an interagency committee estab--
lished last month to monitor all govern-
ment programs aimed at improving coms
munication security measures, 7 ¢ .7 ¥
~'Official concern-about the lack o-fss

curity for telephone calls and other kinds
of - information . transmitted across the

country by microwave'radio fowers or|

satellites goes back several years to the
time when the National Security Council
under President Ford created a panel
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headed by.Dr. kdward David, now presi-
dent of the Exxon Research and Engi-
neering Carporation, to study theé matter,

Apparently because of the far-reaching
implicatians of the problem, Mr. Ford
decided to adopt a new communica-
tions poligy in hi slast day in the White
House, to leave the matter to Mr.
Carter. "

Interception Acknowledged

Top officials of the Carter Administra-
tion were also concerned. On Nov. 14,
for example, Adm, Stansfield Turner, the
Director of Central Intelligence ,said at
a little noted news conference in Chica-
go,"We know that the Soviets in this
country are intercepting our commercial
microwave transmissions.”

‘Admiral Turner added that if calls were
being transmitted “on a microwave link,
hijackers, gangsters, foreign intelligence
operators, industrial spies and all work
to get that information.” A substantial
share of all electronic communications
moves by microwave radio. .

During the same week when Admiral
Turner made his public statement on this
threat to privacy, President Carter signed
a secret policy directive establishing a
broad government program. aimed at
making it more difficult to eavesdrop.
Although' the directive itself was not
made public, some parts of it were de-
scribedp-in a background briefing by two
off{ic;als who asked that they not be iden-
tified. . :

Under this program, the two officials
said, Federal research on how to improve
security is being increased, nearly all
-government telephone messages in Wash-
ington, New York and San Francisco are
in the process of being routed through
underground cables rather than the less
secure microwave towers, and private in-
dustry is being encouraged' to use more
secure kinds of telephone equipment.,

Computers Extract Messages

Large numbers of microwave communi-
cation signals can be picked up by listen-
ing devics placed at a cons ble dis-
tanee from the microwave towers that
now transmit much of the communica-
tions traffic in the United States. Then,
with the help of high speed computers,
the desired wnessages can be extracted
from the mass of signals that are not
wanted. !

The reported effort of employees of
the National Security Agency to work
out arrangements with the private com-
munications companies therefore has sig-
nificant economic, as well as national se-
curity, implications. ! .

Mr. Wright, the MCI president, said
in an interview that officials of the agen-
cy came to the Washington office of his
company on two occasions, on Aug. 12
and Sept. 8. Mr, Wright said they asked
him to enter into a “classified contract”
under which the Government agency
would assist the private company to im-
prove its defenses against eavesdropping.

The executive said that the three offi-
cials, Charles J. Zeman, John Nagenast
and Ronald Nervitt, requested and were
given a great deal of proprietary informa-
tion about the internal workings of MCI.
The Washington-based company is most-
ly in the business of providing microwave
«communjcation links to large private
companies, with offices in various parts
of the country.




