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The New York limes Magazine/May 16,1976 

BIG EAR OR BIG BROTHER? 
The National Security Council was created 23 years ago 
to intercept and decode the messages of foreign governments 
Who said it should listen in on Americans at home? . 

Ely David Kahn 

Room 8510 at the State Department 
is a warren of windowless offices with 
I special cipher lock on the door. 
Scrambler teletypewriters, shielded by 
special walls so that none of their 
radiation can escape, tick out a stream 
of material. Another door  bars an inner 
area to all but perhaps 5 percent of 
the officials at State. This is the 
LDX room—long-distance Xerox Here, 
the scourings of the globe's electronic 
environment flood in. 

The environment is heavy with Pal-
fic—the didahrectali of Soviet Army ra-
diograms in code or in deer, the buz-
zing& of foreign air•defense radars; the 
whines of high-speed radio-teletype-
writer circuits carrying diplomatic din• 
patcher, the bleeps of missile teleme-
try; the hums of the computer-data 

David Kahn, mai/rant professor of 
taurnelliarn at New Feels University, is 
the author of "The Codehreakare.•'  

links of multinational corporations; the 
plain language of ordinary radio mes-
sages: the chiming sing-song of scram 
bled speech. Moving on these varied 
channels may be Soviet orders to 
transfer a regiment from one poet to 
another, Chinese Air Force pilots coin-
plaining during a practice flight about 
deficiencies in their equipment; Saudi 
Arabian diplomats reporting home 
from a meeting of OPEC. Tens of thou. 
sands of such messages are intercepted 
daily around the world and beamed 
to a  complex at Fort Meade, Md,, for 
decoding and relaying to the State 
Department and simultaneously, to 
the White House. the Defense Depart-
ment and the C.I.A. 

The tall, bespectacled Air Force gen• 
evil sat down behind a table in the 
high. colonnaded Caucus Room of the 
Old Senate Office Building. Television 
focused Its dazzling lights upon him 
said recorded his gestures. Two huH-
ness-suited aides pulled up their chairs 
on either side of him. Before him sat 
the members of the Senate's Select 

Committee on intelligence. A gavel 
banged, and the hearing began. 

In appearance, the event resembled 
the start of thousands of Congression-
al hearings, Whet distinguished this 
one, last Oct. 29, was that, for the 
first time, the heed of the largest and 
most secretive of all American intel-
ligence organs had emerged from ob-
scurity to describe some of his agen-
cy's work and respond to charges that 
It had invaded Americans' privacy. The 
big officer was Lieut. Gen. Lew Allen 
Jr., current director of the National 
Security Agency. N.S.A. Is America's 
phantom ear. And sometimes It has 
eavesdropped on the wrong things. 

to addition to sucking up and dis-
gorging its daily load of Intercepts 
from abroad. the N.S.A. had improperly 
eavesdropped on the conversations of 
many Americans. such as the antiwar 
protesters Benlamin Speck and Jane 
Fonda and the Rev. Ralph Abernathy, 
successor to Dr. Martin Luther King 
Jr.. current director of the National 
Bureau of Narcotics and Dangerous 
Drugs and other Government agencies.  

its rant technological capabilities had 
invaded the domestic field, which they 
were never intended to do. The com-
mittee wanted to know about an 
N.S.A. activity dubbed the "watch 
list," 

General Allen testified that, in the 
early 60's, domestic law-enforcement 
agencies asked the N.S.A. for informa-
tion on American citizens traveling to 
Cuba. The assignment, he said, was 
reviewed by ''compelent external au-
thority'—two Attorneys General and 
a Secretary of Defense. All ap-
proved it, ■nd the idea of using 
the N.S.A. for such purposes spread 
rapidly through the Government. The 
drug bureau submitted the names of 
450 Americans and 3.000 foreigners 
whose communications it wanted the 
N.S.A. to watch. The F.B.I. put in ■ 
list of more than 1,000 American and 
1,700 foreign individuals and groups. 
The Central Intelligence Agency, the 
Defense Department and the Secret 
Service also submitted watch lists. Al-
together. General Allen sale, sonic 
Ledo Amenl• (Cold inti*d on Page 62) 

Gen. Lew Allan Jr.. director of the Nationul Security Agency, testifying before roe Senate, and the 55-71. one of the 16.5 A is many electronic intelligence tools. 
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if you know the score, 
the Olympics aren't 
just guessing games. 

The Complete ABC/Montreal Star/ New York Times Guide 

How to Watch the 
Olympic Games 1976 

The book with the facts that will help you enjoy 
welching these events: 

• Archery 	• Fencing 	• Pentathlon 
• Athletics 	• Field Hockey • Rowing 
• Basketball 	• Football 	• Shooting 
• Boxing 	(Soccer) 	• Swimming 
• Canoeing 	• Gymnastke 	• Volleyball 
• Cycling 	• Handball 	• Weightlifting 
• Equestrian 	(Team) 	• Wrestling 

Sports 	• Judo 	 • Yachting 

Otyrnpiceiralchere hen, al last, Is a book—a gent teethe by a 
major Tv network and two great newspapers—that provide, 
all the basic intonnabon you need to make the Games mean-
ingful and enjoyable. 

You'll learn the where, the when, the who and the why of 
everything that goes oat—trom the opening spectacle on July 

7 right though the climactic final parade on August 1. 

This entightheng and entertaining Guide offers a wealth or 
background informabon that can enrich No whole experience 
of watching We Olympics_ 

Did you know, for instance, that 

• Competitors in the athletic events may wear shoes on one 
or two heel--or go barefooted. 

• Women were barred hem all achettles—everi at spectators 
—in the early Olympics held in ancient Greece. 

• A bicycle rider who has dismounted for any reason may 
complete the coma by wheeling, carrying or dragging has 
bike. 

All this, duff dozens of ex. 
citing action photographs, 

easy-to-In low charts and 
Umtata drawings that 

bolp make this book 
truly incHapansatee 

for understanding 
the Olympics. Arad 
it's all in con-

venient, port-
able paper-

back term 
—tor lust 

$6.95! 

Quadrangle/The New Coat rime. nook Ce_lne. 
Dept If& 10 E 53 Street, New York, N.Y 10022 

Enclosed is my [neck or money older in the amount at S 	 
lot_ copies of How to Watch In. Olympic 04111•1 1976.6 $6.99 

copy II I find ern took unsuitable Or any tensor,, I raw/ return 
this order within la days and my money will be refunded In hill 
add S 	tot postage and handling Only U S currency accepted. 
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Address 
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for retirement living. 
Imagine an elegant hotel, where your deity needs 
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attention to special diets). a MU program of 
activities and entertainmeni 	, all proterred by proicsmonals 

who care Then imagine all this in the heart of the 
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can names were on the lists, 
and the N.S.A. issued about 
3.900 reports on them. 

But all this is over, he said; 
he personally abolished the 
"watch list" when he took 
over the agency in 1973. 

The general's assurance did 
little to overcome the commit. 
tee's overall concern—and 
that of many other Ameri-
cans. For both prior to and 
since that hearing, disclosures 
in Congress and elsewhere 
have indicated a multifaceted 
practice of using the N.S.A. 
in wept that threaten Ameri-
can freedoms. For instance. 

The N.S.A. persuaded 
three major cable companies 
to turn over to it much of 
their traffic overseas. It MI5 
partly through this operation, 
code-named Shamrock, that 
the N.S.A. complied with the 
"witch list" assignment. At 
one office, the N.S.A. man 
would show up between 5 
A.M. and 6 A.M., pick up the 
foreign messages sorted out 
for him by company employ-
ees (who were said qa have 
been paid $50 a week for 
their cooperation). microfilm 
them and hand them back. 
When messages began to 
move on tape, the N.S.A. got 
them in that form. The agency 
took some 150,900 messages 
a month. 90 pereent.of them 
in New York and thousands 
of these were distributed to 
other Government bodies. 
Congress got wind of Sham-
rock, however, and a year 
ago. after 28 years and mil-
llons of private telegrams, 
Secretary of Defense James 
R. Schlesinger had to term!. 
mote the operation. 

A previous N.S.A. direc-
tor co-signed the notorious 
plan of White House aide Tarn 
C. Huston to penetrate orga-
nizations considered security 
threats by the Nixon Admires-
tratIon. The agency furnished 
Huston with several sugges• 
Om; one of them seems to 
have been to let the N.S.A. 
eavesdrop on domestic Ameri-
can communica bons. Huston 
conceded that the plan would 
use "clearly illegal" tech-
niques. But the N.S.A. has 
acknowledged that It "didn't 
consider 	. at the time" 
whether its proposal was legal 
or not The Huston plan was 
never Implemented, bur, said 

to 



OU'LL LOVE US EVEN MOIC r. 

DURING OUR YEAR OF TOURISM! 

The jewelers Irvin Hillard 
in the Caribbean 

ARUBA • CURAcao • IT. moAlattie 
Reineweled in IN BSA •'1. 

MARIN 1CREIllY, 
102 Medium Arran., NM., N.Y. 

Frig leveler, 
1 Suite 1603 

I Rockefeller Plan 
Be. York N.Y. 10020 

,Pima seodyourtree brocauni to: 
1 ie.. 

on 

I woe 

Striking rings of 
gold and crystal - 

at prices 
unheard of here! 

'411k, 

On Aruba...at 

KAN, 
the jewelers from 

Holland in the 
Caribbean. 

gad- mid 'OM, 10.1dr 
ionds.Artiggirdaysf 

Stelae, dt tagefeL, 
as yea waohl- adenoid 

6810,11KAP15..§1411Fit acing it VOL 
my:maw* 0, all or 

kvai/Wl otommenten 
OrYea MN mai* i 

lim

• 

ey and MartsatakkeZ11100/M' 
Meld& Me af Rain ualchestv 

:191sare Mort acs OK  dtgtIJli  qvarto Wadi st bow 
' 

Quantity  is mad the rieroris 
1".T' - Yost NAM id sttitatiesid 

hediading beirtlows in S. HolidajKv 
luuba-Sheraftrt and AllegiCallB,  

hash Alm oaCernerti mid SL- 
Warren! 

uii nits tam a ballad mad 
wstd-trade sierra 19111. 

for a Ma. calorie] bertglea 
scribing the treasures milt had at 
O/1. plus a handy doillaniedIllean 
loom osevertion Chart sand the • 
coupon brine 

Roark= Enema ised allot 
ma* credit was bluest 

K 

 

the Senate Watergate Com-
mittee, the 'memorandum in-
dice.' that the N.S.A.. D.1.A. 
Pefense Intelligence Agency), 
C.I.A. and the military servi-
ces basically supported the 
Huston recommendations." 

D Farmer President Nixon 
acknowledged in a recent 
deposition to the Senate In-
telligence Committee that he 
had used the N.S.A. to Inter-
cept American nonvolce com-
munications. He said he 
wanted to discover the source 
of leaks from the staffs of the 
National Security Council and 
the Joint Chiefs of Staff. 

0 The agency ix said to 
have passed reports on what 
prominent Americans were 
doing sod saying abroad di-
rectly to Presidents Johnson 
and Nixon. Once, for example, 
the agency informed Johnson 
that a group of Texas busi-
nessmen involved in private 
negotiations in the Middle 
East had claimed a close re-
lationship with him to 
prove their bargaining posi-
tion. 

0 Two Stanford University 
computer scientists have re-
cently accused the N.S.A. of 
promoting its own interests at 
the expense of the public's in 
a standard cipher proposed by 
the Government for computer 
networks, At Issue Is the key 
that would afford secrecy be-
tween palm of users. The 
scientists accuse the N.S.A. of 
maneuvering to get indus-
try lo accept a key that. 
while too complex for rival 
businesses to try to solve, 
would be susceptible of crack-
mg by the N.S.A.'s superior 
capabilities. That mould per-
mit the agency le raid the 
economic data flowing Into 
the computer network. and to 
penetrate personal-data flies 
enciphered for security. 

❑ In the whole area of 
economic intelligence, N.S.A. 
interception has been develop-
ing rapidly. The House Intel-
ligence Committee, in its re-
port, expressed concern over 
the resultant "Intrusion . . . 
into the privacy of Mterna-
Lionel communications of U.S. 
citizens and organizations." 

At the root of General Al-
len's appearance before the 
Senate Intelligence Commit-
tee, and of the entire Congres-
sional investigation of the 
NS.A. lay the question: Who 
authorized 	these 	abuses? 
What was there about the 
agency's legel basis that per-
mitted It to invade privacy 
at the request of other Gov-
ernment agencles—and with 
so little qualm? Was the final 
authority the President's—
and. in that case, was be not 
armed with powers to play 
Big Brother beyond the worst 
imaginings of the meant past? 

"[The N.S.A.'sl capability to 
monitor anything . . . could 
be turned around on the 
American people," slid the 
committee', chairman. Sena-
tor Frank Church. "And no 
American would have any pri-
vacy left. There would be no 
place to hide. If a dictator 
ever took charge in this coun-
try, the technological capabili-
ty that the intelligence im-
munity has given the Govern-
ment could enable It to Im-
pose total tyranny." 

Flow essential to the na-
tion's security is the National 
Security Agency? How can 
a balance be struck between 
the legitimate needs it serves 
and the lreedoms It has 
shown itself capable of under. 
mining? HOw did the whole 
problem originate? 

S
ignala intelligence 
reaches back In 
America to the found-
ing days of the 

Repub.. But it matured 
only in World War I. 
with the widespread use of 
radio. During World War G. 
it became the nation's most 
important means of gathering 
secret information When the 
Iron Curtain clanged down, 
the United States wanted to 
preserve these extraordinary 
capabilities. In 1952. President 
Truman issued a directive 
transforming the Armed 
Forces Security Agency, the 
ioterservice arm for signal 
Intelligence, into the Oationat 
Security Agency, serving ail 
branches of government. 

Therein ley the first pitfall. 
Unlike the CIA., In which all 
Intelligence functions wrote 
centralized in 1947, the N.S.A. 
wan not formed by act of Con. 
pets. with a legislative char-
ter defining the limits of its 
mission. The cryptologic em-
pire has only a Presidential 
directive an its legal base. So 
shadowy has been the N S.A.'s 
existence, however, that the 
text of the seven-liege direc-
tive has never been made 
public. 

This obsession with secrecy 
la well reflected by the agen-
cy's headquarters At the edge 
of Fort Meade, Just off the 
Washington-Baltimore Park-
way. It Is ringed by a _dou-
ble chain-link fence topped by 
barbed wire with six strands 
of electrified wire between 
them. Marines guard the four 
gates. Inside lie a modern. 
three-story, square-A-shaped 
structure and, within Its  arms. 
• boxy nine-story building. 
From the latter, in particular, 
emanates a chill impersonali-
ty. quite different from the 
flashiness of C.LA. headquar. 
ter in McLean, Va. Topped 
by a frieze of antennas, the 
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Aruba has long been known as the one 
island whose people like and welcome tourists. 
But this year, it's even more so — everyone's 
involved in a special campaign to make your 
visit one you'll always remember. There's a new 

4-, 	historical museum 	arts and crafts exhibits 
. free shows and parades featuring Aruban 

folk dancers, singers, and musicians . .. and lots 
more! All part of our special effort for you — in 
our Year of Tourism! 

AMIE Soft sand and the gentle waters r•F_ 
the Dutch Caribbean .. . the faithful sun to 
warm you while constant breezes cool you . . . 
Dutch-clean hotels for relaxing 	and ruins of 
gold 	to liven your picnics and walks. 

M
d mines 

I1111 People who welcome you for you 
... who put restaurants in strange places ... in 
an old Dutch mill —on an Indonesian boat —in 
a Chinese courtyard — around a swimming pool 
dynamited from the coral. Roads without 
potholes that speed you from here to there 
and roads with potholes that slow you to see 
what's here and there. 

ANNA Hotels with casinos and night-
clubs to keep you awake all night . .. and hotels 
without casinos and nightclubs so your nights 
are your own .. - stars that have strayed to new 
parts of the sky — reach up and move them, 
they're almost that close. 

ARUBA Low excursion rates and package 
plans via KLM, ALM, American or Eastern Air-
lines. 

Ulla To help you learn more .. color- 
ful brochures 	hotel descriptions... rates ... 

mail the coupon today! 
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Every La-2410y that raCanats. 

Every La-2-Day that cocks- 
Every La-2-Boy that wavers. 
Fiery king of Le-Z-Bay there ,e 
Every Showcase 5hoppe has Mem all—mom 

than 2,500 Le-2-Bays at seven locations—and 

they're aM on sale now. 
Our complete stock means we have just the 

sue, shape and stye. of La-Z-boy you want. And our 

huge selection of superb fabrics and yawls ensures 

you'll had upholstery that's really pleasing. 
You'll bike our denvery service. too. Wall get 

your La-1 Boy to sou immediately Or, 1 you plater. 

you can take it home yourself. 

like 
a LaFo=ny, comfort and value there'yeathing 

If it's a La-Z-Boy, ws'vs pot 11. 

EAST BRUNSWICK, NJ., 696 Rte. le. 257.6169 

FLUSHING' N.Y., 144-09 Northern Blvd., 353-6800 

HARTSDALE' N.Y., 183 South Central Ave.. 428-7727 

HuNT1NGTON. L-I,. N,Y , 206 Wen Jericho tpice.. 271.9595 

MANHATTAN,' N.e. 215 tetington hoe., 686-3888 - 

S 	PEEKSKILL.' N.Y Eleace Shopping Ctr., Rte. 6, 737-0206 

WEST BABYLON, L_ I., N.Y., 757 Montauk Hama. 669,1383 
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Twenty years ago the daring new drink wee 

oodka, Grange Blossoms became Screwdrivers 

and the Bloody Mary Was born. Now a great 

new drink has appeared on the bartenders' 

horizon. Gekkeikan Sake. People are 3111331thrt. 

Gekkelkan for vodka in their favorite drinks. 

Sake is something wonderful — it's naturally 

fermented Worn rue, and you'll find it a wel-

come change of taste. In the detente of the 

cocktail bar, Ira Oekhearan Sake. 

When you come to our 
La-Z-Boy sale, 

you better ask for a map. 

'Spies take too long to get information 

to you. Satellite photographs also. 

N.S.A. is intercepting things as they 

happen. This intelligence is critical.' 

With 2,546 La-Z-Boyi on sale, a person could get lost. 
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ri  only sign of life a plume of 

white steam rising from the 

roof, dm afternoon sun gleam-

ing off its glassy facade, it 

stales bleakly south, toward 

Washington. the White House. 

and the centers of national 

power. 	 . 

All around sprawl the vast 

macadam parking lots for the 

20,000 employees who work 

there. They have passed same 

of the most rigorous security 

tests in the Government, but 

they may be fired merely on 

a suspicion. They are enjoined 

from talking even to their 

spouses about their work. And 

Inside the building they are 

physically restricted as well. 

The colored badge each of 

them wears tells the patrolling 

Marine guards into which 

areas they may and may 

not go. 
Their work Is of two kinds. 

Some of them protect Ameri-

can communications. They de-

vil* cryptosystems. They con-

tract for cipher machines, 

sometimes imposing perfor-

mance standards so high and 

tolerances no close that sup-

pliers quit in despair. They 

promulgate cryptologic doc-

trine to ensure that the proce-

dures of, say, the State De-

partment do not compromise 

the messages of Defense. But 

the main job is SIGINT—wig-

nal Intelligence—listening In. 

To do all its work, the N.S.A. 

alone spends about SI billion 

a year. The agency also dis-

eases of about 80,000 service-

men and civilians around the 

world, who serve in the ern). 

tologic agencies of the Army. 

Navy and Air Force but nand 

under N.S.A. control, and If 

these agencies and other col-

lateral costs are included, the 

WWI spent could well amount 

to SI5 billion. 
The N.S_A.'s place on the 

organizational chart is am-

biguous, It is "within but 

not a part of" the Defense 

Department. The Secretary of 

Defense merely serves as the 

`executive agent" of the Pres-

ident in carrying out the rune-

flame assigned to the agency. 

Tt Is not subordinate to the 

C.I.A.., but its director sits on 

the United States Intelligence 

Board, the intelligence nom-

nudity's steering committee, 

whose chairman is the Direc-

tor of Central Intelligence—

the C.I.A. chief. The N.S.A. dl- 

rector Is always a three-star 

general or admiral. (The depu-

ty director must be a career 

cryptologist.) The President 

appoints the director, rotating 

among the three services, 

which get 95 percent of its 

output. The seven directors 

before General Allen held the 

job for an average of three 

and a half years each. 

The agency's orders—Tru-

man's 1952 directive—are to 

"obtain foreign intelligence 

from foreign communications 

or foreign electronic signals." 

General Allen is said to have 

told the House Intelligence 

Committee. The agency can 

be remarkably successful. 

"Most collection agencies 

give us history. The N.S.A. Is 

giving us the present," said 

Lieut. Gen. Daniel 13. Graham, 

a former head of the Penta-

gon's Defense Intelligence 

Agency 	"Spies take 

too long to get information 

to you, (satellite) photographs 

as well. N.S.A. is intercepting 

things as they happen. N.S.A. 

will tell you, 'They're about 

to launch a missile.. . The 

missile is launched.' We know 

in five minutes that a missile 

has been launched. This kind 

of intelligence is critical to 

the warning business." 

During the Strategic Arms 

Limitation Talks (SALT) of 

1972, the le.S.A. reported 

on the precise Soviet 

negotiating position and on 

the Russian worries. "a 
was absolutely critical stuff," 

said one high Intelligence 

officer. The Information 

was passed back quickly 

to the American diplornme, 

who maneuvered with it so 

effectively that they came 

home with the agreement not 

to build an antiballistic mis-
sile defense system. "That's 

the sort of thing that pays 

N.S.A.'s wages for a year," 

the officer said. 
In 1973, large antennas ap-

peared In satellite photo-

graphs of Somalia, which lies 

east of Ethiopia an the Indian 

Ocean. They looked like So-

Oat models. But not until the 

N.S.A_ had learned where the 

emeritus' signals were going 

to and coming from was the 

Government certain that the 

Russians, who had been 

kicked out of Egypt. had 

moved their military advisers 

5. 
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into Somalia in force and were controlling 
their warships In use Indian Ocean from there. 

Example brie theSe made General Allen's 
task • little easier when he appeared before 
the senate Intelligence Committee. Senator 
Waiter F. Mondale, the Minnesota liberal, told 
the general, —The performance of your staff 
and yourself before the committee is perhaps 
the most impressive presentation that we 
have had. And f consider your agency and 
your work to be possibly the single most 
Important source of intelligence for this 
nation." 

Senator Church concurred. "We have a 
nonantic attachment to the days of Mate 
Had that dies very hard The public has the 
impression that spies are the most important 
source of information, but that is definitely 
not so. The more authoritarian the Govern-
ment being penetrated. the less reliable the 
information derived from secret agents. In 
the Soviet Union and other Communist coon-
hie. the penetrations are likely to be short-
lived and the information limited. But In. 
Car/nation obtainable through technical means 
constitutes the largest body of intelligence 
available to us. except by overt means." 

And, he might have added, the most reli-
able. It is free of the suspicion that blight. 
aspy's reports: Is he a double Agent? Photo-
graphs from satellites also provide data as 
herd as can be, but, as Schlesinger once 
remarked, "nobody has ever been able to 
photograph intentions." 

On the other hand, communications Intel-
egenee is far more easily jeopardized than 
other forms of information gathering. If a 
Government merely suspects that its corn-
memirations are compromised, it does not 
have to hunt down any spies or traitors—
it can simply change codes, And this will cut 
oft information not from just one man bur 
from a whole network That is why the Gov-
ernment Is no hypersenaitive to any public 
mnnrion of the N.S.A.'s work_ When President 
Ford last September refused to send classified 
material to the House Intelligence Committee 
after It made public four apparently innocto 
oua words—"and greater communications 
security"—it was because of fears that the 
words would reveal to the Egyptians, to 
whom they referred, that the United States 
had pierced deeply enough into their com-
munications to detect important changes. 
When last February he invoked executive 
;Privilege for private firms to keep them 
from furnishing information to a House com-
mittee looking into Government interception 
of private telegraph and teletypewriter mes-
sages, it was also for fear of compromising 
H.S.A. procedures. 

In doing its work, the agency doesn't just 
tune up ita receivers and go out hunting for 
codes to break. It gets its assignments from 
other elements of the Government_ They tell 
the United States Intelligence Baird what in-
formation they need that the N.S.A. can 
probably provide. After board approval, the 
Director of Central Intelligence levies the re-
quirements upon the N.S.A. Typical maw-
meats might be to locate and keep track of 
all the divisions of the Chinese Army, to 
determine the range and trajectory of Soviet 
ICBM's, to ascertain the characteristics of 
radars around East Berlin. In all of these, 
the first step is to seek out the relevant 
foreign transmission. 

Same of the intercepts come from N.S.A. 
Learn, in American embassies. The Learn in 
MoarOw has been spectacularly successful—
at least before the R10311115 began flooding 
the building with low-intensity microwave 
radiation. It had picked up the conversatiems 
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between Soviet leaders in 
their radiotelephone-equipped 
eutomobries and other of-

ficials in the Kremlin. 
. More intercepts come from 

:Special satellKee in space 
Yelled "ferrets." Swinging 
silently over the broad  steppes 

and scattered cities of the 
Communist world, or no. Ling 
permanently Mauve the golden 
deserts and strategic gulfs of 
the Middle East, these giant 
squat cylinders tape-record 
every electric whisper on their 

target frequencies These they 
spew out upon command to 
American ground stations. 

Most radio intercepts co-me 
from manned Intercept posts. 
Some of these are airborne. 
The Air Force patrols ihe edges 

of the Cornmuro-st bloc with 
radio reconnaissance air-
planes, such as the supersonic 

SR-71., the EC-135. and the 
EC-171, which carries a crew 
of 311 and Six [CMS of electron-
ic equipment. These planes 
concentrate not on Carrinani-
CatIonS intelligence (CONTENT) 
but on the second branch of 
signals Intelligence—electron-

ics Intelligence, Or FLINT. 
ELINT plays an important 

role in modem -Wen Suppose 
the Air Force were to send a 
bomber force against Mos-
cow. Soviet radars would de-

tect the force and report its 
range, direction 'and speed, 
enabling their fighters to at-
tack. To delay this, the Ameri-
cans would have to jam the 
ceders, or "spoor diem--I.e., 
emit counterfeit pulses that 
would indicate a false posi-
tion and speed for the bom-
bers. But to do this, the 
the Air Force would first 
have to know she frequency, 
pulse rate, wave form and 
other characteristics of the 
Russian radars, That explains 
why. in fiscal 1974, according 
to a report of the Center for 
National Security Studies In 
Washington, the Ate Force 
flew at least 38,000 hours of 
ELINT flights—better than a 
hundred hours a day—dissect-
ing radar signals with oscil-
loscopes and other electronic 
means, The game Is not with-
out its risks, No nation leaves 
all Its radars turned On a0  the 
time. So the planes sometimes 
dart toward the country's ter-
ritory. They hope the target 

will turn on its more secret 
radars. The danger. particu-
larly at a time of internation-
al tension, Is that the target 
will take the tease for the real 
thing and start World War 111. 

Other N.S.A.-dlrected Roasts 
lurk in the depths of the sea, 
aboard submarines in the Na-
vy's stelystone program. This 
seeks, among other things, to 
"fingerprint" the acoustics of 
Soviet missile submarines. 
Aboard the HoZystone subma-

rine GOD, when it collided  

with a Russian sub in the 

Barents Sea in 1969, were 
eight sailors working for the 
Navy's N.S.A.,-related security 
group. The Navy also used to 

have nine noncombatant sur-
face ships collecting signal in-
telligence. But after the Liber-
ty was strafed by Israeli for-
ces during the Six-Day War 
Of 1967 and the Pueblo was 
captured by the North 
Koreans, it decommIseloned 
this mode. 

The coat majority of the 
manned posts are fixed on the 
ground They ring the Soviet 
Union and China—clusters of 
low hut! huddling On a dusty 
plain or In the foothills of 
some remote Karakoram in 
Turkey, they nestle close to 
the Russian underbelly. The 
post at the Black Sea part of 
Sinop—the ancient Sinope, 

which centuries ago colonized 
the shores of the Euxine-- 
Ando-I to hear Soviet voices, 
At Okinawa, the antenna field 
cobwebs  a  mountainside. 

But much of the intercep-
tion is done by servicemen. 

Earphones clamped to their 
heads, they hear the staccato 
rd kureien Morse.  One  Soviet 
Army post reports the move-
ment of half a dozen trucks 
to another. Other messages 
are in cipher. On a voice cir-
cult, soldiers can be heard 
taking on maneuvers. 

During moments of tension, 
the routine changes. Trans-
mitters will vanish from their 

usual points on the dial. Sta-
tion call signs will cease fol-
lowing their normal pattern 
of changes. Yet this Is when 
information is most needed. 
The monitors hunch over their 
radio sets as they hunt up and 
down the frequency spectrum 
for their target transmitter. 
They can recognize him by 
peculiarities in sending or by 
the tone of his transmitter, 
One may sound like dowdy-
dowdow, another like doodee. 
devotee. One may sound as if 
he's sending from inside • 
can; another may let his fre-
quency slide up two or three 
kilohertz during a measage. 

They type nut  their inter-

cept; on four-ply carbon pa-
per and pass them back to 
the analysts, These men graph 
message routing to deduce or- 
ganizational 	relationships. 
They monitor traffic volume 
for an upsurge that might In• 
dicate unusual activity. They 
extract from the message Con-
tent indications of equipment 

urto- morale, 
names and characteristics of 
commanders. And they send 
the messages in cipher hank 
to the crypterialysta. 

Theta are the aces, the sha-
mans. Of the communications 
Intelligence business. They are 
the descendants of the tiered 

divines and mathematicians 

On 
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who broke codes is curtained, 
candle-lit black chambers to 
further the grand designs of 
their absolute monarchs. The 
NS.A.'s modem Merlins work 
in large open spaces filled 
with rows of gray steel desks. 
They pore over green-striped 
sheets, tap an computer ter- 
minals, print letters with col- 
ored pencils in rows and 
columns on crossruled.paper, 
sip coffee, confer. Their RIC-
cesses become the agency's 
most jealously guarded se-
crets. 

They succeed, however, 
mainly with the ciphers of 
third - world countries and 
with the lower-level ciphers 
of major powers. Underdevel-
oped nations have neither the 
money nor the expertise to se-
cure their messages from 
American—and Russian—ex-
posure. Anyhow. they mainly 
want to keep things secret 
from their neighbars—Paki-
sten from !nth*. Egypt room 
Israel, Argentina from Chile. 
So they buy commercially 
available cipher machines. But 
N.S.A cryptanalyes, backed 
up by  probably the largest 
concentration of computers 
under one roof in the world, 
some of them perhaps a gener-
ation ur two *head of any oth-
ers in existence, can often 
beat these. 

The major powers, on the 
other hand, use machines in 
generate ciphers so strong 
that even given Is cryptogram 
and its plaIntext. and all the 
world's computers of this and 
the neat generation, a crypt-
analyst would need centuries 
to reconstruct the cryptosys-
tem and use the reconstruc-
tion to road the next message. 
The NS.A., in other words, 
cannot get the most desirable 
communications intelligence 
-the high-level messages'  of 
the Soviet Union and Commu-
nist China. (The SALT coup 
Was partly the result of a So-
viet enciphering error.) 
Worse, the area in which 
cryptanalysts may expect suc-
cess is shrinking. The main 
reason is the declining cost 

computetiore This is falling 
by 50 percent every five 
years; the most obvious es• 
ample is the price of pocket 
calculators. For the same 
amount of money as it Went 
five years ago. A nation can 
buy a cipher machine today 
with double the ceding capac-
ity. But doubting the coding 
capacity squares the number 
of trials the cryptanalyst has 
to make. Very quickly this 
work rises beyond practical 
limits. 

So the N.S.A. nal. for help. 
The F.B.I. burglarized embas-
sies in Washington for it. The 
C.I.A. has subverted code 
clerks in foreign capitals, It 

(Continued on Page 70) 



Stn-satiortal 
kap. ......ourbrtgarycNaci.itoy. 

gornatitor colon/ or ..rat 	sou 
mast wipanalm moos aol war 67.77 
rg 1•11■011117611 amvae0M cr rte vu's 
Elusionoi w•3 	528 Oa MY! 
!snow mange 

led 	40 Ins color ca. 

121.16•G-h5 
thF T41.150,11. NT,  21- love  sl. AO COW 

amt ChM, LArak santt.IVtas u. 
km., Her*, CI 

IF YOUR TASTE GOES BEYOND CONSENSUS 

WE OFFER 
THE ONLY 
REAL 
ALTERNATIVE 
FOR ALL YOUR 
STEREO 
COMPONENTS 

• Race on &Nal 
• Enc.Hie in a Lame 
MMh a  
these seismal or 
mar 10 ere canny 

WALL 
SYSTEMS 
Hanemann 
Sico 93175 
Cann. 9c.76 
Vs oriellevong amen 

tine 	BPSO 154" 
X 34" m 

den il2" tick 
plericiass shelves 
0.11111 MAR lacquer 
said bareasoe per 

 are brackets 

&sad 11.00 lot Illeffltiote No. ra-s0 to: Naorn5 Ga. 
2400 Ryes Awe.. Orono, N.Y. 10451, Grohs at our Showroom. 

SHELVES UNLIMITED 
Oft 	On..,11.nron• 	int AdtiOntemgaas mmica 1••• 

233 E. 59Ih ST.,•NEW INNIS. N.Y. 10022 / TEL: 212-421-2119 
linos Daly 5 Sal la AM in 6 PM FA. Mal al 9 PM 

UNIT 13P-60 

1 
❑ Vann mt. 	erslow4 1. 

rory 1,1mnq 
❑ I nwav Mg. a.. 10,12 shown ob.. Encl... 12 167SO pis. Id Inc 

LGEoRpE_Kpyxs 

$3950. But well 
take more 

if your conscience 
bothers you. 
Thar we skimped on les one on put 1,- 

pose_ We wonted 19 moire an uncomplicated 
floor lamp that could stondiby quietly in any 
living room. One that would blend with any 
decor. A lamp !IV I's rhere but sat. The 57-  
stern Is chrome. The hose is while metal The 
Ls shade is black, ir rakes a 50-200-7S0 won 
3-way berth There sa lot to !Ms nor-much loop 

'There is a need for a legislative charter 
to spell out limitationS which will 
protect individual rights without 
impairing N.S.A.'s intelligence mission. 

Continued from Page 97 

once offered a Cuban in Mon-
tevideo 920.000. In 1966, It 
bugged an Egyptian code 
room to pick up the vibrations 
of the embassy's cipher ma-
chine. The N.S.A., which could 
not cryptanalyze this ma-
chine, though It was commer-
Deily available, analyzed the 
recordings, revealing the ma-
chine's settings—and hence 
the messages. The C.I.A.'s 
most spectacular assist came 
la 1974, when it spent $350 
million in an unsuccessful se-
cret effort to Cable a Soviet 
submarine from the depths 
of the Pacific, with miseries 
and cipher machines Intact. 

n Room 1}510 at the 
State Department, the 
intercepts come in an 
white stweu of paper 

bearing the heading "To 
Secretary of Stale from 
DrRNSA [Director, N.S.A.j." 
Several lints of gibberish in-
dicating the distribution are 
Followed by the text of the 
intercept, unscrambled on the 
spot. R.C.1. officers (for "re-
search--commwilcations in-
telligence"), one for each,  geo-
graphic area, insert the new 
material Into fat loose-leaf 
binders and pull out the old. 
Once a week or so, the coun-
try directors mosey on down, 
to Room 6510 and leaf 
through the file to keep cur-' 
rent with their areas. If some-
thing urgent comes in, the 
R.C.I. officer calls the country. 
director, who comes right 
down. Daily. on R.C.I. officer 
conceals the more important 
intercepts under black covers 
(the C.I.A.'s color is red) and 
carries them In a briefcase to 
the several AssiaL1111 Secreta-
ries of State. 

Dramatic Intercepts are 
rare. And when they come, 
they seldom have much im-
pact. Once, an Intercept ar-
rived suggesting that a coup 
dartot could take place in a 
certain country In a matter 
of hours. It was twilled to U. 
Alexis Johnson, then Under 
Secretary of State. He read 
it, nodded, said, "That's inter-
esting," and handed It back 
to the 	officer. There 
was simply nothing he could 
do about it. 

The vast majority of the in-
tercepts are low-level routine. 
At State, they deal largely 
with the minutiae of embassy 
buslnese, such as fareign mes- 

sages dealing with Soviet vise 
requests in loreIgn govern-
ments, reports of foreign am-
bakeadors about meetings 
with American ',Metals, 
foreign businessmen's orders. 
At Defense, they may Include 
foreign ship locations, a reor-
ganization in a Soviet military 
district, the transfer of a 
flight of Iranian jets from Te-
heran to Isfahan. Nearly all 
come from third-world coun-
tries. Usually they are of sec-
ondary interest, but some. 
times their Importance flares: 
Korea, the Congo. Cuba, 
Chile. And since these coun-
tries are spoken to by the ma-
jor powers, their messages 
may carry good clues to the 
major powers' Intentions. 
(This was another of the 
sources for the SALT intel-
ligence.) 

The quantity is enormous. 
In part this reflects the soar-
Ins increase in communic•• 
bona throughout the world. to 
part it marks a shift to the 
more voluminous peripheral 
sources. such as observing 
message routings, to compen. 
sate for the growing difficulty 
of cryptanalysia In areas of 
central interest, such as Russia 
and China. Unfortunately this 
overwhelming volume can 
stifle results. In late Septem-
ber 1973, just before the start 
of the ?am Kippur War, "the 
National Security Agency be-
gan picking up clear signs 
that Egypt and Syria were 
preparing for a major offen-
sive," the House Intelligence 
Committee reported. "N.S.A. 
information Indicated that [a 
major foreign nation] had be-
come extremely sensitive to 
the prospect of war and con-
cerned about their citizens 
and dependents in Egypt. 
N.S.A.'s warnings escaped the 
onions attention of most in-
telligence analysts responsible 
for the Middle East. - 

"The fault.-  the committee 
concluded, "may welt lie In 
the system Itself. N.S.A. inter 
crate of Egyptian-Syrian war 
preparations In this period 
were so voluminous—an aver. 
age of hundreds of reports 
each week—that few analysts 
had time to digest more than 
a small portion of them. Even 
fewer analysts were qualified 
by technical training to read 

N.S.A.raw 	traffic. Costly In- 
tercepts had scant Impact on 
estimates." 

11 N.S.A. failed in this major 
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amateur cysfurnan. 

For kit brochure, swat. 
FRANK I IUBRARD 
135A-T Lyman Soren 
Waltham, Mass. 52154 



It's a butcher block, its file cabinets, 
it's Super Desk. 
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Al last_ a desk that 
works as hard as you do 
The top is a handsome 

24 x 60 Inch 
butcher block at cured 

hard rock maple 
with a hand-rubbed oil Intel" 

Underneath. there are two 
latter-ills hie tablnea in your choke 

of brown or white And at only S190. 
its not only Super Desk. 

Ws super priced. too. 
Avaikibie In 30 x 60 size ni $210 

Too Bad For Them. 

Because we just don't have the ruorn. And we don't plan to Or wan[ to 
So we figured that a small ad like this would attract a small number of precisely the kind of people we're locking for. 
Those km who don I like towering monoliths. And echoing lobbies And endless hallways. 

And 'Non doors. To them— and to us— that's just not Bermuda 
Bermuda is looking old at the ocean and the trees. Not down. From a 21 acre beachfront 

gone cm a secluded cove From one of eight snug 	with only 16 to 20 rooms each 
With all the conveniences. services. and luxuries you fwd at the big hotels. 

withote the Big. 
Relaxed Informal. Urt-hectic. New without 

feeling new. That's the real Bermuda. 
Grotto Bay Beach. 
In-season rates range from $64-89 per couple, 

per clay, with breakfast and dinner daily, and 
mai-rated crack pool and terms privileges_ And 
every room has a water view. 

For reservations call yew travel agent or TCI 
Hotel Reser:areas. toll free MO) 223-5438. 
&emu& Pen leap nowt to en err der. 
Saroor dense ss 91.20so, me*, MAP 31_90 pp 
per des BP. Add Bonds to re 40 on MAP or BP rare. 

GROJT-  BEACH 
HOTEL AND TENNIS CLUB 

The Beat Stroll Hotel tr, Peerreda. 
Harniken Parish, Bermuda. A knachtsbridge Hold 

An acl just about this 
size should do the trick. 

!f Too Many People Get to Love Our Smal Bermuda Hotel... 

teaL how does it do in its day-
to-day operations? 
• A survey al the State De-

. pertinent showed that most 
l'desk officers felt that while 

the N.S.A. material was not 
especially helpful, they didn't 
went to give It up_ It made 
their job a little easier. A 
former top State Department 
official was always glad to 
see the man with the 

Jacked briefcase. -t got some 
good clues on how to deal 
with various countries," he 
said "and I quickly learned 
which ambassadors I could 
trust and which not" 

At the ['referee DepartmenL 
most officials weld they appre-
ciated the help they got from 
the agency. "D.I.A_ relies very 
heavily on N.S.A." said Gen-
eral Graham. "because D.LA. 
pots oat a warning document 
to American units all over the 
world and to Washington, and 
whether the warning 'Nelda 
ore green or amber or red 
comes mostly from the 
N.S.A." 

For policy makers, natural-
ly. the more information the 
better. But is this marginal 
advantage worth the billions 
IL costs in a nation that has 
no many other vital human 
needs unfulfilled? Put that 
way, the question poses it 
false dilemma. The money for 
health and housing and educe-
Lion con—and should—come 
from elsewhere. It is on the 
vastly larger arms budget, on 
atomic overkill and obsoles-
cent nuclear aircraft carriers, 
that the nation overspends. 
Intelligence is far cheaper and 
usually saves more than it 
costs. In general, with its rec-
ord of some failures and 
some successes. and the 'incal-
culable potential value of its 
sleepless watch around the 
world, the N.S.A. Is worth the 
money the nation spends on 
IL 

The real question for a na-
tion reappraising.  Its Intelli-
gence community is not one 
of financiet priority but of le-
gal basis There is tin Retitle 
prohibiting the N.S.A. from 
activities that encroach an 
Americans' 	constitutional 
rights. In response to crude 
risen, President Ford recently 
issued an executive order on 
intelligence that seems La for-
bid the N.S.A. from Intercept-
ing American communications 
—but also seems m leave a 
loophole. Even with the beat 
of intentions. however, that 
cannot be on adequate ap-
proach. For what one Presi-
dent can order another—or 
evert the same—President can 
abrogate or amend, 

The final responsibility for 
all those improper activitiel 
by the N.S.A. was, in each 
case. the President's. even 
though it remains unclear  

whether all of them were re-
ported to the Oval Office. 
That alone should illustrate 
the hazards of an arrange-
meet under which the powers 
of an intelligence service de-
nse not from Congress but 
from the While grease. As a 
basic reform, Congress should 
replace Truman's 1952 direc-
tive with a legislative charter 
for the N.S.A. 

That, in fact. was the view 
that underlay much of the 
questioning of General Allen 
before the Senate Intelligence 
Committee: and that is the 
substance of the recommenda-
lions on the N.S.A. contained 
in the committee's recent re-
port on the intelligence estah-
lkhment as a whole. "The 
committee finds," said the re-  
part, "that there Is a compell-
ing need for an N.S.A.charter 
to spell out limitations which 
will protect tedeuld.1 consti-
tutionsi rights without im-
pairing N.S.A.'s necessary 
foreign intelligence mission." 
The committee also made spe-
cific recommendations de-
signed to prevent, a repetition 
of the known Abuses of the 
past. 

The House Intelligence 
Committee, In its own report, 
came to the same basic con-
clusion, declaring that "the 
existence of the National Se-
curity Agency should be rec-
ognized by specific legisla-
tion," which should "define 
the role PI N.S.A. with refer-
ence to the monitoring of 
communications of Ameri-
cans." 

There It no question that 
the tiettorial Security Agency. 
in the words of the Senate 
Committee report, Is "vital to 
American security." In fact. 
in this nuclear age, when dan-
ger-fraught situations can be 
best handled with knowledge 
about the "other side," and 
when many international 
agreements, such as SALT, 
are dependent on. soy, Ameri-
ca's ability to verify Soviet 
compliance by Its own techni-
cal means, N.SA. Intelligence. 
like all intelligence, can be a 
stabilizing factor in the world. 

There is also no question 
that we need a new statute. 
No law can guarantee preven-
tion of abuses, especially If 
lawlessness is condoned in the 
higher echelons of govern-
ment. and Lem C.I.A.'s charter 
did nal prevent that agency 
from overstepping its bounds. 
But a gap In the 111W is an 
invitation to abuse. An insti-
lotionaiized mechanism to 
seek out violations and punish 
the guilty can best deter the 
sort of intrusion that so many 
Americana fear—and that de-
stroys the very freedom the 
tect  N.S.A.. was created to pro- 


