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vade privacy? Americans would 
have to be utter fools to accept 
that. (Parenthetically, the one 
good thing Establishment false-
hoods accomplish is that they turn 
true believing fools into anti-es-
tablishment sceptics), 

If a law Is passed giving offi-
cials more power over the humans 
they rule, they are going to use 

. that law. That's a reasonable 
starting point! 

The next question, therefore, 
is; What can we do now that Big 
Brother Is officially in the bus-
iness of electronic snooping, pre-
paring theFBlcomputer to spew 
forth all those bad social security 
numbers on The Day of The 
Camp? What do we do now that the 
Omnibus has arrived and we're 
about to be taken for a ride? 

It seems to me that it's essen-
tial not to panic just as it's Im-
portant not to passively take that 
ride. Electronic surveillanceof a 
home or office may cost many 
thousands of dollars for a single 
installation. Most people won't he 
directly affected and those that 
are can make the privacy invas-
ion singularly unprofitable for the 
snoopers. 

Of course, in the film, "The 
President's Analyst," the phone 
company obviously has every sin-
gle phone bugged. But since this 
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President Johnson would like 

us to believe him again. This time 
he passed the Omnibus Crime Bill 

—MOUTHPIECE .' BUG 

$128.00 

saying that the government would 
not engage in the increased wire-
tapping that the new law permits. 
,How can anyone believe that? 

The Internal Revenue Service, 
the Attorney General's office. the 
FBI, and the CIA have wire-tapped 
even when the law did not permit 
them to do so. This Is not a sup-
position; it is public record in 
many court cases over the last 
few years. Are these agencies, 
and all the others, going to stop 
when the law invites them to In- 

is a pluralistic capitalist country 
and not a movie set, a slight ex-
aggeration is involved. 

Unlike Europe, in the United 
States, a profitable public utility 
like the phone company Is not 
nationalized; here we only na-
tionalize the unprofitable ones 
like the post office. So the phone 

HEAR THROUGH WALLS WITH 

HI-GAIN CONTACT MIKE 
587.80 

company and the government face 
each other as equals (one a little 
more equal than the other), and 
I suspect it will still take some 
time, and we will be able to ob-
serve the process, for govern-
ment agents to operate with total 
bureaucratic abandon- in the tele-
phone' exchanges. They don't yet. 

Not riding the Omnibus pas-
sively requires that we acquire 
some technical education about 
electronic surveillance and coun-
ter-surveillance. Anti-bugging, 
anti-snooping, anti-finking, anti-
duping. The key word is: Pri-
vacy. And, surprisingly, we're go-
ing to discover that there are 
simple answers to the snooping 
devices and that the best are the 
human head, the human heart and 
the closed human mouth. 

Our information for this ar- 
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ticle comes, primarily, from a 
booklet titled, "How to avoid elec-
tronic eavesdropping and privacy 
invasion," available in its valuable 
totality for $2.98 from Investiga-
tor's Information Service, 806 So. 
Robertson Boulevard, Los An-
geles, Calif. 9003g. 

Investigator's InformationSer-
vice also sells an ^Investigator's 
Manual of Electronic Surveillance 
Methods and Devices" for $12.50. 
This volume is larger, more com-
plete, a veritable spy and espion-
age course. It points out that "a 
counter-measures technician be-
oomes an expert only when he is 
able to put himself in the position 
of the person who is making the 
bug installations." 

ISS also has a catalog of police 
and Investigation equipment de-
vices, giving specifications and 
prices for items they sell includ-
ing the de-bugging devices that 
we're going to mention. Tsuggest 
you send them 25f; If you want this 
catalog. 

(Incidentally, ISS no longer 
sells wire-tapping equipment be-
cause of a new California law 
forbidding such sales to private 
citizens. They continue to sell 
de-bugging equipment and infor-
mation). 

Of course, by providing us with 
their information and grantingus 
the right to paraph rase, quote, re-
produce and summarize, they did 
not endorse, technically or po- 
litically, 	our paraphrasing or 
usuage. 

AMAZING HARMONICA BUG 
$395.00 

There are two basic categor-
ies of bugging equipment: wired 
devices, which Include hidden 
microphones, secret tape recor-
ders and telephone tapes; and 
wireless devices, which include 
miniature radio transmitters, 
sound conduction equipment and 
exotic Items like the "shotgun" 
and parabolic microphones. De-
tecting these two categories re-
quires different approaches. 

(Now this is obviously going to 
get technical in spots. Don't des-
pair. Keep slogging along. We'll 
spice it up here and there with 
little bits of non-technical stuff 
that you will surely not want to 
miss. For example, did you know 
that at the time of the Sunset 
Strip ruckus a year and a half ago 
a police surveillance transmitter 
was allegedly found by visual in-
spection in Albert Mitchell's of-
fice in the Fifth Estate Coffee 
House, when that was one of the 
prime centers for the organiza-
tion of youth demonstrations. We 
have heard that the police never 
asked for their bug back and that 
now It is a pick-up in a guitar 
amplifier, Mitchell never knew 
about this bug, as It was appro-
priated immediately by a well-
known Chicago folk-singer). 

Wired eavesdropping devices 
include any equipment utilizing a 
microphone physically connected 
by a wire to the actual monitor-
ing device. This type of equip-
ment is often easier to locate, de 
feat and destroy precisely be-
cause of the connecting wires. 

LONG DISTANCE 
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$1295.00 

Microphones can be hidden in 
electrical fixtures such as lamps. 
wall sockets, ceiling fixtures, or 
even radios, television sets, re-
cord players, and almost any kind 
of electrical equipment includ-
ing appliances. Other goodhiding 
places include: embedded in the 
wall and covered with putty, taped 
into desks, sofas, bookcases, hat 

continued on page 3 
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racks, drapes and eroustical tile, 
or secreted in plants, mirror., 
paintings, trophies, etc. 

Where there Is more time to 
install • wired microphone, an 
entire strip of moulding may tie 
removed and a small hole drilled 
to permit the installation of the 
mike. With the wires fished 
through the wall to  an  adjacent 
listening post, and the moulding 
replaced, It Is virtually impossi• 
ble to detect the tiny bolt behind 
which the mike has been placed. 
This ls whe re c loge whival Inspec-
tion pays off. 

Given the time, a telephone 
expert can make a rather fear-
some sonoping device out of any 
phone. This Is done by making a 
Simple 'Jumper" connection in-
Ede with a piece of wire which 
transforms the handset Into • • hot 
mike' that will be en everpresent 
ear whether the handset is hung 
up or eat. 

After this connection is made, 
the eavesdropper makes a phone 
lap at any location along the line, 
Inside the house or office, from 
the Outside junction box or as far 
any as the phone company sub- 
st,tlon where t he exc Mow for the 
phone is located. The two vices 
concerned, called the subscrib-
er's loop, may be localedvietwile 
or with the ebuttlasky- (the spec-
Sal lineman's handset) clipped into 
the tine  randomly or by an Induc-
tion coil which is placed next to 
a pair cd wires and picks up the 
electrical impulses passing 
through without defect physical 
contact. 

There in also • Telemleer 
drop-th bug which is an exact 
duplicate 01 the inner microptione 
of the t elephone tete wh ich small 
transmitter has been built. By:un-
screwing the mouthpiece and re-
maven( the existing mike, the 
snooper substitutes the drop-in 
and replaces the mouth cover, 

There is virtually no way the 
snabit [talon can be visually noted_ 
exesdat by dismantling the sealed 
MIL The drop-in is a parasite, 
functioning off the currenl In the 
telephone line tante. It Is on 
powerful that It mails noantenna 
to transmit 200 or 300 feel to be 
received by  an ordinary FM re-
celVer on en unused band. 

(mulled in a matter Of seconds, 
the unit need never be replaced, 
serviced or retuned, The ultimate 
In modern devices, this unit winch 
sells for 5125 (but may no longer 
be purchased In California) trans-
mits both sane of  a telephonic 
conversation, and, since it pulls 
the same current toed as the real 
telelphone mike, it is difficult to 
detect by voltage dritp testa. (La-
ter on In this article we will des-
csIbe tests that can be done with 
an Fhl receiver and a TV net to 
detect such equipment). 

Similar modifications can also 
be utilized In any home or office 
intercommunication system. The 
best protection against such an 
trwasinn is a careful virtual ln-
sPection of the entire wirtngsyi-
tem. (The longer and more tom-
plex the wiring system, the ewer 
it is to tap). 

Literally every square inch of 
the suspected bugged ar ea most be 
searched. The elmeter-intelli-
wee agent should cheek anyvis-
IbLe trregulariess such as a new 
patch of paint (particularly thin 
lines of sliver paint which may 
function tut a printed circuit to 
wire a microphone), a blob of 
Putty. cracks In the baseboard and 
floor board. All may be clues to 
recently planted bugs. 

Watch for places where soda 
straws, plastic tubing and spike 
microphones can be Inserted. 
:ties a long nail into suspect 
holes. Soda straws and plastic 
tubing nun be an acoustical con-
ductor inserted under Peers Or 
through window sills and termln• 
✓ ine In a sensitive microphone, 
Check all ducts and outlets te-
cause they Often transmitaottpds, 
Placing an amplifier, microphone 
or transmitter in such a duct 
would provide • snooper many 
hours of informative laterting. 

There is a simple and inexpen-
sive device called a microphone 

signal generator which sends a 
high frequency audio tone through 
the suspected line. If the line Is 
begged the result will be an mud,- 
Me squeal in the microphone it-
self because the mike's diaphragm 
will vibrate. This unit, however, 
Is not effective against carbon 
mike bugs as these have no dia-
phragm. 

The c emus r -snooper should not 
make the mistake Of assuming 
that only one bug lees Placed. If 
one bug is discovered, a thorough 
Search must be completed. Fur-
nishings, walls, floors, dcrareenet, 
windows, facts, everything In a 
room thought to be bugged must be 
checked, Other possibilities are 
pictures, calendars, books, 
shelves, cabinets, clocks, peers, 
pencils, and underneath desk 
drawers. 

Newly placed pictures, rear-
ranged furniture or different of-
fice equipment all may be clue. 
to the recent presence of eaves-
droppers. 

The widespread manufacture 
and sale of tiny eareadSOPPIng 
devices makss security from pri-
vacy invasion a tricky proposi-
tion. Precautions against Illegal 
entry help. Olvervalian of alleged 
repairmen who ask for entry into 
harm ar afflce helps. Since it Is 
easier to bug than to de-bug, a 
householder or bushman:an must 
consider his security already 
compromised, should bugging be 
suspected In any way. 

In order to preserve that se-
curity, some highly Competitive 
businesses have gone so for as to 
Install the •Fishbowle which is 
room within a room, a room with 
transparent walls, floor and ceil-
ing, 

In the Interior of the 
bowl• there are no lights, wires, 
telephones or other electrical fix-
tures, Other possible hiding 
places for bugs such as water 
cooler., Office equipment Andean 
operated machines are kept at a 
discrete distance outside the 
sound-proof Mall. All furniture 
Is either transparent plexleisse 
or moulded, umphoistered plas-
tic. 

In each of the four wails of the 
emothere room, aside which the 
security room Is located, so 
called 'white Mese' speakers 
emit I. loud howl, This hampers 
the efactiverase of anybuswhich 
may have somehow hem hidden 
In the mother room. The plastic 
walls Of the •Fishbowl" hive a 
20 decibel attenuation factor, thus 
reducing the anise level inside 
the security room to one suitable 
far comfort. 

Transactions carried on inside 
such an Installation are relatively 
bug proof, and the information 
discussed Ls then as secure as the 
people who share In It within the 
plastic room. 

However,. Other defensive and 
less expensIve procedures may 
be used by anyone discussing 
information they deal re in be Crrl-
vats. Radios turned on to hal vol-
ume, electronic noble generators, 
Or even Jury rigged noise makers 
—a email piece of cardboard 
placed so that the blades of an 
electric fan strike It—will all 
make enough noise to make con-
versation to the [wen unclear 
as fares the eavesdropper is con-
Corned, 

In similar Ashton, record play-
ers, television sets, electrical 
appliances, even hathrownshow-
era turned at full force will mask 
important cOreVerliat10711 in a du-
blows environment. Conversation 
may be more difficult het its se-
curity in more certain. 

The human ear can concentrate 
on a single voice in a group con-
versation or in a noisy environ-
ment;  a microphone is unable to 
do this. It hears all anise, con-
versallang Or Otherwise wiha Is 
range, 

WIreleed devices do not require 
any physical conaectlan between 
pickup device and monitoringunit 
(earphone or tape recorder). 

In this day of miniaturization, 
the microphone, power supply and 
electronic transmitting circuit 
can be contained within a single  

cone often much smaller than a 
Pack of cigarettes. Some require 
no antenna. which further compli-
cates the chance for the Mere 
discovery, 

Bugs hive been knOWn CO be 
built into such thing:sae cigarette 
Haters, Waren*: packs, fountain 
pans, belt buckles, brooms, paper 
cup dispensers, paper weights, 
books end sewn inside clothuse. 

One ingenious private Invest- 
ga tor Arrialle had e high powered 
bug built into the cup of • bras-
siere, which Won then worn by a 
female detective on a divorce 
case involving an over-amorous 
husband. Such InStallations arc 
often used in industrial espion-
age. 

A bug can be hidden almost any-
where. Experimental units now 
• yallable using what Is called an 
Integrated circuit can be  no 	- 
a r than one-quarter of an Inch 
square, an eighth of an Inch thick, 
and, nevertheless, contain the 
equivalent of ten transistors and 
thirty or more resistors and Ca-
pacitors. For the sake of compir-
15011, using integrated circuits, 

today's 17 Inch portable TV set 
could be reduced lo the size of a 
box of kitchen matches. 

wireless bugging transmitters 
are usually tuned In to the 88 to 
105 me (megacycle) range, the 
standard commercial FM band. It  
a standard FM receiver Is brought 
within the area of a transmitting 
device, and the receiver is slow-
ly tuned through its entire range 

until the frequeney of the bug is 
reached, the receiver will went 
loud high pitched squeal or feed-
back. 

To discover the exact location 
of the device, the volume at the 
receiver Is cut down earn time 
feedback Is heard and the search 
continued until the approeirnaM 
location of the bee is determined, 
when a visual Search is made. 

Since the more sophisticated 
FIt radios have several bands, 
tt is pedashie for a complete tear-
vey to be made of the frequency 
range on which a bug Is likely to 
be transmitting. 

Almost any radlorepeirrnanar 
electronics hobbyist can make a 
temple modification on a standard 
FM radio, adweting the motes 
oscillator padder to allow It to 
tune from approxieately 70 mc 
to nearly 115 rm. 

Even a the bug Is transmitting 
In the 30 thee me range, hesmon-
Ice may' reveal its presence. A 
transmission at 38 me, for ex-
ample, will produce a resonant 

equency feedback at the first 
harmonic, 78 me at the second 
harmonic, Ill me, etc. 

Where no other anti-suivell-
lance equipment is available, a 
standard television setts another 
excellent bug detector. In the 
area where wireless eavesdrop-
ping is suspected, the counter-
intelligence LnveatlsaIOT should 
first allow the set to warm up, 
then turn It to Channel Z. 

When a ow set IS used for and-
bugging, the outside entertne 
shOuld be replaced with 'rabbit 
ears! which are then symernet-
ically moved about the area. If 
the fine tuning knob Is turned to 
Its far Cr/ureter -clOrkvalSe post. 
ten, the TV set Is tuned to e 
frequency of approximately 54 
megacycles, By moving the flaw 
tuning knob clockwi•e, the set te 
advanced to a frequency 0(00 mc, 
Thee the Investigator hes moni-
tored a total of 5 megacycles  to 

the very bill frequency Mir 
hand. 

If a signal is detected, there 
will be either a visual herring-
bone pattern or an auditory feed-
back squeal. If nothing Is indica-
ted, the Channel selector should 
be moved to Channel 3, the law 
frequency end of which is 50 mc. 

The same tuning technique Is re-
peated as outlined for Channel 2. 

Beginning with Channel 2, the 
Investigator can 'check note  the 
transmasion spectrum between 
54 and Bs megacycles by mov-
ing progressively—and fine tun-
ing along the way—Porn Channel 
2 to Channel 8. Beginning wait 
Channel 7. the frequency then 
jumps to 114 mc. 

It Ls possible with this tedious 
technique, systematically eacan-
ning• the area with the rabbit 
ears at each frequency setting to 
cower sui to 590 megacycle trans-
misstate, Although this Is an un-
likely range for most of today's 
modern surveillance equipment, 
the state of the art is rapidly 
developing and, In the counter. 
measures lousiness, no possi-
bility must be overlooked_ Also, 
these nigh frequencies may pro-
vide the investigator with a sim-
ple method al picking up a har-
monic of a much lower frequen-
cy. 

There is arse possible drawback 
to this seemingly simpleproced-
ure. If the eavesdropper Is using 
a transmitter triggered on or 
off by a remote control and has 
reason to believe tem:ter-mu - 
vellance IS being used, he can 
simply turn off his bug and there 
will be no signal to detect. 

The catalog of Investigator's 
Information Service lists fairly 

inerpeasive bug detectors which 
are mar,  convenient to etas than 

standard FM or TV sets, 
The best possible protection 

against a wireless microphone is 
its detection and removal, Bent 
In systems to gun transmissions 
are less effective and more cosi-
ly. An experienced investigator 
may however, Liter reasonably 
determining that • room has been 
bugged, leave jamming or anti-
begettr devicn to the room until 
the hidden tranvia hors have beat 
located by a complete physical 
search of the area. 

For greater security, even af-
ter • room MIS been searched, 
business firms holdeng top pri-
ority conferences should make 
some provisions tear mg sects Ce10- 
ferencea for the use of back-
ground music or some lamming 
device as a neon transformer. 

The problem with lamming de-
vices is that they will not Inter-
fere with wired microphones and 
may Interfere with legitimate FM 
broadcast transmission, bringing 
dons the wrath of the Federal 
Communtrations Commaion. 

..... • - - - 
Telephone taps  • are often used 

In connection with tape recorders 
which begin operating when the 
phone is lifted off the hook or 
people begin in speak over the 
line. 

When it telephone taps suspec-
ted, one of the most effective de-
tenets'', moves to to dial the re-
corded time signal. Once the sig-
nal begins, the voice-ecteriated 
bug will begin transmitting. If the 
unit is eatery powered, the anger 
the time Panetta per Pitted to re-
peat Its mindless course through-
out the day, the lower the battery 
of the bog will run. 

If the device is runn trig off tele-
phone or house current, Ilia pro-
cedure will, at least, be vere mg-
gravetthe to the eavesdropper. 

Another defensive technique is 
to remove the handset from the 
cradle, causing the dal tone logo 
out over the line, and activate the 
tape recorder. This measure is 
not elfecliee In those parts of the 
country where an operator auto-
matically comes on the line If a 
phone is off the hook for more 
than 30 seconds and number is 
not dialed, 

The and of an FM radio, or Held  

Strength meter, as previously 
described, Can detect a wt rate's 
phone tap by picking up the re-
corded time lanai when this is 

Each separate telephone sys-
tem should be checked with a ra-
dio frequency bug detector, with 
the handset both on and off the 
hook, Breaks in the line suggest 
that a tapper has been at work, 
though with the Increased use of 
the Induction roll, no tell-tale 
bared wires are left behind. 

One of the simplest, least ex-
pensive and most effective me-
thods of checking for so-Tilled 
eta:a-mike installations on tele-
phone and intercom systems is 
by obtaining a particular kind of 
Induction coil celled a eSnooper• 
from a police or detective quip-
men! ettppiler GUCh as the one 
described above. 

The most basic visual methods 
oaf checking a phone line for a tap 
is as follows: 

Check the small terminal block 
on the wall. Three wires should 
be found retain; from the phone 
to this block. Remove this block 
from the well and check for any 
additional wires which might be 
running from It into the wall. 
Also check the screws and term-
inels for scratch marks which 
could suggest the use of alligator 

Check the outside pole for any 
wires which might be running 
down the pale. If possible, the pot e 
Itself should be visually checked 
Blare a wireless transmitter 
could be connected to it tap or an 
induction unit and be hidden on 
top of the pais, 

Another defensive method min-
ing favor is that of using phone 
scramblers which convert tele-
phone conversatan, late sounds 
unintelligible to anyone not having 
a similarly frequency matched 
scrambling unit Several compan-
ies specialize In the sale at this 
type instrument—which is bat-
tery Powered and portable. 

Once It Is suspected that a 
Plana Is bugged or tapped, aehy-
steal search of the Instrument 
should be mode, preferably by 
se:mean. Manilla/ with telephone 
circaltry for extra wires end the 
hard-to-detect substitute mouth-
piece. If there Is some auninclOit 
that a ladeparie is hot-mitred,  It la 
wise to Say nothing tent:orient in 
the vicinity of the phone until ra-
dio, neon transformer or some 
lamming device has been placed 
next to it. 

Nor Is It safe to disecesa the 
poestbIllty of the Harmonica Bug, 
which shows the sophISUcation of 
the devices available to the eaves-
dropper. Once this sub-miniature 
device has been Installed Inside 
the phone or anywhere between 
the Instrument and the outside 
pole, this unit ran be activated 
from any place in the country. 

The eavesdropper need only 
dial the area code, then the first 
six dents of the bugged telephone 
number. At Ms point, he Wawa 
Litty one-note harmonica or pitch 
pipe (hence the name). The sound 
of the note generates a current 
which will activate the telephone, 
The phone will not ring; the hand-
sel while still apace on the cra-
dle acne as a SeeJlitve micro-
phone and transmits over the 
phone line all conversations tak-
ing place In the room. This little 
goody used She sold in C eliforn 
!or 5255.50. 

Should en individual or a firm 
have reason to believe Met a law 
enforcement agency le using elec-
Ironic  surveillance method. to 
obtain confidential information, 
11 Is adv1sable to consult an at-
torney,. If private individuals are 
believed lobe using these methods 
tocsin information, there are tour 
Options 

1. Discrete dissociation with 
those persoes: Z.Dlrect coafron-
tenon with the eavesdroppers, 
3. Consultatiat with a law en-
forcement agent): or, 4. Em-
ployment of electronic counter-
measures. 

This article Ma no end. II runs 
Into and out of such bcoke sa Omar 
Garrison's 'Spy Government, the 
emerging police state in Amer-
ica.? 

It is really not possible to be 
either optima:tie or pessimistic; 
les lust Important that people 
know as much as they can endnot 
give up. The riot to a private, 
sell-Millang Life is still the goal 
and even becomes clarified In the 
face of the enemy ... 


