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NSA Invades Americans’ Privacy

A secret congressional report bears
direetly on the current debate over
the limits that should be set on opera-
tions of US. intelligence agencies in
this country and overseas. The verdict:
Unele Sam is still intercepting private
conversations.

The report, prepared by the House
subcommittee on government infor-
mation and individual hts, deals
- with the key issue: Should govern-

ment-paid spooks be allowed to spy on

American , citizens and corporations,

and if so, under what circumstances?

Titled “Interception of International
Telecommunications by the National
Security Agency,” the secret report de-
tails some of the shadier workings of
this little known intelligence agency.

“It has become apparent that the ac-
tivities of the NSA have had, and con-
tinue to have, ai adverse impact upon
the rights and privacy of American ci-
tizens ..." the -report declares
“Enough has ap on the public

_record, and been conveyed to this
committee, to indicate NSA's enor-
mous potential to silently violate the
rlglhts of Americans on an immense
scale.”

In the wake of Watergate-era dis-
closures about illegal wiretaps, burgla-
ries and spying on politically suspect
Americans, the NSA announced that it
no longer “targets” U.S. citizens by
name for any purpose. But the House
subcommittee s%med a loophole in
this assurance. z targeting certain
activities, the NSA still manages to in-
vade the privacy of individual Ameri-

cans.
“It may be of foreign intelligence in-
terest, for example, to know what is

being said between US. banks and
their large Middle East depositors,
whose actions could have a substantial
impact on the U.S. economy,” the re-
notes. “It may be of foreign intel-
ﬁg:hce interest to know the details of
oil transactions between US. impor-
ters and their foreign suppliers. . .

“Thus while an American citizen or
company might not be targeted by
name, by virtue of his international ac-
tivities his communications might be
selected by NSA on the basis of its ‘for-
eign intelligence’ criteria. NSA has not
denied that it in fact selects U.S. mes-
sages of this nature, and indeed sev-
eral uncorroborated mg;g;ts have
reached this committee indicating that
such monitoring is presently under
way."” ‘

i The 1977 report cites these examp-
es:

¢ An American businessman selling
commercial building products to an
Arab sheikdom reported that, soon
after his first international communi-
cation regarding such a sale, he and
his wife were visited by federal intelli-
gence agents who knew details of the
proposed transaction.

« A Washington, D.C,, lawyer whose
client was involved in international
:rhad:a, rted that in {'ltiigglon with

e’ ce gzpmm overn-
ment presented evidence it could have
obtained only by intereaptin% his
client's international communications.

» A senior official of a large multina-
tional corporation told the committee
he knew that NSA was intercepting
the firm's communications. Though
the company sent its international

messages in eode, government regula-
tions forbid the coﬁgv to be so uor;lgﬂst}:;
cated that the NSA can't decipher it. -,

Although the NSA no longer sends
its messengers to the offices of inter-?
national telegraph carriers every
morning for copies of wireless messa-
ges, it still intercepts international
communications “just as effectively -
and just as indiseriminately,” the re-.
port states.

“In fact, the international communi-
cations of Americans are presumably.:
being intercepted today in a signifi--
cantly greater volume than was ever
available ore]. Moreover, the abil-,
ity of NSA to sort such great volumes
of material has undoubtedly improved,
with advances in computer technol-
ogy.” .
The report concludes on this somber
note: “Apart from a fundamental con-
cern for the privacy of one's communi-
catons, these practices unavoidably .
bring other possibilities to mind. ‘

“Could the government be using in-
formation gleaned from such eommu- |
nications to influence or disrupt inter-
national business transactions? Could
it provide NSA or executive branch
employes with ‘insider’ information -
which might give them a ve
advantage in come economic venture?
Could such information be used to
blackmail or threaten some individual -
or business? Could this information,be
turned over to a federal agency . .1in :

it of its administrative responsi- .
ginﬂes? Would information relating to .
a potential civil disturbance or forth-
com‘}'x}g political rally be turned over




