LOS ANGELES

HOW TO TELL
F YOUR PHONE

S BUGGED

ART KUNKIN
President - Johnson would like
us to believe him again, This time
he passed the Omnibus Crime Bill

‘‘MOUTHPIECE" BUG

$125.00

saying that the government would
not engage in the inereased wire-
tapping that the new law permits,
How can anyone belleve that?
The Internal Revenue Service,
the Attorney General's office, the
FBI, and the CIA have wire-tapped
even when the law did not permit
them to do so. This is not a sup-
position; it Is public record in
many court cases over the last
few years, Are these agencles,
and all the others, going to stop
when the law invites them to In-

vade privacy? Americans would
have to be utter fools to accept
that, (Parenthetically, the one
good thing Establishment false-
hoods accomplish is that they turn
true believing fools into anti-es-
tablishment scepties),

If a law is passed giving offi-
cials more power over the humans
they rule, they are going to use
that law, That's a reasonable
starting point!

The next question, therefore,
is: What can we do now thal Big
Brother is officially in the bus-
iness of electronic snooping, pre-
paring theFBlcomputer to spew

-forth all those bad social security

numbers on The Day of The
Camp? What do we donow that the
Omnibus has arrived and we're
about to be taken for a ride?

[t seems to me that it's essen-
tial not to panle just as it's im-
portant not to passively take that
ride, Electronic surveillanceofa
home or office may cost many
thousands of dollars for a single
installation. Most people won't be
directly affected and those that
are can make the privacy invas-
ion singularly unprofitable for the
snoopers,

Of course, in the film, “The
President's Analyst,” the phone
company obviously has every sin-
gle phone bugged, But since this

is a pluralistic capitalist country
and not a2 movie set, a'slight ex-
aggeration is involved,

Unlike Europe, In the United
States, a profitable public utility
like the phone company is not
nationalized; here we only na-
tionalize the unprofitable ones
like the post office. So the phone

HEAR THROUGH WALLS WITH
HI-GAIN CONTACT MIKE
$97.50

company and the government face
each other as equals (one a little
more equal than the other), and
I suspect it will still take some
time, and we will be able to ob-
serve the process, for govern-
ment agents to operate with total
bureaucratic abandon.in the tele-
phone’ exchanges, They don’t yat.

Not riding the Omnibus pas-
sively requires that we acquire
some technical education about
electronic surveillance and coun-
ter-surveillance, Anti-bugging,
anti-snooping, anti-finking, anti-
duping, The key word is: Pri-
vacy. And, surprisingly, we're go-
ing to discover that there are
simple answers to the snooping
devices and that the best are the
human head, the human heartand
the closed human mouth,

Our information for this ar-



JUSTIMAGINE. . ..
FULLTELEPHONE
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THOUSANDS OF MILES AWAY

ticle comes, primarily, from a
booklet titled, “How toavoid elec-
tronic eavesdropping and privacy
invasion avallable in its valuable
totality for $2,98 from Investiga-
tor's Information Service, 806 So,
Robertson Boulevard, Los An-
geles, Calif. 90035,

Investigator’s Information Ser-
vice also sells an “Investigator's
Manual of Electronic Surveillance
Methods and Devices” for $12.50.
This volumie is larger, more com=-
plete, a veritable spy and espion-
age course. It points out that “a
counter-measures technicianbe-
ocomes an expert only when he is
able to put himself in the position
of the person who is making the
bug installations.”

ISS also has a catalog of police
and investigation equipment de-
vices, giving specificatlons and
prices for items they sell, includ-
ing the de-bugging devices that
we're going to mention, I'suggest
vou send them 25¢ if you want this
catalog, Rk T

(Incidentally, ISS no longer
sells wire-tapping equipment be-
cause of a new California law
forbidding such sales to private
citizens, They continue to sell
de-bugging equipment and infor-
mation),

Of course, by providing us with
their information and grantingus
the right to paraphrase, quote, re-
produce and summarize, they did
not endorse, technically or po-
litically, our paraphrasing or
usuage,

AMAZING HARMONICA BUG
$395.00

There are two basic categor-
les of bugging equipment; wired
devices, which include hidden
microphones, secret tape recor-
ders and telephone tapes; and
wireless devices, which include
miniature radio transmitters,
sound conduction equipment and
exotic ‘Items like the “shotgun”
and parabolie microphones, De-

“tecting these two categories re-

quires different approaches,
(Now this is obviously going to
get technical in spots, Don'tdes-
pair, Keep slogging along. We'll
spice it up here and there with
little bits of non-technical stuff
that you will surely not want to
miss, For example, did you know
that at the time of the Sunset
Strip ruckus a year andahalfago
a police surveillance transmitter
was allegedly found by visual in-
spection in Albert Mitchell’s of-
fice in the Fifth Estate Coffee
House, when that was one of the
prime centers for the organiza-
tion of youth demonstrations, We
have heard that the police never
asked for their bug back and that
now it is a pick-up in a guitar
amplifier, Mitchell never knew
about this bug, as it was appro-
priated immediately by a well-
known Chicago folk-singer),
Wired eavesdropping devices

include any equipment utilizing a.

microphone physically connected
by a wire to the actual monitor-
ing device, This type of equip-
ment 18 often easier to locate,de
feat and destroy precisely be-
cause of the connecting wires.

LONG DISTANCE
“SHOTGUN" MICROPHONE
$1295.00

Microphones can be hidden in
electrical fixtures such as lamps,
wall sockets, ceiling fixtures, or
even radlos, television sets, re-
cord players, andalmostany kind
of electrical equipment includ-
ing appliances, Other goodhiding
places include: embedded in the
wall and covered with putty, taped
into desks, sofas, bookcases, hat -

continued on page 3
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NEW FEDERAL LAW
PERMITS WIRE TAPS

continued from page |
racks, drapes and acoustical tile,
or secreted in plants, mirrors,
paintings, trophies, etc.

Where there is more time to
install & wired microphone, an
entire strip of moulding may be
removed and a small hole drilled
to permit the installation of the
mike, With the wires fished
through the wall to an adjucent
listening post, and the moulding
replaced, It s virtually impossi-
ble to datect the tiny hole behind
which the mike has been placed.
This 1s where clase visual inspec-
tion pays off.

Given the tme, a teslephone
expert can make 2 rather fear-
some snooping device out of any
phene, This |s done by makinga
simple “jJumper” connection in-
side with a piece of wire which
transforms the handset intoa*hot
mike® that will bean everpresent
ear whether the handset is hung
up or not,

After this connectlon is made,
the eavesdropper makes a phone
tap at any location along the line,
tnside the house or office, from
the outside junction box or as far
away as the phone company sub-
station whers the exchangs for the
phone is located, The two wires
concerned, called the subscrib-
er’s pop, may belocated visually
or with the “buttinaky” (theapee-
{al linsman's handset) clipped Into
the line randomly or by an induc-
tien coll which is placed naxt to
a pair of wires and picks up the
electrical impulses passing
through withiout direct physical
contact,

There is also a Telemitter
drop-in bug which is an exact
duplicate of the inner microphone
of the telephone into which a small
transmitter has been built, By un-
screwing the mouthpisce and re-
moving the existing mike, the
snoopsr substltutes the drop-in
and replaces the mouth cover.

There is virtually no way the
gubstiiution canbe visually noted.
except by dismantling the sealed
unlt, The drop-in Is 1 parasite,
functioning off the current In the
telephone line fisell, It ls so
powarful that It cesds noantsnoa
to transmit 200 or 300 feel to be
recelved by an ordinary FM re-
celver on an unusad band,

Installed in 8 maller of saconds,
the unit need never be raplaced,
serviced or retuned, The ultimata
In moderndevices, thig unitwhich
sells for 3125 (but may no longer
ba purchased in California) trans-
mits both sides of a telephonic
econversation, and, since it pulls
the same current load as the real
telelphone mike, it iz difficull to
dstect by voltage drop tests, (La-
tar on in this article wewill des-
eribe tests that can be done with
an FM recelver and & TV set to
detect such equipment),

Similar modifications can also
be utilized In any home or office
intercommunication system, The
best protection against such an
invasion is & careful visual in-
spection of the entire wiringsys-
tem. (The longer and more com-
plex thewiring system, the eastier
It is to tag).

Literally every square Inch of
the suspected bugged area must be
searched, The counter-intelli-
gence agent should check any vis-
ible Irregularities such &5 2 new
patch of paint (particularly thin
lines of silver paint which may
function as a printed circuit to

wire a8 microphone), a blob of |

putty, eracks in the baseboardand
fioor board, All may be clues to
recently planted bugs.

Watch for places where soda
straws, plastic tubing and spike
microphones can be inserted.
Drive a long nail Into suspect
holes, Soda siraws and plastic

. tubing can be an acoustical con-
ductor [nserted under doars or
through window sills and termin-
ating In a sensitive microphone.
Check all ducts and outlsts be-
cauge they often transmit sounds,
Placing anamplifier, microphone
or transmitter in such a duct
would provide a snogper many
hours of informative 1istening.

There s & slmple and Inexpen-
sive davice called 8 microphone

signal generator which sends s
high frequency audio tone through
the suspected line. If the line is
bugged the result will beanaudi-
bie squeal lu the mlcraphma [

case often much smailer thana
pack of cigareties, Some require
ne antenna, which further complli-
cates the chance for the bug's
discovery,

Bugs have besn lmown lo be
bullt into such things as cigareite
lighters, cigarette packs, fountaln
pens, beltbuckles, brooms, paper
cup dispenssrs, paper welghis,
books and sewn inside clothing,

Cne ingenious privale Invesi-
gator actually had ahigh powsred
bug built into the cup of & bras-
siere, which was then worn by a
fermale detectlve on a divorce
case I.nvnlvu\g AN OVer-aAmorous

selfb

installations are

will vlbrlh. This unit, howaver,
is not effective u;mnl. carben
mike bugs as these have no dia-

phragm.
The counter- -snooper should not
of

often uud In Industrial espion-

age.

A bug canbe hidden almestany-
where. Experimsntal units now
avallable using what Is called an

make the
that only one bug was piaced. If
one bug is discovered, s thorough
search must be completed, Fur-
nishings, walls, floors, doorways,
windows, ducts, everything ln &
room thought tequndmnnbe
checked, Other possibilities are
pletures, calendars, books,
shelves, cabinats, cloeh pens,
pencils, and umhmnlb desk
drawers.

Newly placed plctures, rear-
ranged furnitire or different of-
fice equipment all may be clues
to the recent presence of eaves-

davices makes security frompri-
vacy invasion a tricky proposi-
tion, Precautions against lllegal
entry help, Observationofalleged
repalrmen who ask for entryinto
home or offics helps, Since it Is
zasier tp bug than lo de-bug, a
houssholder or businessman must
consider his security already
compromised, should bugging be
suspected in any way.

In order to preserve that se-
eurity, some highly competitive
businesses have gone so farasto
install the “Fishbow!” which ls &
room within 2 room; 4 roomwith
transparent walls, floorandeeil-

€.

In the interior of the “Fish-
bowl® there are no lights, wires,
telephones or other elsctrical fix-
tures, Other possible hiding
places for bugs such as waber
coolers, offtce equipment and coin
operated machines are keptata
discrete distance ouiside the
sound-proof sheil. All furniture
i$ either transparsnt plexigluss
or moulded, unupholstered plas-
te.

In sach of the four walls of the
“mother® room, inside which the
security room is located, 50
called “white noise® speakers
emit a loud howl, This hampers
ihe effectivensss of any bug which
may have somehow been hidden
in {he mother room. The plasilc
walls of the *Fishbowl” have &
20 decibel attenuation factor, thus
reducing the noise level Imlde
the security reom to one

circuit can be nolong-
er than one-quarter of an Inch
squure, an eighth ofan lnchunct,
and, navertheless, confsin
-qluvnlmi of ten transistors and
thirty or more resistors and ca-
pacliors, Forthe sake of compar-
ison, using integrated circuils,
today’'s 17 inch portable TV !nt
could be reduced lo the size' of a
box of kitchen matehes,

Wirsless bugging transmitters
are usually tuned In to the 88 to
108 me (megacycle) rangs, the
standard commercial FMband, If
& standard FM raceiver |s brougnt
within the area of a transmitting
device, and the receiver Lsslow-
1y tuned through its entire range

The same tuning technique IsTe-
peated &5 outlined for Channel 2.

Beginning with Channel 2, the
investigator can "check oul® the
transmission spectrum beiween
54 and B8 megacycles by mov-
ing progressively—and fine tun-
ing along the way—from Channel
2 to Channel 8, Beginning with
Channel 7, the frequency then
Jumps to 174 me,

It is possible with this tedious
technique, systematically *scan-
ning® the area with the rabbit
ears at each frequency setting to
sover up to 890 megacycle trans-
missions, Although this is anun-
likely range for most of today's
modarn  surveillance equipment,
the state of the art is rapidly
developing and, in the counter-
measures business, no possi-
billty must be overlooked. Also,
these high frequencies may pro-
vide the investigator with a sim-
ple method of picking up a har-
monic of a much lower frequen-
€Y.

There is ane possible drawback
to this seemingly slmple proced-
ure, If the eavesdropper ls using
a transmitter triggersd on or
off by a remote control and has
resson to belisve counter-sur-
veillanee ls being used, he can
simply tura off his bug and there
will be no signal to dstect,

The catalog of [nvestigator's
Information Service lists falrly
Inexpensive bug detectors which
are more convenient to use than

It's the greatzst fun fdes in
innocent-

looking toy is a
transmitter
The cule antennas

and clear.

in years! Concealed imide this
dny mm and miniature wireless radio

are REAL antennee. Tnér a stros nE'S
to any FM mdio within 100 feet- WITHOUT ONNECTING WIRES! Any
conversation within ear-shot of the bug will be heazd on the radio, loud

until the freguency of the bug is
ks the receiver will emita
loud high pitctied aqueal or feed-
back,

To discover the exact location
of the device, the volume of the
recetver |s cut down each time
feedback 15 heard and the search
eontinued until the approximate
location of the bugis determined,
when & visual search is made.

Since the more sophisticated
FM radios have several bands,
it 1% possible for a complete sur-
vey 10 be made of the frequency
range on which a bug Is likely to
ba transmitting,

Almost any radiorepairmanor
alectronics hobbyist can make a

for comfort,

Transactions carried on inside
such an {nstallationare relatively
bug proof, and ths Information
digcussed Ls thenas securess the
people who share in It within the
plastie room,

However, other defensive and
less expensive procedures may
be used by anyone discussing
information they desiretobepri-
vate. Radios turned on to full vol-
ume, electronic nolse generators,
or even jury rigged noise makers
—a amail plece of cardboard
placed so that the blades of an
electrie fan strike It—will all
make enough noise to make con-
versation in the room unclear
a5 faras the eavesdropper ls con-
carned,

Inslmilar fashion, record play-
ers, television sats, electrical
appliances, aven bathroom show-
ers turned on full force will mask
important conversations in a du-
blous environment, Conversation
may be more difficult but its se-
curity 1s more certain,

The ear can concentrate
on a single volce In a group con-
versation or in a nolsy enviren-
ment; a microphone is unable to
do this, It hears all noise, con-
versations or otherwisa within its

Wireless devices do not require
any physteal connection between
pickup device and monitoringunit
(earphone or tape racorder),

In this day of miniaturization,
the microphone, powar supply and
electronic transmitting eireuit
can be contalned within a single

simple on & standard
FM rtadio, adjusting the tuner's
oscillator padder to ailow it to
tune from approximately T0 me
to nearly 115 me,

Even If the bug is transmitiing
in the 30 to50 me range, harmon-
ies may reveal its presence, A
transmission at 38 me, for ex-

harmanic, 78 me; at the second
harmenie, 114 me, ete,

wuare no other anti-survell-

e equipment is available, a
-und;rd television set is another
excellent bug detector, In the

area where wirsless eavesdrop-

plu is suspected, the counier-

intelligence investizator should

first allow the set to wirm up,
then turn it to Channel 2,

When a t¥ set Is used for anti-
bugging, the outside sntenna
should be replaced with “rabbil
ears? which are then sysiemat-
{cally moved about the area. 1
the fine tuning knob Is tirned to
its far counter-clockwise posi-
tion, the TV set is wned toa

frequency of spproximately 34
megacycies, By moving the fine
tuning knob clockwise, the set is
advanced to & frequency of 60 me,
Thus the investigator moni-
tored a total of § megacycles in
the very high frequency (VEF)
band,

If a signal is detscted, thera
will be sither a visual herring-
bnm pattern or an nnﬁltorr
back mn‘l. 1f nothing is indica-
ted, the Channel leleumr nbmld
be moved to Channel 3, the
kgqnmcyauﬂnivhlchulumc.

standard FM or TV sals,

The best possible protection
against a wireless microphone (s
iis deteeﬂm and removal, Built
in to jam lons
are less effective and more cost-
ly. An experisnced investigator
msy howsver, after reasonably
determining that a room has been
bugged, !slvs jamming or antt-

devices in the roomuntil
the hidden transmitters have been
located by a complete physical
search of the area,

For greater securily, even al-
ter & room has been searched,
business firms holding top pri-
ority conferences should make
some provisions duringsuch con-
ferences for the use of back-
ground music or some jamming
device 35 @ Neon transiormer,

The problem with fammingde-
vices is that they will not inter-
fere with wired microphones and
may interfers with legitimate FM
‘broadeast transmission, bringing
down the wrath of the Federal
Communications Commislon,

Telephone taps are often used
tn with 4

which begin operating when the
phene is lifted off the hook or
people begin to speak over the
line,

strength meter, as previously
described, can detect a wirelsss
phaone tap by picking up the re-
corded time signal when this is
dialed,

Each separale telephane sys-
tam should be checked with a ra-
dio frequency bug detector, with
the handset both on and off the
hook. Breaks in the line suggest
that a lapper has heen ai work,
though with the Inereased use of
the Induction coll, no tell-tale
bared wires are left behind,

One of the simplest, least ex-
pensive snd most effective me-
thods of checking for so-called
“hot-mike” installstions on tele-
phone and ntercom systems is
by obtaining a particular kind of
induction coil called 3 *Snooper”
from a police or detective quip-
ment supplier such as the one
deascribed abova,

The most basic visual methods
of checking a phone line for atsp
is as follows:

Check the small terminal block
on the wall. Three wires should
be found running from the phone
to this block. Remove this block
from the wall and check for any
additional wires which might be
running from It Into the wall,
Also check the serews and term-
inals for seratch marks which
pould suggest the use ofalligator
clips,

Check the ouiside pole for any
wires which might be running
down the pole, [f possible, the pole
itself should be visually chacked
#since a wireless transmitter
could ba connected to a tap or an
induction unit and be hidden on
tap of tha pale.

Anather defensive method guin-
ing favor is that of using phone
scramblers which convert tale-
phone conversations into sounds
unintslligible to anyone not having
a simllarly frequency matched
scramblingunit, Several compan-
ies specialize in the sale of this
type instrument—which is bat-
tery powered and portable,

Once it |s suspected that »
phone |s bugged or tapped, aphy-
sical search of the Instrument
should be made, preferably by
someone famillar with telephone
eireuitry for extra wires and the
hard-to-detect substitute mouth-
plece, If there is some suspicion
that a telepihone Is kot-mlked, itls
wise to say nothing lmportact in
the vieinity of the phone untilara-
dio, neon transformer or some
Jamming device has been placed
next to It

Nor is It safe to discount the
possibility of the Harmonica Bug,
which shows the sophisticationof
the devices available to the u.vus-

Onee this sub-
device hss been installed Ln:ida
the phone or anywhere between
the instrument and the outside
pole, this unll ean be activated
from any place in the country,

The eavesdropper need only
dial the area coda, then the first
six digits of the bugged telephone
mumber. At this point, he blowsa
tiny one-nots harmonica or plich
pipe (hence the name), The sound
of the note generates a current
which will activats the telephona,
The & will not ring; the hand-
gat while still Inplace on the cra-
die acts as a sensitive micro-
phone transmits over the
phone line all conversations tak-
ing place [n the room, This little
goody used tobe sold in California
for $395,00,

Searasnens

Should an individual or & firm
have reason to believe that a law
enforcement agency 1s using elec-
tronie survelllance methods to
obtain fidential Information,

When 2 tapls

ted, one of the most affoctiveda-
fensive moves s to dial the re-
corded time signal, Once the sig-
nal beging, the voice-activiated

it |5 advisable to consult an at-
torney. If private individuals are
beliaved tobe using thesa methods
togatn information, there are four

bug will begin
unit is battery powered, the longer
the Hme signal is permitted tore-
peal lts mindlass course through-
out the day, the lower the baitery
of the bug will run.

If the device is running off tele-
phone or house current, this pro-
cedure will, at least, be veryag-
gravating m the savesdropper.

Angther defensive technique ls
te remove the handset from the
cradle, causing the dial tons logo
out gver the line, and activats the
tape recorder, measure Is
not affective in those parts of the
country where an operator anto-
matically comes on the line if a
phone |s off the hook for more
than 30 seconds and number is
not dialed,

The use ofan FM radio, or fleld

1. Discrete dissociation with

3, Consulistion with a law sn-
foreement ageney; or, 4. Em-
ployment of electronic countsr-
measures,

This article has no end, It runs
inte and out of such booksas Omar
Garrison's *Spy Government, the
emerging police state in Amer-
leal

It is really not possible to be
either optimistic or pessimistic;
its just important that people
know a8 mueh a5 they canandnot
give up, The right to a private,
self-fulfllling 1ife is still the goal
and even becomes clarified inthe
face of the enemy ...



