A ‘Cookbook’ of Wiretapping Recipes

Bugs

By Jo oslz
‘Washington l’m Staff Writer
The White House paid a private re-
search firm $47,000 last year to pro-
duee what amounts te a do-it-yourself
handbook for anyone who wants to
'learn the art of tapping a neighbor’s
or business competitor's telephone,
The 13-page document is entitled
“Selected Examples of Possible Ap-
proaches to Electronic Communica-
tion Interception Operations.” But it
might more aptly have been called
“Everything You Always Wanted to
Know About Wiretapping—But Were
* Afraid to Ask.
By following the easy-to-read, step-

iscovered in Priva

can pick up the fine points of eaves-
dropping on phone conversations in
“a residential area similar to that
found in Northern Virginia.” The
manual also tells how these techni-
ques can be adapted to tapping long—
distance calls or even to extracting in-
formation being sent via computer to
a data processing center,

White House officlals involved in
the project, which was initiated dur-
ing Ford administration, say they re-

ally weren't trying to bring the wire-,

tapper's skills within easy each of any-
one handy with a set of tools. Instead,
they insist, the original aim was to see
whether the public needed greater
protection from invasions of its pri-

cy Project

But somehow, something got lost in
the translation from idea to actuality.
The result was what one of the offi-
clals involved candidly calls “a cook-
book of electronic eavesdropping reci-
pes.”

The existence of this latest contri-
bution to the literature on the federal
government’s fascination with wire-
tapping was discovered by Rep. John .
E. Moss (D-Calif.), a member of the
House Subcommittee on Government
Information and Individual Rights.
On Thursday, Moss wrote to the Gen-
eral Accounting Office, Congress's
watchdog on government operations,
and requested a full investigation of

by-step instructions, the uninitiated
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vacy.
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the circumstances that pmduced t.'nln
‘remnrkable document.” o

| “Moss's discovery, also. poses some
gozenﬁany sticky froblems for Presi-
dint Carter*sul.ftaldea.muyméy
iemad nbaut the dooumt'l exist-
:ence only:cwpleddlysm
! One White House lnlltant. who
asked nnt#.o be identified, said there '
ugeneral agreement that the docu-

nt ‘should 'be kept out of eircula-
‘tion, But, lie pointed out, anyone theo-
!eticnlly c.ap get a copy simply by ask-
ng for it under jhe Freedom of ] In!on
,matlon A
“ He added thnt t.he blem would
“fot be solved if the te House de-
‘stroved thase coples in its possession:
Several bootleg copies are known to
‘Be floating around outside the White
House gates, and there’s’ no’telling:
how quickly they might proliferate in
the age of the jnatant eoprlnl ma-
chine.

‘The pmiect bagan last year in ‘the
White ‘House Office of Telecommuni-
cations Pollcy, which is charged with .
advising the President on n;tin_nq!'

electronic communications questiens,, key

William J. Thaler, acting director. of '
the office, said yesterday that the puh
pose was to determine how easy.it:
was for unauthorhed persons ot mm—

o 1y o J
cept traffic on mmmemlal oommunb
cations gystems: The infnrmhon col-
lected was to be used in | le pol-’
icy recommendations for lnma.sed le-

_gal safegnards, Thaler added.

Accordingly, OTP awarded the con-

- tract for the study to the Mitre Corp.

of McLean, Va., which has performed
research for the federal defense. md
_intelligence emblid:menh v

« Mitre's researchers concluded that

wiretapping is # relatively ‘easy thing

to'do in the Unitad St.lten, and their
findings were.. Con in., what

" Thaler describes as “two-fat; scholarly -

and highly technical . vnlumes" ‘that:

“can now be purchased from the  gov-

ernment's National Technical Infor:
mation Service for $7:30-each. ,.4* i
What happened -néxt is’ disputed..
‘Charles Joyce, a Mitre management
~ official, says that John Metalski, an
' OTP official coordinating the project,
complained that the two volumes

¢, wera too techniultu be easily under—-
wstood: -

4

““He said the mesuge doasn't come

"'muu, Joyce, reealled. “and he asked

down'into ver --J:fmm terms

e

" Motalski, who since has left OTP,
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could not bé reached yesterday far.,
comment. ‘Thaler, however, said- his *

¥ recnl!ection diﬂm from Joyce's.

“The Mitre people aaid they  had'
used a case-stydy approach and asked
if we wanted their methodology on
how to do specific- surveillances p
on p:p:r,th Thaler said. “I told them
no, bu ere apparently was some
misunderstanding. Somehow, they ap-
parently got the Mpmsion—whether
from Metalski or whoever—that we
wanted them to go ahead.”

The result, Thaler added, was that

. 'in January, in the midst of the trans- -

ition' from the Ford to the Carter ad-
mlniltnuon,"lulis »called ﬂ:lrd vol-
ume came in uninvited.” - .=
‘Thaler said, VI saw llmnfodlately
(that this wasn't the sort of material
éd out, for

- that should be
| [to gét their hands .on Aput
) tlngit out for publie: distrih n, as.’
had been done with the two,
volumes, Thaler'continued, e put'the -
12 copies of th ird / ¥o! : 5
lock and key. - :
They remainad Tocked. a%ay “until
‘this week when Moss's letter to tht
' GAOQ revealed their exigtence, © -
: ne:rli& 1?: ﬁ; _ﬂeﬁmen};{&hut ;lnmua-
i v «don the Whits -
. ‘House officlal. “But «dong; and

But jt
now we doh’t rullylmz;'what e do
about lt." !



