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Federal Computers Amass 
Files on Suspect Citizens 

Listed Have No C 

Many Among Hundreds of Thousands 

Critics See Invasion of Privacy — 

riminal Records— 

WASHINGTON, June 27 — 
The police, security and mili- 

Federal Government are quietly| 
f ompiling a.mass of computer- 

fized and microfilmed files here|' 
‘on hundreds of thousands of 
Jaw abiding yet suspect Ameri- 
icans, 
_ With the justification that a 

_|fevolutionary age of assassina- 
:tion, violent political dissent 

and civil disorder requires it, 
e Government is building an 

array of instantly. retrievable 

information on “persons of in- 
terest. ” 

The phrase is an agent’s term 
for those citizens, many with 
‘no criminal records, whom the 
\Government wants to keep 

track of in an effort to avert 

‘subversion, rioting and violence 
‘or harm to the nation’s leaders. 

i Critics of this surveilla 
So far few in number, believe 

dination of such information on 

noncriminals — for whatever 
‘purpose —- is unauthorized by 

daw: arid raises the most serious 
‘constitutional questions. 

By BEN A. FRANKLIN , 
Special to The New York Times. 

tary intelligence agencies of thefs 

that th the collection and dissem- rested for disorderly conduct!" 

Senator ue Ervin, Jr., Dem- 
ocrat of a, has 

r Jat computerized files al- 
ready in existence here are 

[leading the country toward a 
police state.” 

| DISCUSSIONS With officials, an 
examination of some known 
data files dnd information sup- 
plied by the Senator show that 
the files often contain seeming- 
ly localized “aiid tiundane infor- 
mation reflecting events that 
today are virtually common- 
place. 

The leader of a Negro pro- 
test against welfare regulations 

in_St. Louis, for example, is 
the subject of a teletyped “spot 
report” to Washington shared 
by_as many as half a dozen|: 
Government intelligence gath- 

ering groups. , 
The_name of a college pro- 

fessor who finds himself .un- 
wittingly, even innocen ntly, ar- 

in a police roundup at a peace 
rally in San Francisco goes into 

the data file. 

A student fight in an Ala- 

i ‘The foremost among them, Continued on Page 42, Column 3 
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bama high school is recorded— 
if it is Interracial. 

Government officials insist 
that the information is needed 
and is handled discretely to 
protect the innocent, the minor 
offender and the repentant. 

The critics — including the 
Washington chapter. of the 
American Civil Liberties Union. 
and Representative Cornelius. 
E, Gallagher, Democrat of New 
Jersey—charge that: the system 
is an invasion’ of privacy and 
a potential infringement of! 
First Amendment rights to free 
speech and. assembly. 

Mass Surveillance Systems | 
_ Senator Ervin, a conserva-| 

An 

tion, a former judge, of the 
‘North Carolina Superior Court, 
and the chairman of the Senate 
Subcommittee on Constitution- 
al Rights, says that the advent 
of computer technology in Gov- 
ernment file keeping is pushing 
the country toward “a mass 
surveillance” system unprecé- 
dented in American history.” 

In a recent series of Senate 
speeches, Mr. Ervin said that 
the danger was being masked 
by a failure of Americans to 
understand. “the computer-mys- 
tique”. and by the undoubted 
sincerity and desire for “effic 
ciency” of the data blank opera- 

tive, .a student of the Constitu-| 

tors and planners. 
The Government is- gathering) 

information on its citizens in: 
the following reservoirs of: 
facts: 

GA Secret Service. computer, 
one of the newest and most so-! 
phisticated in Government. In’ 
its memory the names and dos- 
siers of activists, “maicon-; 
tents,” persistent seekers of re- 
dress, and those who would, 
“embarrass” the President’ or 
other Government leaders are 
filed with those of potential as- 
sassins and persons convicted 
of “threats against the Presi- 
dent.” 

qA.data bank compiled by 
the Justice Department’s civil 
disturbance group. It produces 
a weekly printout of national 
tension points on racial, class 
and political issues and the in- 
dividuals ‘and groups. involved’ 
in them. Intelligence on peace 
rallies, weifare protests:and the 
like provide the “data base” 
against which the computer 
‘measures the mood of the na- 
Ition and the militancy of its 
‘citizens. Judgments are made: 
subjects are listed as “radical” 
or “moderate.” 

| @A huge file of microfilmed 
intelligence reports, clippings 
iand other materials on civilian 
activity maintained by the 
Army’s Counterintelligence 
Analysis Division in Alexandria, 
Va. Its purpose is to help pré-- 
pare deployment estimates for 
troop commands on’ alert to 
respond to civil disturbances in 
25 American cities. Army intel-. 
ligence was ordered earlier this 
year to destroy a larger data} 
bank and to. :stop assigning 
agents to “penetrate” peace 
groups and. civil rights organi- 
zations..But complaints persist 
‘that both are: beirig continued. 
Civilian officials of the Army 
say they “assume” they are 
not. * 
Computer files jiitended to 

catch: criminal suspects — the 
oldest.amd most advanced type 
with. the longest success rec- 

jord—-maintained by te Federal; 
‘Bureau of - ‘Investigation’s Na-: 
tional\:Crime Information Cen- 
ter ‘and: recently installed . by 
the Customs Bureau. The. crime 
information center’s computer 
provides’ 40,000. instant, -auto- 
matic teletype printouts each 
‘day on wanted persons and 
jstolen property to 49 states and 
Canada and it also “talks” to 24 
other computers. operated by 
state and local police depart- 
ments for themselves and a 
total of 2,500 police jurisdic- 
tions. The center says its in- 
formation is all “from the pub- 
lic record,” based on local and 
Federal warrants , and com- 
plaints, but the sum product is 
available only to the police...” 

GA growing number of. data 
banks on other kinds of human 
behavior, including, for exam- 
ple, a cumulative computer file 
on 306,000 children of migrant. 
farm workers: kept by the De- 
partment of Health, Education 
and Welfare. The object is to 
speed the distribution of their 
scholastic records, including 
such teacher judgments as 
“negative attitude,” to school 
districts with large itinerant 
|student enrollments. There is 
‘no statuatory control over dis- 
tribution of the data by its lo- 
cal recipients—to prospective 
employers, for example. 

Warning by Ervin 
Senator Ervin has warned: 

“Regardless of the purpose, re- 
gardless' of the confidentiality, 
regardless of the harm to any 
one individual [that might oc- 
cur if there were no computer 
files], the very .existence of 
Government files on how peo- 
ple exercise First Amendment 
tights, how they think, speak, 
assemble and act in lawful pur- 
‘suits, is a form of official psy- 
chological coercion to keep si- 
Jent and to, refrain from acting.” 

But despite his. sounding of 
such alarms, Senator Ervin has 
noted that there is “unusual 
public and Compféssional_com- 
placency.” When he speaks on 
the Senate floor of “techniques 
for, monitoring our opinions’ 

threats to 
mo the chamber is mote 
often than not neaily ‘empty: 
He hias faine e Npres-. 
sional support and scant atten- 
tion outside the Congress. 

Meanwhile, various official 
and high-level pressures on 
jGovernm rerci ac 
computers and to advance 

their surveillance are producing 
‘results. = : 

The pressures include a stern 
recommendation for the broad- 
est possible surveillance of} 
“malcontents” and potential as- 



. 

ins by the Warren Com- 
= Som Sr investigated the 
assassination of Present Ken- 
nedy. The commission‘s. man- 

tates wily Ged ite 
Government _as_the authority 
or citizen surveillance. 
The_ commission, headed by 

formé?-Ctier Justice Earl War- 
ren, disapproved as too nar- 

row, the criteria for persons to 

e brought under “nrotective” 
surveillance. 

by” the Secret Service, Thel 
eu elines sucre unduly re- 
/Strictive,” the commission de- 
‘Clared, because they required 
levidence of ncerancord 
ition of animus” by disgruntled 
anid —aCtivist —Citicens Bavore 

er ervicé surveil- 
lance as potential: “threats to 
the President.” 

_ ‘Every Available Resource’ 

“It will require every avail- 
able“resource of the Govern- 
merit to devise a practical sys- 
te as any f e 
possibility of revealing Stich 
malcontents,” thé commission 

| The guideline was broadened. 
A co +7 ¥ 

the Secret Service last January. 
The" commission’s edict became 

_&z ryeillance of persons 
‘who may be inyaled-ir ctl 
disturbances i 7 
land 1968 served the same pur- 
ipose. 
| “The Warren Commission 
and the riots legitimatized pro- 
cedures which, I grant you, 
wou ave been unthinkable 
and, ¥, unattainable trom 

The New York Times 
Senator Sam J. Ervin Jr.. Democrat of North Carolina | 

Congress in a_ different “cli- 
ate,” one official said. “There 

are obvious questions-and dan- 
gers in: what we are doing but. 
T’think eVents have shown it 
jis légitimate.” the official de- 
clined to Tuote ; 

Senator Ervin contends that 
in the “total recall,” the per- 
manence, the speed and the 
interconnection of Government 
‘data files there “rests a poten- 
itial for control and intimidation 
that is alien to our form of 
Government and foreign to a 
society of free men.” The inte- 
gration of data banks” mixing 
criminal with noncriminal files. 
ig already underway, according 

‘Integration of Files 

The subcommittee has. 
been advised by the Depart-, 
ment of Housing and Urban De-: 
velopment, for example, that 
its data systems planners have. 
proposed to integrate on com-, 
puter tape files concerning the 
following: the identities of 325,- 
000 Federal Housing Adminis-| 

‘data on “investigations of hous-| 

tration loan applicants; the 
agency’s own “adverse infor- 
mation file? the Justice De-| 
partment’s organized crime and 
rackets file, and F.B.1. computer 

“matters:’*i The object, the. 
Jépartinent said, is a unified 
data‘ bank ‘listing persons who 
may be ineligible to do business 
with H.U.D. 

As another example of how 
computer data proliferates, the 
subcommittee cites a report it 
received from the Internal Rev- 
enue Service. _. 

i The LR.S., with millions of 
‘tax returns to process, was one 
of the earliest agencies to com- 
puterize. It has also had a repu- 
tation as a bastion of discre- 
tion. The privacy of individual 
tax returns has been widely re- 
garded as inviolate, to be over- 
eome only by order of the 
President. 
* But the subcommittee has 
been told that the I.R.S. has 
“for many years” been selling 
to state tax departments—for 
$75 a reel—copies of magnetic 
tapes containing encoded per- 
sonal ‘income tax information. 
Tt is used to catch non-filers 
and evaders of state taxes. 

30 states. bought covies of the 
LR.S. computer reels covering 
returns from their jurisdictions 
in 1969, the service has told the 
subcommittee, Eeach local juris- 
diction was merely “requested” 
to alert‘its émployes that the un- 
authorized disclosure of Federal 
tax data was punishable by a 
$1,000 fine. 

Firearms Data for Sale 

The LR.S. also sells at cost— 
apparently to anyone who asks 
—~the copies of its data files of 
registrants under the various 
Federal firearms laws it en- 
forces, . 

The Secret Service computer 
file is capable of instant, highly 
sophisticated sorting and re- 
trieval of individuals by name, 
alias, locale, method of opera- 
tion, affiliation, and even by 
physical appearance. . 

The agency’s Honeywell 2200; 
with random access capability, 
makes it possible to detect, in- 
vestigate and detain in advance 
“persons of interest” who might 
intend — or officials concede 
“they might not but we don’t 
take chances”—to harass, harm 
or “embarrass” officials under 
its protection. : “ 
Unknown to most Americans, 

the names, movements, organi- 
zations and “charactéristics” of 
tens of thousands of them-—— 
criminals and noncriminals—are 
being encoded in the Secret 
Service data center here. 

The names of other thou- 
sands have been inserted in téss 
specialized computers operated 
by the Justice Department and 
the F.B.I. Although the agencies 
insist that they do not, the 
computers can—and Senator 
Ervin stresses that no law says 

The District of Columbia and 

they may not—“talk” ta each] 
‘Other, trading and comparing 
‘in seconds data that may then 
spread further across the nation. 

The Secret Service can now 
query its computer and quickly 
be forewarned that, say, three|, 
of the 100 invited guests at al: 
Presidential gathering in the 
White House Rose Garden are} 
“persons of protective interest.” 

Under current Secret Service 



| 
criteria, they may have been re- 
‘garded by someone as the au- 
‘thors of reportedly angry or 
‘threatening or “embarrassing” 
statements about the President 
or the Government. The action 
taken by the Secret Service may 
range from special observation 
during “proximity to, the: Presi- 
dent’: to withdrawal of the in- 
vitation. 

What constitutes a computer- 
lworthy “threat” thus becomes 
‘important. The Secret Service’ 
iasserts that it applies relatively 
easy-going and “sophisticated” 
standards in deciding who is to 
be encoded. But the critics point 
out that the vast capacity of a 
computer for names and dos- 
sires—unlike that of a paper fil- 
ing system, which has self-Jimit- 
ing ceiling based on the ability 
to retrieve—is an encourage- 
ment to growth. 

The information or “data 
base” for a Secret Service com- 
puter name check flows into 
the protective intelligence divi- 
sion from many sources—abu- 
sive or threatening letters or 
telephone calls received at the 
White House, F.3.I. reports, 
military intelligence, the Cen- 
tral Intelligence Agency, local 
police departments, the Internal 
Revenue Service, Federal build- 

interest” to the Federal moni- 
tors of civil disturbance data ‘is 
screened out, Secret Service 
spokesmen say, or is merely 
name-indexed by the computer 
with a reference to data repro- 
ducable elsewhere. 

According, to. guidelines dis- 
tribut e t 7 The-Types 0 

laation eolidited for msefton in 

t uter—broadened af The 
insis of the : 
mission—j ut: 

Those who would “physi 
cally harm or embarrass” the 
President or other high Govern- 
ment officials. 

@Anyone who “insists upon 
personally contacting high Gov- 
emmcnt officiats tor the pur- 
pose of redress” Of “fiaginary 
Brievances, etc. 

is GThose who i 
“professional gate crashers. ” 
~#Participants in "antl Ameri 

can or anti-U. S” Government 
demonstrations in the United 
States or overseas.’ 

In an interview, Thoma 
Kelley, assistant d l 

MNgERCe Se ea eligence, said the computer 
name insertions alréady totaled 

an ecret 
rvice is & careful, he 

said, both in evaluating the en- 
ing guards, individual infor- 
manits. 

Much of it that may be “of 

coded subjects and in checking 
to determine that those who re- 
ceive a printout are entitled to it. 

But there apparently is no 
formal guideline or list of cri- 
teria for dissemination, as there 
is for insertion. And direct, 
automatic, teletype access to the 
computer from distant Secret 
Service bureaus — the system 
used by the airlines and the 
National Crime Information 
Center — may be the. next step, 
Mr. Kelley said.?. - :*, 

Nothing* ‘denionstrates how 
remot@ . access multiplies the 
output-of a computer better 
thanithe crimé.information cen- 
iter’s.; ; System, started by the 
EBL: in 1966.,. 

With: direct-access teletype 
terminals in 2)--state capitals 
and large cities, the information 
center’ computer. here can be 
queried directly by local police 
departments ‘on the names, 
aliases, Social Security -ngm- 
bers,: ‘Jicense tag. numbers.” arid 
a broad’ array of stolen: goods|# 
(including < boats). that com 
hourly before the: ‘police 

An officer Wea patrol carl 
tailing a” suspicidiis car cai 
radio his’ dispatcher, ask format 
check ofa license’ ‘number, “aiid 
be told by teletype: ‘and: radio 
in less thatz. a minute that) the 
automobile: is stolen’ and ‘that 
its occupants»'may be. “armed 
and dangerous.” * 

' With one of the newest and 

a 
ZZ 

jimost | sophisticated: random ae- 
cess’: computers : ‘in Federal serv- 
ice, the Secrét-Service data cen- 
ter can also. perform some 
wizardry that-no other equip- 
ment here cam master. It can 
be ‘ordered, for example, to 
print out a list. of all potential 
trouble makers — “persons of 
protective interest”—at the site 
of a forthcoming Presidential 
visit. The random access scan- 
ning can be geographical. 

_jcan be assembled-for the travel-}- 
irtg White House details Investi- 
gations, even detentions, can 
be arranged at the site. 

“You take a waiter in a hotel 
dining room where the boss is 
going to speak,” a Secret Serv- 
ice spokesman explained. “Let’s 
say the computer turns up his 
name and we investigate and 
decide it would be better for 
him: to be assigned to ~sorne 
other duties! No ehe has a con- 
stitutional right to wait on the 
President, you know, That's 
how it works.”.” 
Cued by another more elegant 

electronic program, the same 
computer can also produce all 
the information it contains on 
the “characteristics” of subjects 
encoded on its. tapes — all the 
short, fat, Jong-haired,.“ young 
white campus activists in. Knox- 
ville, ‘Tenn., for example.. Only 
the Secret Service computer 
can do that. = 

The. American Civil Liberties 
Union: office here . protested|~ 
last October that. the Constitu- 
tion protects such acts as” an 

Photographs and.descriptions|™& 

effor merely to “embarrass” a 
Government official, the per- 
sistence of citizens in seeking 
redress even of “imaginery” 
grievences, and their participa- 
tion in “anti-U.S. Government 
demonstrations.” The Secret 
Service, however, has declined 
to withdraw or amend its in- 
telligence reporting guideiines. 

“They seem satisfactory to 
us,” aid. “If we 
werent gettign the information 
We want, we'd change them. ” 

Under the héadiiig, “Protéc- 
tive Information,” the guide- 
lines read as follows: 

“A. Information pertaining to 

a threat, plan or attempt by an 
individual, a group, or an or- 
ganization to physically harm 
or embarrass the persons pro- 
tected by the U.S. Secret Serv- 
ice, or any other high U.S. 
Government official at home or 

tabroad. 
*.“B. Information pertaining to: 
mdividuals, groups, or organi- 
zations who have plotted, at- 
tempted, or carried out assassi- 
nations of senior officials of do- 
mestic or foreign governments. 

“C. Information concerning 
the use of bodily harm or as- 
sassination as a political weap- 
on, This should include training 
and techniques used to carry 
out the act. 

“D. Information on persons 
who insist upon personally 
contacting high Government of- 
ficials for the purpose of re- 
dress of imaginary grievances, 
étc. 

“E. Information on any per- 
son who makes oral or written 
statements about high Govern- 
ment officials in the following 
categories: (1) threatening 
statements; (2) irrational state- 
ments, and (3) abusive state- 
ents: 

“, F--Information on profes- 
sidnal: gate crashers. 

“G. Information pertaining to 
‘terrorist’ bombings. 

“H. Information pertaining to 
the ownership or concealment 
by individuals or groups of 
caches of firearms, explosives, 
or other implements of war. 

“TI. Information regarding an- 
ti-American or anti-U.S, Gov- 
ernment, demonstrations in the 
United States or overseas, 

_ “J. Information regarding 
civ. i disturbances.” 

*Sénator Ervin, who is noted 
Tor a piquant sense of himor, 
said in a speech a few months 
ago: “‘Although I am not a ‘pro- 
fessional gate crasher,’ I am a 
‘malcontent’ on many issues. 

““T have written the President 
and other high officials com- 
plaining of grievances that 
some may consider ‘imaginary.’ 
And. on occasion I may also 
have ‘embarrassed high Gov-! 
ernment. officials”. ° 
“Based on. the guidelines, the 

‘Senatot asserted, he himself is 
qualified for ‘tle computer, 


