-

abstracted, or destroyed, and fails to make prompt report of such loss,
theft, abstraction, or destruction to his superior officer—— - :

. Shall be fined not more than $10,000 or imprisoned not more than
ten years, or both. ~ o c
{g) If two or more persons conspire to violate any of the foregoing
provisions of this section, and one or more of such persons do any act
to effect the object of the conspiracy, each of the parties to such con-

: spiracy shall be subject to the punishment provided for the offense
which is the object of such conspiracy. SR ‘

o _"18 § 794. Gathering or deliveﬁng defense information to aid

foreign government .

- {a) Whoever, with intent or reason to believe that it is fo bé ased
" to the injury of the United States or to the advantage of a foreign na-
. tion, communicates, delivers, or transmits, or attempts to communi-

- cate, deliver, or transmit, to any foreign government, or to any faction -

or party or military or naval force within a foreign country, whether
~ recognized or unrecognized by the United States, or to any represen- .
tative, officer, agent, employee, subject, or citizen thereof, either di- .
rectly or indirectly, any document, writing, code book, signal book,
sketch, photograph, photographic negative, blueprint, plan, map,

" - model, note, instrument, appliance, or information relating to the

‘national defense, shall be punished by death or by imprisonment for
any term of years or for life. . : ' : -

(b) Whoever, in time of war, with intent that the same shall be |

- communicated to the enemy, collects, records, publishes, or communi-
cates, or attempts to elicit any information with respect to the move-

ment, numbers, description, condition, or disposition of any of the

Armed Forces, ships, aireraft, or war materials of the United States,
or with respect.to the plans or conduet, or supposed plans or conduct
of any maval or military operations, or with respect to any works or -
measures undertaken for or connected with, or intended for the forti-
fication or defense of any place, or any other information relating to
the public defense, which might be useful to the enemy, shall be pun-
ished by death or by imprisonment for any term of years or for life.

(c) If two or more persons conspire to violate this section, and one

or more of such persons do any act to effect the objeet of the eonspir-

" acy, each of the parties to such conspiracy shall be subject to the pun-

ishment provided for the offense which is the object of such conspira-
ey.- . )
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§ 798. Disclosure of Classified Information

(a) Whoever kx;owingly and willfully communicates, furnishes,
transmits, or otherwise makes available to an unauthorized person, or
publishes, or uses in any manner prejudicial to the safety or interest

of the United States or for the benefit of any foreign government to

‘the detriment of the United States any classified mformatzon—-

(1) concerning the nature, preparation, or use of any code,

cxpher, or cryptographic system of the United States or any for-
exgn government- or :

- (2) concerning the desngn constructlon, use, mamtenance, or .

: Tf repair of any device, apparatus, or appliance used or prepared or

. planned for use by the United States or any foreign government- o

for eryptographic or cormmunication intelligenee purboses; or

(3) concerning the communication mtelhgence activities of the ,

g ‘Umted States or any foreign government; or

_ - (4) obtained by the processes of communxcatmn intelligence
] ,from tbe communications of any foreign government, knowmg the
same to have been obtamed by such processes— .

Shall be fined not more than $10 000 or 1mprlsoned not more than S

" tenyears, orboth, . . o
" (b) Asusedin subsection (a) of this section-'-.- o

" The term “classified information” means information which, at the =

time of a violation of this section, is, for reasons of national security,
specifically designated by a United States Government Agency for lim-
ited or restricted dissemination or distribution;

The terms *code,” “cipher,” and “cryptographic system’ include in

their meanings, in addition to their usual meanings, any method ef -
secret writing and any mechanical or electrical device or method

used for the purpose of disguising or concealing the contents, signifi- .

- eance, or meanings of communiecations;

. The term “foreign government” includes in its meaning any person
or persors acting or purporting to act for or on behalf of any faction,
. party, department, agency, bureau, or military force of or within a
foreign country, or for or on behalf of any government or any person
or persons purporting to act as a govemment within - a foreign
- country, whether or not such govemment is reeognized by the
Umted States; , o

The term * commumcatlon mtelhgence” means all procedares and
methods used in the interception of eommuniecations and the obtaining

of information from such commumcatxons by other than the mtended
recipients; :

" The term “unauthorized person” means any person who, or agency
which, is not authorized to receive information of the categories set
forth in subsection (a) of this section, by the President, or by the

" head of a department or agency of the United States Government

" which is expressly designated by the President to engage in commum-

cation intelligence activities for the Umted States.

(¢) Nothing in this secticn shall prohibit the furnishing, upon law-
“ful demand, of information to any regularly constituted committee of
the Senate or House of Representatives of the United States of Ameri-
ca, or joint committee thereof.
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Tit. 50, § 783.

A

. § 783. Offenses—(a) Consplracy or attempt to estabhsh tota.htan- »

an dictatorship -

"It shall be unlawful for any person knowmgly to combme con-
spire, or agree with any other person to perform any act which
“would substantially contribute to the establishment within the Unit-
ed States of a totalitarian dictatorship, as defined in paragraph (15)
of section 782 of this title, the direction and control of which is to
be vested in, or exercised by or under the domination or contrel of,
_ any foreign government, foreign organization, or foreign individual:

- Provided, however, That this subsection shall not apply to the pro-

posal of a constltuhonal a.mendment.

T O jention of cl ’ned Informatlon by Government officer or employee

(b) It shall be unlawful for any officer or employes of the United

States or of any department or agency thereof, or of any corporation

the stock of which is owned in whole or in major part by the United '

States or any department or agency thereof, to communicate in any
"‘manner or by any means, to any other person whom such officer or
employee knows or has reason to believe to be an agent or representa-

- tive of any foreign government or ar officer or member of any Com~
munist organization as defined in paragraph (5) of section 782 of this

title, any information of a kind which shall have been classified by
the President (or by the head of any such department, agency, ot

- corporation with the approval -of the President) as affecting the se-
- curity of the United States, knowing or having reason to know that

such information has been so classified, unless such officer or em-

ployee shall have been spéciﬁcally authorized by the President, or
by the head of the department, agency, or corporation by which this

. ¢ficer or employee is employed, to make such dxsclosure of such in-
' {ormatmn.

. - . Becelpt of, or attenpt to receive. hy fore!gn ngent or member o!

Communist or

y iSed ing tion

(c) It shall be unlawful for any agent or representanve of any
{orexgn government, or any officer or member of any Communist or-
+genization as defined in paragraph (5) of section 782 of this title,
inowingly to obtain or receive, or attempt to obtain or receive, di-

- recily or indirectly, from any officer or employee of the United States

#r of any department or agency thereof or of any corporation the

- stock of which is owned in whole or in major part by the United
States or any department or sgency thereof, any information of a -

". Yind which shall have been classified by the President (or by the head

+f any such department, agency, or corporation with the approval of

{he President) as affecting the security of the United States, unless

“ipecial authorization for such communieation shall first have been »
otained from the head of the department, dgency, or corporation

laving custody of or control over such informatiom.

Mo ¥enalties for violation

--(d) Any person who violates any provision of this section shall,

. wpon conviction thereof, be punished by a fine of not more than
- 410,000, or imprisonment for not more than ten years, or by both
such fine and such imprisonment, and shall, moreover, be thereafter

ieligible to hold any office, or place of honor, profit, or trust created
by the Constitution or laws of the United States..

il
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’é;‘; ' - Limitation perlod ,
,‘.i‘frf‘(e) Any perso;x'may be prosecuted, tried, and punished for any
Tolation of this section at any time within ten years after the com- |

¥atute of limitations: Provided, That if at the time of the commis-
* }on of the offense such person is an officer or employea of the United
: %tes or of any department or agency thereof, or of any corporation
o 133 stock of which is owned in whole or in major part by the United
%t&t or any department or.z2gency thereof, such person may be pros-
- 3uted, tried, and punished for any violation of this section at any
. Sme within ten years after such person has ceased to be employed

- Bauch officer or employes. -
o S ' S Membership as not violatien per se e T .
- {t) Neither the holding of office nor. membership in any Communist

~ organization by any person shall constitute per se 2 violation. of subsec~ - -
tion (z) or subsection (¢) of this section or of any other criminal statute.

.| Asamended Jan. 2, 1968, Pub,L. 90-237, § 5, 51 Soat. 765.

Zission of such offense, notwithstanding the provisions of any other \
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INFORMATION AND DATERIAL
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" ernment readily availadle fo the publle.
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" referred to as classified inlormation or
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material In this order, iy exprossly ex.
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>3 In this order shail Includs agen-  (B) Downgrading and declassidication ] -

‘:; z:‘ﬁth»z' Kovernmental unit, R authority may snlso ba exercised by ag 3

(A} T authority to origisally classify  ofricial specillcally nuthorized under regy.-. §

informatinn or material undass this nrder lations_ issued by the head of the Depare-4

A3 “Tup Secrel” shail be exervised only n}en: listed Ja Sections 2(4) or (B) Bereeg)
O] .

hy sueh officials as ths President may . ) .3

: dﬁsifm’.ne in writiog and by: - (C) In the casa. of elasaltiad !r.tlol'mzax-.-_gé=
{1) The heads of the Depastments list. tion or material offictally trans{erred by
ed bsigw: OF pursusal to statuts or Exeentive otder g

{2y Sueh of thair senior prineipal depu- in ‘cuajunction iwirh & transise of Tuneegl
ties and =mssistants ns thae' heads of such tion 2nd not merely for StOraie Darposes, HE
Bepariments may designate ia writing; the receiviay Dapartment shall bew demmed jl
aud . . . to ba tha oriﬁ!nauaxl;. Depuémnu;z tl‘“c.l _ati;;

3) Such heads snd@ senior principal Ponposes under this or cer locluding

. deﬂm:im and assistanta of major elemeats COWngrading and declasaizication. j

of such Departtmenm ;5 the,t' he:xd:;ﬂ 2: b D(l:)) In ﬁwﬁciua t(:rrq.r-_!::ss'llﬂevti int&mﬁss 3

‘h Departments may designate in - o Oor material notb officially transias
- jah Depastme v evgm . plinia (C) sbove. Dut originated tn & De3
' Such offices In the Kxeentive Office o D s, vRick Ra3 since ceased ro exiar, i
- V'the Frosident oe the President may 2cB Department iu,?osspsamn shall ho ¥

desiznate in writing . P

encral Intelligence A%gﬁ.-h-pment Ag. dnformation” or material may ba dowste 5
¥

s Rosearch and

: Eraded and declassified by the Dapact-
n gﬁ’;‘ﬁf}‘:&"gf Stata - _ ment 3{: pcgsession after clonauldng with §
Depactment of the Treawnry " Ia:{h‘:Lsgrbjecengf:gggu having an interest é
Brepacicent of Detense S (E) Classitled Information or materla} £
ge]‘_‘?;“gggzg gg gg: é‘f“ﬂ " ... traunslerred to the Ceneral Services Ad- 3
: AT » e N 3 -
. Departmant of tha Aln Force .. Minlatratlon for sccession into the Ar

. Caited S;a:;s Arzy Control and Disar- 3%3%5@*24“3&?&%?3“&3}32 A!::“'
- e Tament R )

Eef - ¢hivist of t2a Cnited States in accordan,
" Depactment of Justive . in. With this order, directives ol the Presj. §
' 3"!‘5,:;';2) sleronagticy tnd Spacs Admin- dent issued: through the Natlonal Seeucts ¢

“Agener Zor Yaternational Development :{e %’:;f;émiig_p eriinent regulations of 3

f2 The authority to originaliz classif i . ;

) !ns-f:"::»:f:ian 1m' matyerixl né:d:‘; t'hig orde{- AF) Classifial informativn o material .
B oiets shall ba exerclsed only by: WHR Spevial markiaws oo do bed fa

| oY Officiuls who have “Top  Secrop Section 5, shall be downgradsd 2ad de-

- - elassitication nuthority; - .€lassified as required by layw znd govern-
and? Jarh snbordinates ns offivials with U3 regulations :

T “Top Sectat™ classification authority un. See. 3. Classlication Esch person
der (A} (1) and {2) above may dastgnate po3seasiny classifylngy. authont_r shall ha
In writinz; and - Zeld aceouatable Ior the Propriety of the |

. 6D Tha heads of the following nameq C€Ssiflcatiing attributes to him. Both |

s

Departments and sueh senior priceipal ?inne{cessuﬁac I‘fl“ssmc_‘":‘?’:}“”d "7??;°}3§s"

T Cepulias oz assistants ag they may desig. riC2tlon & b2 avoidad. Classilication .
‘mate in writine, : = shall ba solely on_the basks of nsticanat
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tive onder, Yevel  Tthat  authorized classifeation in
Sat 3 Anthority tn Downeswls al elassifie? Jea

o

and  pach casa paat

Deglansify. The authority to Tde nrder chall judieate on its face $h= iden-
Dol Qo ¥ national secy BEOTMA gy of the hie €3t anthority a izing
Nion uo matetial shall be exercisag as fol- classification. Where tha viduat
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et Organizétion. Classiixd  intormation’

or material furnished to the United
states by = foreizo governmenk oc inter-
patfonal  organization shall either retain

i3 origioal classification or he assigned

a Lnited Stales classitication. In either
case, the classification shall assura a de-

gzea of protectlon eyuivalant to that re--
. guired by the government oI lnternation-

al orxanization which furnished the in-
formation or matarial. s

{D} Clasaificotion  Responaidililios, A
holder of classifiad information or matew
tial shail observe and vespeet tha classili-
cation assigned by the originator. If a

.holder beliaves that thers i3 unnecddsary:

classification, that the asaigned claasifi.

cation Is improper, or that the docoment

is subject to declassilication under this |

order, he shall so -inform the originator
who shall thersupon re-saxamine the clase
sification.

See. 5. Daclawsillestion nad Downgrads
Inx.. Claasilied information and material,
wuless doclassifled eazliar by the original

. ¢lazaifying authority, shall be declassitled

and downgraded in accordance with the

" Iollowing rules:

(A) Genernl  Dzclasmification  Scheduls,

" {1} *Top Serret.” Information or materis

al originally clasalfied “Top Seeret” shall

- beeome automaticatly downgzraded to “Se-

ccet™ £t tha end of tha second full ealen-

. dar year following the year in which it
- was originated, downagradad to *Confi-

@ential” at the end of the fourth full cal-

" endar year followinz the year in whlich it
way originated, and declassified at the
‘end of the tenth full calecdar year fol-

lowing the year Ia which it was orlgi-

. . eated,
. (D) “'Secrer.” Iaformation and material

originally classifled *“Seeret” shall be-
come automatically downgraded to *“Con-
fidential” at the end of the second full
calendar - year following the year in
which it was orisinated, and deelnasilied
at the end of rhe eizhth fuil calendar
yaar following the y=ar in which it was
vririnated. -~

{3) *“Contidential” - . Ialormation and

materia) originally classified *Confiden- '

tial” shall bacoms automatically declassi-
fizd at the end of the sixth full calendar
yaar following the year in which it waa
vriginated.

' {B) Examplions from Genzral Declassi..
ficotion Schedels. Certain classilied io-

fosmation or .naterial inxy warrant ssmne
flzerea of protetlion for a period exceed-
ing that provided in the General Declus-
siication Schadule.  An official autho-
rized to orizinally classity iaformation or
1izatesial BTop S2eret” niay exampt from
the Ceoneral I>2classification Sch=dule any

tevel of riassitied informative or materiat
- orizinated by him or under hls supecvi-

sion 32 it falls within on2 of the catego-
ries desectbed balow. In each exse such
official shall sperify in writing on the
materinl the exsmption catesery  b2ing
clapraad and, 3 impnssible, a gate oF
event for automatic dechssification. The
gse of the exemption autherity shall be
kent to tne absolute mioimum consistimt
v pational security requirements and
21l ba resiricted to the following cate-

Cepies:
1

11) Classified infarmation or material
1Y had by fursizn gsovernments or in-
tecnarional orzanizations and hetd by the
I'nited Srates on the undesstanding that
ir ba keot in coulidence. :

(2) Cinzsifiad information or milerial
spevificaliy covera) by statnte, ‘or per-
ing to eryplozraphy, or disclosing in-
£E1C2 SMITCR# HT el N
V ClrasiZiel informration o2 material
losily a ay¥siam, an.  Instatlation,
e o specilic fureiza relacions mat-

. £ .
t2> "the continuing protection ol which i3

e:sential to the natlonal securily.

© (%) Clagsilied Iaformation or ma.f.erial

tha disclosure of which would placa 2

person in immediate jeopacdy. -
(C) Mendatory Reviawe  of  Exsmpls

Moterial, Al classifisd Information and

- material originated afrer tha effective

date of this order which is exempted un-

‘der (B) 2bova Zrom the Gemaral Declassi-

fication Schedule shall ba subject to a
classification revisw by the origloating-
Departmant at any time sfter the expira«
tion of ten years from the date of origin-
provided:

(g.) A Department or member of the
public requests s xeview; I

(2) The request desctibes the record
with sufflclent particularity to epable the
Degn-tment to identify it; and

(3) The record can be oblained witl
only 2 reasonable amount of effort,

Information or matertal which no longes

unalifies for exemotion under (B) abave

shall be declazaifled. Information or ma-
terial continuiag to qualily uonder (B)
shall ba so marked and, unless imposils
ble, 8 date for automalic neclassification
shall be set. ' -

(D) Applicability of ihe Cenerol Do’
clcasificction  Scheduls o Previously
Cleanfizd Materiol. 1aformation or rma-
terlal classified bafoeo the efizetivey dsta
of this order and which I3 assizaed to
Group + under Executive Order No. 10301,
2s sameonded by PExecutive Ordesr No.
10974, shall be subject to the Generst De=
ciaasification Sckaduls. All other infor-
mation or material classiifled belore the

eifective data of thls order, wiether or .

not 233igned to Groups 1, 2, or 3 of Ex~
ecutiva Order No, 10301, a3 amended,
shall he exclud>d from the General Dee-
claasiflcation Schedule. Howerver, abk any
tima after the expiratlon of ten years
Zrom.- tha date of origin it shall be sube
ject to a2 mandatory classiticalion review
and disposition under the same condis
tions and criterla thal appiy to: classilied
information and material created after
the effective date of this order as set
forth in {(B) and (C) sabove,

(E) Decloasiticarion of Clcasified Infor=
mation or 2feteriol Aftsr Thirty Yesrs.
ARl clasaified informatiomr or materiail

which i3 thicty years old or mors, wheths -

er ociginating befors or ailer the eflec-
tiva gute ol this ordes, shall bLe declassi-
fied vader the followinZ congditions:

(1) AN information 2nd material classl-
tied aftes the effective date of thiz ozder
shall, whether or pot declassification has
baen tequestad, becoma automaticaliy de-
classified at the epd of thirty full ealens
dar yearz after the date of its orizinal
classitiontion except for speh specificailly
identifiad information or materizf whicl

-the head of tha oriuinating Depariment

personally determinas in writing at that
tice to raguire continued protectioa be-
eausa such continuad protzelion i< esSen—
tial to the nalional security or disclusure
would plare 2 p=:3oa Ix tinmadinbe jeop-
awdy. [Lit such case, the head of the De-
pactment shali alsw specily- the period oi
continued classifieation. ’

(2) AN iafvrmativn asd material classi-
fied helora the effoctive date of this or-
cer and suore thaa thizty yzars old shall
be systamativally reviewed foz Coclaasiil-
cation by the  Archivisi of the United
Statea by the end of the thirtiety full
catendar year foilowing the year in
which it wes origirated. Iz his roview,
the Archivist will separate and Ke=p pro-
tooted only such lnfosmation e mmtzrial
as i3 specificaily identiZted be the bead
o the Depattment iz accordance - Wilh
(E3(l} abuva, In such case, the head of
the Depatiment shall also speeily thy pe-
riod of continued claasilicatton.

s
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[F) Depcriments Which Do Not EHevs
Y 3 For Originsl Cloasification.
isions of thiz section relating to
the & 33ificatina of national secasity

Autho

© jaformatipn or smaterial shall apply to

artmeaats which, under the termas of
?hg ordzr, do not have curzent authority
to orizinally ciassily information or ma-
terial, but which formerly had such au-

‘thortts undar previous Executive orders.

Sec. 8. Policy Direwtlves on Access,
Marking, Sofekeening, Accountability,
Transmission, Disposition and Deatrue-

- tion o2 Classifled Information and Mae

terial, The President actiag through the

. Nationa) Seearity Council shall issus gi~

reetives which shall be binding on all De=
pactmeants to protect classified informaw
tion from los3 or compromise. Such die
rectivés shall conform to the following
policies: .. )
NXo person shall bs given sccess to

,cl:f;?i.ﬂed ‘i’ntormatlon or material nnlesy

such person bas been determined to be
trustworths and uniass access to sueh in-
formation is necessary for the performs
azce of his disties, ’

() AN classified !nrorm‘auon'and mu-i

tarial shali be appropriately and conapic-
uously marked to put aill persons o elear

- motice of its classified contents.

(C) Ciassified information and material
rhull ba used, possessed, and stored cnly
undst coaditions which will Drzvent ace
c2s2 Ly uaauthorized persons or dissemis
nation 10 voauthorized persons.

(D) All clasaillied information and na-
terial disseminated outsida the exerntive
brapeh nader Executive Order No. 10353
[s:t out as a nmote nader thiz seetivn) or
otherwise shall be properly protected. >

{¥) Approp:iate acconntability records
faz classitied information shall b2 estab-
lished azd maintained and sach informa-
tioa exd material shall he proiected adae-
quateiy duving all transmissions,

{¥") Classifi=d indormation and material
no lonzer neaded ia curcent wotking files
or In: refetenca or record purposes shall

. be &2stzoyed or disposed of ia sccovdance

with ke Tecords disposal provisions con-
fzla2d in Chapler 33 of Title Lt of tha

- Unirad Stazas Coda [sectiona 3201-231% of

. 8hall ha reviawed

| oenrity

Titi2 +%. Pudiic Printing ana Docume=nts]
and nlasT applicehls statutes.

(G) Classilied Information or material
o a systematic hasis
97 tha purposa of accomplishing downe
grading daclassificetion, trans?ay, rotivee
mani aad destruction at the easlicst I oae-
ticabis date, :

Sew. 7. Implementation and Review R

“sponsibilizies. (A} The Nazional Fecurity

Counl shall monitor the implemeniation
of Fhis erdec. T asuisc the Nutional Se-

ting I
. €
LA 35

w Committee shall i.2.establish-
22 of 2 Chairman Qesiznated
President, the Archivisz of tha

- Unita ¥zates, nnd representativea of tha
F

3 of State, DeZense and Jus-
2Ty Reseazch and bevelsp.
nistraiion, the Ceatral Intalii-
Ernid Aoonsy and the Nartinpal Naenrity
Coues? . Represeatatives ¢f othas
Deparicients in the executive branch may

Doparim
tives, 7l £
mant Ak

- be iavited to mest with the Committes on

maniters of porciendar interest to. these
Depurimens.  This Committes shall maot
el onoa contiouing basis 3hall
1 take actior tn easuve compli-

ts oTder, and in particotar:

2 Committes shall vversea  De.
. PALIRtNL wetions to ensur2 compliznecs
with

*ovisions of this wrder amd im-
irectivey jssued by tha Pres.
s the  Nationsl  Securicr

K ~31

vil an Iotstazeney Clissilica- .

ceive, conslder aod take action on suz-
Beilions and complaints from persons

" ¥ithin or without the sovernment with

r2spect to the administration of this or-
ger, and in consultation witty the aflected
Depattment or Uepartments nssuce thal
appropeiata activn i3 taken on such sug-
gestions and complainta, .
{3}y Upnn  request o the Commitlee
‘Chairman, any Department shall focnish
to the Committee any pacticular informa-
tion or materlal need2d by tha Committee
in carsving ont its functions,

To promots th= basie purposes of
this order, the head of eamhk Lizparement
originatiag or Fandling classified infor-
mation or matarial shali: -

{1) Prior to the effective date of this
order submit to the Interagancy Classifi~
cation Review Commitiee for spproval a

. copy of the regulations it proposes to

adopt pursuant to this order. . .

(2} Deasignata a senior .memher of his.
statt who shall ensurs effectirs compli+
ance with and implementation of this or-
der and shall also chair a Depactmental

. committes which shall have authority to

act on all sugzestions ang comnlaiots
With respect to the Department’s admine
Istration of this order.

(3) Undertike an initial g!ogi-a:n tor

familiarize the employees of his Depart-
ment with the provisions of this nrder,
He shall also establish and maintain fe-
tive training and orientation .progtama
for employees coacerned with elassitied
Infcrmation or material. Such pro Tamrs
shall include, as a minimnm, the br efing
of new emgloyees and periodie reorianta-
tion d=ring emplorment to impress zpon
each individual his re3ponsibility for ex-
ercisiny vigilance and. care in complying
with the provisions of this order. Addi-
tioaally, upnn termiration of ‘employment
ot contempiated temporary sepazation for
a sixtv-day period or nove, employees
shall be cebriefed and each reminded of
the provisicns of the Criminal Coda nad
other applicable pruvisions of law relat-
ing to pesalties for unauthoerized disclo
sura, )

of the head of a Departmear his duiy
desiznated represanrativ , 0z tha Chair-
man of tha shove described Commiztes,
shall parsonally oc tirvough authorized
Tepresentatives of the Daoartment of Jus-
tive rander an iaterpretation of this order
with respect to any quesiion arising in
the counrse ol its rdrinistratinn.

See. 5. Materlal Coveredt by tho Atomis

Energy Act. Nothing in this order shall
suparsade aa¥ poqaicaments made by or
undar the Afomie Eneroy Aot of Argast
30, 1558, ax amended Feontion 2011 et s,
of Tiela 42, The Puldic Mealth and ‘el
fare]. “Raziricted Data and malerial

- Qesizpated a3 “Formerly Pestricted 3 .
Dara” shall ba handled, protected, clezaj. ¢
fied. duwngraded and daelassified i con- -

formicy with che provisions of the Atom-
fc Ensroy Acf of 1453 as amended, and
ations of the Enerzy Pesaareh
aid Devsiopment Administeation.

Sec. 0. Specisal Depatimental Arranzae
ments,  The orivinating Depactment or
other apuroprinte authaerity may inepose,
in conformity with the provisions oi this
ordex, spacial requirements with respect
to accesy, diziribution o protertion of

< v 2nd matesial, o
which presently relate to
ons  ingellizenes, Intelligence

sonrces end mathods aand cryptogruphy.

Sec. 10,  Exceptional Csses. In an ex-
ceptinaal .case when p person or Deparct-
ment uot suthorizad ta caassify informa-

. whiech is be-.
t{iviy, sueh par-
son or Dznartizent shall pooleet that ine
formalion in the mannes- Proseribed Ly

(C) The Attorney Genersal, upon requestb

ey Ly

L Ll A TR TP TR T
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" papers. 'Tha Archivist of the United
. States shall have authority to review and

" by Xormer Gove

that classified in
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. this orlec. Such persons or Department

shatl transmit ths iaformation forthwitli,

- guidlre nppropriate safeguards, to the De-

partment heving primary iu.tere_st in the
sabject matter with a roquest that a de-
tesmuinaiion b2 made a3 to claasilicsiion.

Sue. 11, Declasalileatlon: of Prealdeatial

declussiiy  ioformation  and _ material
which has been claisifiad dy a President,
his White Housa Staff or special commit-

t=a or commission appointed by him and-

which the Archiviat has ia hia custody at’

azchival depoaitery, including a

. any

v Priaidential Libsaxy. »nch &eclassifica-
tion shall ealy be. undarxtaken io accord
v.éith: - {i) the terma of tha donor's deed-

girs, (5i) conaultaklions with the Das

o
- partments having a primary subject-mat-

tes interest, and (i) thke provisions . of

" Section 5

. Sec.12. Mistorical Rovaarch and Access
mmens Ofriclals, The
reguirement in Seetion 6(A) thal acces

© . to classified informatiom or material be
‘ grant=d only as i3 nece23ssary for the per-

tormance of ona’s duties shall nmot apply
to persons outsida the' exeeutlve branch

-who ere enzaged In lhislorical research

prejects or who have previously occupied
policy-maXking positions to which they

" were sppointed by ths. Prasident: FPro-

rvided, however, that in each case the

chead of the originating Depactment.
. shall: I .

(i} determica that access is clearly con-’.

slstent with the iaterssts of national se-
curity; end .

{(ii) take appropriate steps to assure

fgrmation or material i3

not publishad or otherwise compromised.

Access grantad & person by reason of his

havicg previously occupied a policy-mak-

“ing pusition shall de limited to those pa-

pers which the former official originateq,

. WATIONAL SECUBITY COUNCH, DIRECTIVE OF MAY 137, 1932 B
. May 17, 1972, 27 F.R. 10033 i . - e
CLASSIFICATION, DOWNGRADING, DECLASSIFICATION AND SARE. =
- GUARDING OF NATIONAL SECGRITY INFORMATION .
The President has directed that Executive Order 11832, “Classification and Daclassi-
fication of National Secusity Information and MMaterial” approved March 8, 1972 (37
F.RB. 5209, Masch 10, 1972) [set out a3 a note vader this section} be implemented in

gucordance with the following:

1 AUTHORITY 10 CLASSIFY
A. Personsal nod Nonedelegable. Clas-

sification autlority nay be exercised
.onty DY tlose officials who ace desigaat-
.ed by, or In writiag pussusnt to, Section

2 of Fxecutive Order 11632 (haveinaller

the *“Ocder’) [set out a3 a note nudar
this section]. Such officials may classify
information or matersial ealy 2t the level

reviawai, sign2d o reezived while in
public oftice. .

See, 13, Adxlnisteative nnd Judiclal
Action. {A) Any officer or employee of

the United States who unoeceasurily clas-

sifies or overclassifies information or ma-
terial shall be notified that his actions.
ave in violation of the terms of this or-
dee or of a dicective of tha President is-

.sued through tha Natienal Seeurity Coun-

cil. Repeatad abuid of the clasailication.
process shall be grouads for an adminis-
trative repriman
the Departmental committze or the Inter-

agency Classilication Rervizw Committes

finda_ that unocecessary clasaification or
overclassitication ha3s occurred, it shall |
rmake 8 report to the haad of the Depars~.’
ment conceroed in order that correetives
steps may be taken, AN .

In 8Dy casa where

s

{B) The head of each Department i3 .

dlrected to take prompt znd stringent
administrative action agsainst aay ofticer
or employse of tha Tuited States, at any
level of employmant, determined to have:
been responsible for any relezss or Qis-
closure of nacional security information
or matearial in a manner not azuthorized
by or under this order or a direclive of
the President issued through the Nation-
al Sseurily Covncil. Where a viclation of
riminat statutes may be involved, Die
pacrtments will refer any such. caso
promptly to tha Deapartment ol Juatice:
See. 13, Revocatlon of Executive Ordor

No. 10501 Exeentive Order No. 10301 of

November 5, 1933, a3 em2aded by Exeen<

tive Ordars No. 10318 ol May 8, 1559, No. -~

10801 of Januarv 11, 1981, No, 1034 of

. Saptembar 20, 1481, No. 10533 of Jaaguary

13, 1982, No. 110637 of March 8, 1353 and
by Szction 1{3) of No. 11352 of November
28, 1587, i3 superseded 2s of the effective
date of this order. - -
See. 13. Elfective dste.  This order
shall become effective on Juna 1, 1932,
: : - RICHARD INISON¥

D. Record Requlrement. Each Depazt-
ment listed in Seetion 2(A) of the Urder
shall maintaia 2 listing by nama of the -
olficials who have Leen desizoated in
writing to huve Top Secreb classificativn
qathoriey.  Erch Dapactment - lisled In

Seoction 2(A) and (B) ol the Order shall

&lss maintslo saparare lstings by name

© of the persons desfymated in writing to

suthytized or bzlow., This autherity .

vests only to the official designated un-
der the Ordar, and may not be deiegated.
1:. Ohservance of Claasliiestion.  When-
eéver inidvrmatioa or materinl claasified
by an  offivial  Jdesizaatsd  wnder A
above ls Jncorporated in another deoeu-
: or other material by apy person
T than tha classifier, tha previously
ssizned security classiiication category
shall ba reflectad therson togsther with
the [lentlty of the classifles, |

. Identilleailion of Classiller. 7T
Perso tha Righest level authorici
pracion mitst B ideatid
the fars of tha Informaiioe oo material
2-siZied, unlesa the iCeniity of suech
a might diseiose sensitive iuntelli-
iafosmution., In the laited insinace
Dajactmpal shall estabiish some oth-
reeand . by whkich a2 classltier can
mendily be idealified, : :

&7

[

have Secret authnrity and persons dasige
nated in writing to have Confidential au-
thuzity. In casea where listing of the
names of offictals having classification -
‘anthority might diselose sensitive intelii-
gence iaformation, the Department shall

estublish some ofher record by wiich

such officials can readily be §deatified,
The foregnine listings sud reeords shall
be compilesd begioniog July 3, 1972 end
updlated at laast on a auavieriy basis.

-E. Resolullon of Doubts. If the clas-

sifier hmaa 2ay substaatial” deabt 8’3 to
which sscurlty classification categnsy is
appropriate, or s ta whethar tia materi-
al should bhe clasyified at all, ha should
designate tha less restrictive tromimaaz,

If BOWNGRADING AND DECLASSI-
: FICATION

A, Genaral  Declasaliicstlon  Scheduls
and Exempitons, Classifisd Information
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and matezial shall be claysilied ns soon shall uotify any other known recipisnt of
2s thore pre Lo junger ony. geounds for the classified information or material
countinuedd cl:xss‘-:ic‘:;tifop_ within gh;. tl:;‘ss_i- - ’
ficatiop cataxory de iaitions set fovil 12 151 RETIEW OF CLASSIFIED M\
soetion T i the QTder Al the time of IR AEE Y LASSIFIED JATE-
sﬁg’ma ton the eligsifier shall, whenever '}Zf_-‘}&.o;,l};%k DECLASSIFICATION
possihia, c:zearly m:ggzz é,“éne m!urénntwn E - ’
or materizi-a specilie data oF event upon A. Systemmtio Revizws. 1 -
VRiien downgrading or diclassification tion and materist chissitied Ahier the ot
shall ocent. ~Sueh dates o events shall .feetive data nt the Yzdar and determined
ba ns early as is permissibla withont i sceordance with Chapter 21, 4% G8.C
causiay damaga to toe matieusl setusily (52 Stat 18) section 2101 et Seq. of Ti-
a3 detined Ji Section 1 of the Order. 1js i, Public Prating and Doenmenta}
. YWhegever earlier dates or events canuot o ha of suliicient histurieal or other val-
be ¢etermined, the Geoeral Declassiilea- pa to warrant preservation shall be sy3-
tion bc.:euu}a sk torth in Sectlom 5'!-‘\) of tematically reviewsd on a timely basis by
© the Order shall spply. If the inforind-. each Department fur the puriuss ol mak-
. tiea wr mn;'e.nnl i3 exempted under S2¢- jinz such information zud malerial puh-
- tlon 5(Ey of the Order irom the Genaral licly available in accuriaucs with the de-
“Declassification  Schedute, the classifies . garmination regarding declrasilication
shall gleacly mask the material to show made by the classilisr under Section 3 of
$hat it is exempt and indicata tha appli-  the Order.’ During each valendax year
. cabla exemptioa calagory. Tuless imDPuse each Department shall segregats to the
sible, the exempted smation or mates  mayimum extent possible ail Such infor-
3ial Shall be 2ssigned and cleasly marked jnation aud material Warranling presarva
by the classifier with a specific date oF "tion and beevming declassified at or
event upon which declassillcation shall peior to the end of such year. Promptiy
. gecur. Doarnerading and deciassification after the end of such year the Depazt-
dates or events established i ace 2ANCS ment respomnsibla, or the irchives. of the
Slih the furegoing, whether scheduled OF United States if tranaterred therelo, shatl
Non-schadnld, shall to the exteat possidle  maka the declassitied information =nod
- De rarvied forward ond appliad whensver muterial available to the publie to the
the classified information oF material 18 pxteat permitted by law. :
in;?'m ted in othar decuments or mass 3. Review for Declassilleation of Clas«
& oo . . sifted Matarial Over 0 Years Ol Each
© - B Extracts and Compilatlona. When Pepartment shall desigzata in its impie-
. elassifial jnformarion or material trom  menting reguolaticns oan oitice to which
more tkan one source Is incorperated into rewmbers of tha public or Pepartnients
- p pew doenpment or other material, the may cirect requests for mandatory Te- -
. @ocwm:ent or other material shall be yiew for Qeelassification uader Section
cass ied, Cowngradad  or derizssitied 5(C) and {D) o’ the Drder. This oflice
ia sccordance with the pruvisions of the shail in tura assign the request to the

Order and 1nTectizes thereunder applica- appropriate office Tor action, In 2cdi-

blz to tus- infurmation raquizing  the.  tion, This offive or the wifize which has
greatest: proteiind. : been assigned action shall ipmnediately

Materisi Not Offleially Tragsiersed. _acknowledxe receipt of the request i1

; froent holding cvlassitied in- wrizing. 1f the rElé‘JESt rgnﬁ;:re_s the ren-

© fopmatinn or matesial wndsr the clicum- dering of services Luf which fair and eq-
stanves deseribed ia Section (D) ol the nitable. fzes should Le chargesd pursutic
Order nutifies aunother Department ot its fo Title 5 of the Independeat Offices P
fntention to downgmede or Geclassify, 5t - propriations Act, 1952, 3 Srat. 290, 31 L.

- khath allow the nutidied Departmert S.C. +55a [section 333a of Title 31, Money

@sys in which o express its ehjections and Finance] the requester shall bs su
baivre taking action.- . :

niotu’igd. thi;he ‘ﬂgil'%hwmcfh has been gs—
N signed action shail thereaffer masa a dee
oD ”*‘3”&!!"’“““ :‘" .mﬁ‘*"" ~s‘: tormination within 30 days of receipt or
:ﬁ?&f—n eﬁ;;?:ge:d e“a:-};on:g?r{‘?:ns- -'E!mll explain the :i:;sol":s why ;u:gher
sist the Atchivist of the United States in dars om recei;{' of the rte!:ﬁ‘;:;df;; rg?
L g 3 °tt his rg?’gf'f‘sg"“'t{t““f‘{:f iew no datermination has been mades,
Section W E) ol O fication nih mates o Tequester may apply by e R o
b Classifiad bafors June 1, 1012 and _t'_re;,:;d‘l)th;mggederesrt;g:l{:shagtg{mﬁﬁg?
_rials classifiad befors Juas . 2 t 3 23 a aet : .
ek Bn 55 s el Tkl pepenat Enchad o ttes st AR 0 ST
) e el Y vnloy < ontitvine and (',,}l‘u!:vt _Em.'. raview teterminz that undec
tg--:‘:";?:n""l 3-‘?‘0}9&“ in identiizang the criteria set forth in Section S{B) ol
separating
‘thetr IvelaT

32 materials originated 0 tha Order continued classification is res .

. nts which - aze desmed o cuired. the requéster shali prompt’s b

TEGUITR G ad cizssification: amd (2) gotitiad, znd whensver prssibin, provided
dovelop 2 list for submission o the neald  wath a brief statemeént us to why the Te-

- of the bepartment which identities Ihe  guested Infermation oz matotial .caanot
matasiais 55 separated, with Dol ndae b derlassitied.  The requester may ope
tihns ronceraing C'D[lti_nuird classification.  pual any sueh datermination to the be-
Tie head of the originating Depattmant  pactmenta) Committee and. the notive of

Wil then make the drtermination Ie-  gatermination shall advise him of this

guired undzr Section AiEr of the Order  rignhe, " .

aund rauce 2 list o b2l erented which €.  Departmental Commities Raviaw tor

jduntifies the documentating inrluded it pclassification. Thn Daparimeatal Com-

the @etecmination. indicates the Téason amittee shall estabiish proredures. to Te-
fur fieusd elassidication and SpEOHIPA giaw and et within 20 gays upen 20t ap=

» on which such waterial sball be piieations aad appenls Temarding raquesis

: - or - declassifiention.  Lhe Prepartinent
Wotitication ot Expedited Downe- head, acting tiizonch the _Depa:t:xmut:u

Yeclassitication.  Whan clus- Commitcee shall b2 .m'.tz:c-’:s:eﬁ to ovec-

agie or Imaterial ix down- rnl2 previous determinabions in whel2 o
H ¥ - wiher  in part when, ia Bs Judmmeni, eontinusl

ther scheid- profeeiing is Dy onIed I niret. 17 ko

t ar shall, to  Dep riental GHLRE ings thot

tha e<teat precticabls, poomptly notity tinuad clu at

all nhizersess to whom the imfprmation the criterks of Sevtion 5t o

wax  erigieally otficially it shull promptly so notify the requester

n turp, the aildresse2s  and agvis2 him that he nay appext he
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genial to the Interagency Clasaitication
Eevizw Commitize,

1. Revlew of Classiied Dlaterin)l Over
20 Years Old, A\ request b3 2 mamber of
the public or by a2 Departroent under
Seetion 3{C) or (D) of tha Uzder tu re-
view for declassification documents more
than 30 years old shall be referred di-
rectly to the Arvchivist of the United
; iration
in aceordance with Part IL.D; Lervenf, If

L States, snd he shali have the r«:?nested
U documents reviewed for declassi

. the information or material requested has -
- not been transierred to the Gsneral Seey. .

jces Administzation for aceessiun into the
Arvhives, the Archivist xhall, together

. with the head of the Depariment having
cnatody, have the requested documents -

reviewed for declasaification, Clausifica-
tion siall be continued in either case
only whera thue heail of tha Department

- couterned makes nt that time the person-
* al determination required by Seetivn S{E)

(1) of the Order.  Ths Archivist shall

promplly notify the reyuester of such de- .

termination and of his right to appeal
the denial to the Interageney Classificas

. tivn Review Cowmmittee,

E. Durden of Proof for Administrative
Determinations. For purpuses ot admiu-
strazive determinations under B., C. or
D). above, the burden of proef is on the

- uriginatiny Department to show that von-

tinuved classificution is warzanted within
the terms uv? the Order.
F. Availability of Declasaltied Muterie

~ak  TUpon & def-rminativn uader 15, C.,
- oF D above thut the requested mate
. o longer wurrants classilication it shall
: be dechrssitied and made prompely availer

iz}

able to the requester, if unt otherwvise ex-
empt  from disclosure under Sectioh

. 3Ly of Title & U.S.C [section 552ih) of

Titls " 5, Government Organization and
Employees} (Freedom of ° Informatioh

G. Clissification Review Reguastss As
required by Seetion 5(C) of the Order. a
requast for elaxsifiralion reviaw must de-
scribe the document with suféicient pac-
ticularity to enable the. Department to
identify it and obtain it with a reasen-
ablz amount of effort. Whenever u re-
quest is daficiant in its descriprion of the
record sought, the regquester shonid -he

- Ael) or vther provision of law,

“ uskéd to provide additional [identifying

nformatiomr whenever possible. RBefore
denying o request on tha yround thut it
3 uaduly  butdensome, the requester
should bz askad to limit hia zequest to
teeords that are reasonably ebtainable.

If, none-theilass the requaster does not .

lezeziba the rocords songht with suffi-

cient partieularity, or the record Teneit.

ed cannaz be obtained with a roasenatde

© smonnt of offert, the requsatsr shall be

netifiad - of the reasens why no action

©will he talen snd of bis risht th appenl

el decision, |

s IIV MARKING DREQUIREMENTS

A Whan Dweoment or Other Materind
iv Y'eepared. Al the time of origination,
each docuireat ot other maberial eodtain.
g rlasditisd infacimadioa shall he mgck-
«d  with irs assigred  sesurlty  classi-

. firation and whaethar it is suhjzet to or

exempt from the Genera! Declassification

Sebedels, :

1) For marking dooumants whieh aTe

sehlzct to the General Declassification

Seladuls, the Dollowing stump shall be

sy 2 ’ . ‘
(TOP SEC{isT. SFZ(‘.R‘::’_'L' Oft COXN-
FIDENTEALY CLASIIFIED Y

SUBIRCT TO SGENE DECLAS.
SIPICATION RONEDULE 0F EX.
ECCTIVE  OuDER Jiu32  AUTOD-
152 U5 A —2
- 1975 P.P.

MATICALLY DOWNGRADED AT
TWO YEAR INTERVALS AND DE-
CLASSEFIED ON DEC. 31
{insert year)
——

(2) For marking duvemnents which nre
to be automatically declassified on o giv-
en event or date earlier than the Gweieral
Declussification Schedule the follvwing
stamp shall ba used: A

{TOP SECRET. SECRET OR CON-

FIDENTIAL)  CLANSIFIED DY

AUTOMATICALLY DECLASSIFIED

. ON (etfective date or event)

" (3) For markiag documents which are

exempt from tha Gepezal Declasaification .

Sc!ggdnh the following stamp shall be

used: . .
{TOP SECRET. SECRET OIX CON. -
FIDENTIAL), CLASSIFIED Y

EXEMPT FROM GENERAL DS-
CLASSIFICATION SCHEDELL OF
EXECLTIVE ORDER 11852 ENEMDP-
TION CATECGORY (3 5Bi1). 2y, {3, .
OB (£)) ALTOMATICALLY DECLAS~

" SIFIED ON (effective dnte or event, -

if_ any)

Slould the classifier. Inadvertent’s fai)

to mark 2 docu:ent with vas of the
forepuing stamps the docoiment shall bLe
Qeetnedd to be subjaet tu the General Dee
classification Scheduls. The person who
signs or finally aporoves a. ducimuant uwr
other material eoafaining clussificg infor-
mation shall Le deemed to Db tive elussie

-fier. 1L the classidier.is other than such |
person he shall be identilied on the

stamp as indivated, . .

The “Restrivted Data™ and “Formarly
Restricted Data™ stamps (E. below) are,
in  themselves, evidence of exemption
tr,om the General Declassificatlon Sched-
ule. L : -

B. Overall and Pags Marking of Doeir=
ments, The overazll cilussification of a
dncument. whether or not permanently
bound, or any copy eor repreduction
therent, shall be ennspicuvusly marked or

stamped 2t the top and bottem of the’

vutside of tha Jront cover {if mny).
the title page (il any). on the ficss page
on the back page and on the sutside

of the back cover (if avny). To the extent .

pri oticable eas ' iaterior page of a decn-
ment which is nat perinaneatly bound
shall b2 conspicususiy mmarked oT ~tunped
at the top anl boitomm acencdins fo its
own enntent, inciedin:r tie gesi
"Unelassified™ ‘when aporopriate.

C. Paragraph Morkinz. Whenever a
classified ducnument eontuins eithar mom
than sxe soenurizy ciassifieation entes TY
or unclassilizd nformatins, eich souting,
part or parastaph should be matked te
the extent practivable to show irs Cizasie
?_c:\_ﬁrm categary or that it s unclrssis
ied.

3. Materlal Other Than Documents.
ID elassified marezial caunnot bo mariked,
written notificiation of the information
otherwis2 requized in markings skali ae-
coltbahy such minterial,

E. Transmittal Docamwnts, X trans-
wmitia)  deoeuinent shall earcy: o it a2
prominent potutien 2s te the highest
classification of the information whivk is
carrizd with il and a tegend showing the
eiussification, if ouy. of the trenssiitiat
dovumant standing alone,

¥. Wholly Unclassifisd Diatesisl Xot
Usaally  Marked, Normaily, tnelissified
utecial shali et be marked or stampred

. a

in vt r——————
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© ered oy Puosted Notice,
©oisn o Taererial
L -downgradin

© furmativn w7 2
- Lsticred Data -as defined In the Atomic

s nclagsifizd” unleas the pucpms of the

markiaz i+ to indicate that a a=clalon
l:aa been mrade nut to clasaily it

- G. Dowdzrading, Declassiliestion and
CUparading . e
chunge 5 madz in the original clusatdicas |
tinn ur it [h2 dates of downgladiax or
dectassification of eny claasified intorina- .

Markingse VWhenevee 3

tina or material it shalt be promptly and
conspicunzsly marxed indicata the
chanye, cha authority for the actinn, tho

- . data'of tiwe action, and the idenyity of
. tha pessea takiag the action.

In addi-
tion, &l eaclier classificarion mackiags

shall L= cancelled, if practicabls, but in -

sny eveat e tha first page, . )
{1) Limited Uss of Fosted INntice for

- Zarzs Quantitles of Jiatertal. ‘when the

volums of information or materlal is such

" that prompt zemarking of esch classitied
- itexx cou!

not be accomplished withoul
intecforing with operations, the
lan rmay attsch downgridiog, dee

uadul
cusks

‘clasailleation or upsrading notices to tha
© storage wzit ia lien of the remaskiag
© otherwise rewuited. Each notlee shall in-
- "@igsta the changs, the- authorily for the

action, ttz date of the action, the identi-
tv of the persen takiag the action and
the stocaze wunits to which it epphes
When ird.vidnal documents or othar ma-
tetials are withdrawn from such storage
units thay shall be promptly remarked in

“. aeonrdadce with the charge, or i the

doenmeats kave been daclasailied, the old

. markiags shall be caneelled, - ¢

{2) Transier of Stored Quantitles Cove
Whan Informa-

subject tuo 2 posted
upzrading or declassilica-
tion hotiow gra withdtawn froim on2 stor-
agze enit solly Zor transter to auvther, or

. m storage ueit eontaining such documenis

or uthar materials i3 traesfarred from

_ote plec2 to another, the transter nay be

mads withour rsharkiag il the notice is
attachad to o remains with each ship-

- mant, . -

H. Additlesal Warning XNotiews.. In

.“mddition T» the foregolng markinye re-

uuirements, warning notices shall -be

promin=ntly @isplarad on claasitiad doen-

ments or materizld as prescribed below,
Whan display of these warninz notices
‘01 the documents or other matecisla is

© . met femsipla. the warnings shall be ins
Selndad ia tha written notidlentlon of the

ussigned ciassificatlon.

1> Restrictsd Data, For ¢lassified in-
marecial contairing  Re-

o? 1534, 83 amended [seetion
=r wf Title 42, The Dublir
Htich 2 “Wellare]: -

«RESTRICTED DATA™

This doetinent containz Testoicead .
“hats as &

EY MU o
RirCletriTe

I3 dissemiunation or
ny unanthoriz-d pemon

Reastrlcted Data. For
v oz matarial con-
2rir Restricted Daca,
ton 2.4, Atomic Xner-
, 23 nmended [section
42, The Pubdlic Healta

¥ DESTRICTED DATA”

Aiselvaura  suhja-t to
a2d Criminal Raneciions,
teioted Daty in Yoreige
_..\.‘ectian 1:dh.. Atomic

2
sn Other Than Restrtct=d
1y atestricted Data, For
tion or matecial fuc.
raraide the Fxecutive

Bishel o3
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Branch of Government othér than a2y @2
scribed In (1) aad (2) above:

“NATIONAL SECCRITY INFORMA-
: . © TION" .

T oacthaclzed bisc!osure> Subjeet to

- Criminal Sanctiona,

(%) Sensitiys Intelligence Xnformatlon, .
_For classifiad information or matarial ree

Iatinz to sensitive jintelligence sources
and methods, the following warning no-
tice shall bas used, in additdnn to and ia
conjunction with those prescrided in (1),
{2), ot (3), above, as approdriate: .

“WARNING NOTICE—SENSITIVE . IN-

TELLIGENCE SOURCES AXD
METHODS INVOLVED™ - .

T V. PROTZCTION AND TRANIMISIION
Y of CLASIIFIED INFORMATION

. A. Gonoral, Classified Intomat!a;u or
matertal may be- used, held, or stored

only swhers thers are facilities or unader

condltfons sdequate to prevent unauthor- |

ized persons from gaining access to it,
Wheaever anch information or material 1s
not uancder the personal supervision of an
authorized persen, tha methods set forth
in Appendix A hereto shalli be used to

protect it. Whenevee such information or -

mnterzial §s tranamitted outside the origl-

nating Degartmenc the reqguivements of |

Appendix B hereto shall be obsarvad.
¥5. Loss or Posxsible Compromlise.

ny
person who has knowledgs of the los: o¢ - -

puasible comprom.sa of elassitied infor-
mation shall immediately report tha elr-

" cumatapces to a designuted ofricial of hia
. Dapartmeant or organizsation.

2 In turn, the
orizinsting Depariment aad any other in-

terested Department shall be notified:

ahout the 1033 or possible compromise in
order that a f2amags asses:ment may o
conductad. An immediate inguiry shall
be initiated by the Dapartment in which
the lows or compromise occurred for the
purpose of taking corTeetive me2asnces
and pppropriata ndministrative, diseipli-
nary, or legal action. .

T VI ACCE33 AND ACCOUNTABILITY -

cept a3 provided ia B. aud C. below, ac-
ce33 to classilied information shall ba
-i.;r:\nted in accordance with the Iulow-
D3 . . -

(1) Datormination of Trustworthinesa,
No person shall be given access to classi-
fied information or material unleas a fa-
vorable detarmination has been made as
to hi3 toastworthineas, The determine-
tion of eligibility, 1ef2rrel to as a securi-
ty cleatance, sheil de based on sueh in-
vestigations as tha D> rtmank raay re-
quire ja pocurdasce with the standards
=nd eriteria of E.0. 16330 [set out 33 a

nots under- section 731t of Title 5, Gov--

rnment Organization and. Employses]
and E.O. 10585 [szt ouk as n nole under
this section] as appropriate,

{2} Determination
In addizion to a Seeurity clearasee, »
person must have = reed foo pocesd o
the particular classifizd inlormation or
material sought in conneetion with the
partormance of his oifirial Juties or con-
trevtual obligations. 'The determioation
of thac need shall be made by officials
havi responsibility far the classified
i matisan or malaring

(2) Administratlve Withdrawal of Secu-
rity Clepcance.  Each Depatiment shall
ke provision for siministratively with-

drawing the seenrity clwarange of eny
patson whe 1o 1 & T reruiTes ancess to
Citssitied fnZormaiion  or  matesial Ia

connertirn with parivsmance of his

‘ofticial dutles or contractural obligations,

Tikowics, Wh2A 3 Pelsan ne bhage? nreds

59
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acces3 to a pacticular security classifica.
tinn calemusy, the security clearaace shall

be adjustad o the classiiication eatagory -
- st required for the performance of his

duties znd obligations. In  bolh in.

- stances, such ketion shall be  withoud

prajudice to tha person’s eliglvility for o

. security clezrance should tba need agaln

arise. -
B. Access by Mistorienl Resesrchers.

.. Pecsans oulsid2 the Executive Branch en~
R 'gz;ed in historical resesxeh projects may
L

autkorizad zccess to classified infor-

- mation or material provided that the
. " head of the orizicatlng Department daw
© tezmines that:

{1) Tha project and nccess sought cone

. form to the raquirements of Section 12 of
-+ -the Ordar. . .
(2) Tha inlormation or material ze--

quested i3 reasonably actessible and can
be lacated and complled with a reasoa-

. able amouat of efiort.

" {3)-The historical researcher agvess to

* safersuazd the information of material in
. “a mausner consistent with the Order and
. Directives. thereunder.

{14 The historical researcher azm:iees to
authoriza a review -of his ncotes and man-

- weeript for tha sple purpose of destermin.
iaz that ro classilied infosmatioa o2 ma--

terial is cuntained therein. -
. Aa suthotization for access shall be

© vaid for the period required but =no

longer than two years from the data of
issuaned uniess renawsd uoder regula-
tivas ol the originating Department.

. Co Aceess by Former Presidential Ap- -
- polatees.  Persens who previously ocen-
 pied  policy makiaz pasitions > which
‘thay wera nppointed by the Presidant,
;. othar than thuse refsered to in Section 11
- of the Ocder, may be nuthorized nccess to

classilled information or material »hich
they originated, reviawed, signed ov T2-
ceivad while in publie oifice. TUpom the
rziquast of any such former official, such
iclororation. and matarial ns ha may idens

-tify shall b2 reviawed for @eclassitfication

iz accur2ance with tae provisions of See-
tiaa & of the Osdar.

© D, Consent of Orizinating Depariment

to Dissemination by Rreeipient. XExcept

as otheswis2 providad by Section 102 of
the Nutienal Security Aer of 1255, 61 Stak,
105, 30 US.C. 493 (section 4335 of this Li-
tle). classified information or marerial
wrigioating in ons Da2partment shali not
b dizsemiaxted outside any other De-
partm-et te which it bas been made
gvailabie without the conseat of the orig-
inating Dapartment.

E. Diszminotion of Sensitive Xnteilie
ation. Information or mata-
the  notation “WAPRNIXG
SENSITIVE INTELLIGENCE
25 AND METHODI INVOLVED™
= ba disseminatesd in any manner
2+ authorized chasnels withont tha

¢ e origianiiuw Depastment
sniznt by Ut senlor inteili-
Wl in the dizssminating De-
nt s to the poteniial! risk to the
wagionai ssvurity and o the ialeiligence
sentees aund metiieds involved.

F. I» on  Special Access Re-
quirar; he astablishmant ol special
s resa o, Qistribation and
DT sitiad Infermation and -

rareris g tivn O of the Onler re-

Lead ol 2 Drepartmeait or his éesignee.
Avesuntability Trocedures, Each
; tll prescribe such acedunt.
S mr2 nat acy to
< tion i
SITAN N i R ) Pac-
3 conirvis all b2
tion and material clas-

Yavid B inforn
sified Top Sw-r=t.

arinT approval of the

15 -

{1) ZTop Seerst Control Offlcers. To
Secret Control Ottcers shall be de'siznarg
ed, as. revquirad, to receive, maintain cur--
reut 2ccountability revords of, and dis-
patch Top Seeret matarial,.

{2) Phrsteal Inventory. A physical in. -

ventory of all Top Secret material shall
b2 made at lzast aonually, As an excep-

tion, rapositories storiag large volumas of.

classified material, shail deveion inventos
-¥y lists or other findingz aida. >

(3) Current Accountability.. Top Secret
and Serret jnformation and material shall
he subjeet to such controls including cuve
rent acconntability reeords as tha head of
tha Depactment may prescribe.---.. .

(4) Reskraint on Repnrnductlon, - Doco-

ments or portlons of documents eonkzin.
ing Top Seerst information shall not be
reproduced without: the consent "of "the
originating olfice, All othes clagsitiod
raaterial shail be reproduced sparingly
and :-.n{ stated grohxhiti«m against Te.
production shall be strietly adhered to.

(3) Restraint on_ Number of Copies.
The number of copies of documents con-
Ltaining  classitied  informative shall be
kept to a winimum to decrease tha risk
of compromize and reduce storage -costs.

VII Data IND2X Sysrex
Each Department originatiug clisaifled

information or material shall undertaXe -

to eatablish a data Index system for Top
Secret, Secret and Confidantial informa-
- tion in selected categorias gpproved by
the " Interagescy Classification Review
. Committes a3 having suificiant historics)
or other value appropriste for progsrva-
tion. The index systerr shall contain thz
foliowing data for each dognmant in-
gexed: (a) ldentity of classifier, {b) De-
partment of origin; (¢) Adiiressees, {d)
Dite of classilication, {e) Subject/Area,
{£) Classification category and whether
subject_to or- exempt from the Geners)
Deelasaificatina Seheduls, (g) IT exempl.
which exemption categors Ix applicable,

(h) Datle o> event set for @eelassilication, -

and (I} File designation, JIniorrcation
and 1naterial shall b2 jndaxed into the
srstam at the earliest practicable date
daring the conrsa of the culendsr;ﬂyear in
which it is produced and clasaified, or in
any eveat no later thau March Slit of tha
snceeading year. Each- Deparimeat shall
‘undzrtake to establizh_swech a data index
system nn Liter than July 1. 1973, which
shail index the sejzeted categorlies of ia-
materiat produced 2and

. classified after Decamber 33, 1972

VII CoMBAT OPRRATIONS _
D‘Ihe provisions of the Otder and this
iraet

nission, or safekespiaz of. clrssidisd

fiaa? in eonnction with eamibab 0T Coms
celated operations ns the Seerstacy ol
Defansa niay by regulalinns prescribe.

IX ISNTERAGENCY CLASSITICATION
. REVIEW COMMITTEE :

. Composition ol Xnteragency Com-
mitres, It accerdance with Sactiea T of
the Ox3er, an Interagency Clasaification
Review Committes is established to assist
th» Nativnzl Security Council in moniter-
inz implementation of the Ooden. Itz
mpmbarship is comprised of s2aior ppra-
sertatives of the Departmeats of Smate,
. and Jusiice, the Atomic Enerzy
on,  the Centesl  IntelliZeccd
the National Security Council
= azed x Chutrman @2sizoated by the
Pr=sidead.

X5, Meetings and Statf. The Interazens

¢ty Commictze shall meet regularly., but )

b1

stive with regaml to dissemination,

t
inforreation or material may he 30 modis
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1 t2xy frenuaeatly than on- a monthly ba.
sis, amy taX= such rctions as are deemed
s3acy tu icsure eniforst compliance
with tha Unler and this Directive. Tha
Chairman i3 2uthorsized to appeiat an
Fxecutive Director, aud to maiatzio &

* permanent ad=inisiative stafl, )
C. Iateragenty Commiltse’s ¥Functions.

The lnterazeucy Committes shall caty
ount the dQulisa assli';::ad it by Seetion
(A of tha Ooder. It shall piace partic.
ular emphasis on overseeing compliance

- with and impiementation of the Ozder
‘aud progTams establisbed tharsundare by

each Department. It shall seeix to davel-

- wh Ereans to {a) prevent overclassili.

catian, (b) easure prompt declassilication
iz accord with tha provision of the Oz2-
cer, (& Zacilizate acceas to declasailied -
e { and id) eliminats unanthorized
Gizeloauts ox ¢lxsaified information.

D. Classltlcalion Complaints. TUnder
such proceduses ai tha Interagency Com-
nittes may preseribe, it shall consides
and take action on compiaints Lrom per-

.. son3 withina or withoot. tha goveramant
. with zespect. to :
" tion of the Ordar including sppeals from

tha genaral administza-
dzuials by Departmental Committees or

- tha Archivist of Ciclassislertion requesta,

X DEranTMINTAL IMPLIMENTATION .
AND ENFORCEMINT

A.- Actloa Programs. Thosa Depart-

"ments listed in Seetion- 2(A) and (B) of

the Ocsder 3hall insure that pdequate per-

"7 spandl and Zunding are providad for the

urpose of carrviag out the Oxder and

Directives tharsundar,
Departmental Comupities.
Eestion3d and complaiats, iacludiag those

B Al sug-

sdiag ovarelassilication. failure to de-

ctherwise resolvad, shall be referred ito

. ik2 Departtmesial. Commlttee for resolu--

In addition, the Deapartmental

© Comnmities shzail review azll appesais of re-

nuests for. reeom!s under Section 22 of
Ticle 3 US.C. (Freedom of Information
probabiy means section 532 of Title
5. Government Organization and  Em-
ployaes] whon the propeszd denizl -is
baxed on Their contiaued classilieation
unider the Or2er, - - - - .

€. Xexuislions and  Reperts. Each

" Deparzment s2all submit its proposed im-

nivmeniing razulations ol the Ordar and

© - Direstives [haregqader to the Chairman of

the Iateragsacy Classification. Review
Committew L, appruval by the Commit.
tee.  Tpom approval such  regulations
ha published In  the FEDERAL
IEGESTET o the extent tLey atect the
#-neral pable,  Each Department shall
absr submiz to tha sa’d Chairmar (1)
chpiea- of tua rzcord lists Tequired nader
Yruct LD, havouf by Juls 1, 1102 and there.
= guartesiy, (2) qaartesly reports of
Fr-parimerinl Commirtee netions on ches-
sifivatinn Teview reguests. elassilivation
abuses awl inaunthorized disclosures, and
{7y provids pruaresa reports vh informa-
rion acrmniaied in the data index sya-
a¢ wundar Pact VII heraof

-

asy InT [he Interagency
s Commiil2s to oarsy

3.

Entorcement.  The
ittees shall have ra-
 the

tive action to ¢nrrevt
of ey poovizint of ths
es thefanndar, incindiag
warning l=3z2r, formal
to the extent perinitied
iapeenslon wizhout pay and re-
o Tesalpl ol sush e Iecom-

hizad ol ti2 Dapa ot
i1 act promptly sad =

.
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the Depactmental Committee of his ace

tion. : .

Pabdblicstion and Xlleetiva Datw: This
Directive shall ha published in the FED.
ERAL REGISTER aad become eficctive
Jure 1, 3972 . .

HENRY A. KISSINGER,

Asslstant to the President foe .

- Natlonal Seeurity Afisirs,
May 17, 1977 r -

. APPENDIX A

PROTECTION OFP CLASSIVIED .
-~ INFORMATION s

A Storaxo of Top Secret. ’rop'Secret"

information and matertal shall ha stored
in o safe or safestyps steel fila container
having a built in three-position dixl-typs
combinativa Jock, vawult, or wvank-typa-
rToorn, or other storags facility which
meets the gtandards for Top Seerst ea.
tabliahed under the provisiona of (€) be-

low, and-which minimizes the: possibility~

of unauthorized accesa to, or the physical
thatt of, such information or materia ‘

B, Storaxe 0@ Secrot or Conndenﬂal."

Secret and Conltdantial material may ba
stored in 3 manger authorized for Top
Seeret loformativn and materis), or in a
contuiner or vanlt which rieets the stand.
atds for Secret or Confidantial, a3 tna
€252 may b2, established vader the provi.
sions of (C) below.

C. Standards for Sscorlty Egulpment.
The General Sarvices Admipistration
shall, ia eoord'nsation with Dapartiaents
osizinatiag classitied inlocmation or rea.
tarixl, estatlish end publish wuniform
standards, specifications and  supply
schaduies for containers, vanlts, alazs
systeris and associated szeurity davices
suizabla for the storags and proiection of
21l categories of classified information
apd material. Any Department may es-

tablish Ior use within sazch Deparfment -

mars stringent standards, Whenever new
s2curity - eruipment i3 proenred, it shall
be . in conformance with the foregoing
standards and specificstions and shall, to
the maximum extent practicable, ba of
the type designated on the Federsl Sup-
Ply Schedule, General Services Adminis-
tration. o - ’ :
‘1. Exception to Staadards tor Secarl-
ty Ejgalpment, A3 an exception to (C)
ebove, Seacret and Contidentiai mnaterial
nmay alsa be stored in a steel filing cabi-
nat  having =z  built in, thres-poaition,
dial-type combination loek; or a stesl
filing cabinet equippsd with a steel luck
bar. providad it iz seeured by a GSA ap-
proved changeabls combination padinel,

E.. Combinations. Combinationa o se-.

cerity equipment aad davicws shall be
ck: agad only by persons having appro-
priate security “claarance; and shall ba
chanzed whenevar sweeh - eguipment 13
laced in use, wheneves a pesson know-
g tha combination is toansfarred from
the office to which ths equipment is as-
sizoad. whenever s combinution has been
snhjectad to possible compromize, and at
least once every yoar.  Ranowledse of

cnizhinations shall he limited o the min:
imum mumber of pesseas nacezsary Tor

6peratine purposss. Eaenrds ot coathina-
Bons” shall ba classitidd no Inwer than
22 hixhest ‘eazegory of classifizd infor.
12tion or materinl autherized for stosage
in tha seeurity equipment concernad.

¥. Telecommunlicationas Convesaations,
Clas<ilied information shall not Lz ra.
Feaied  jn telecommusications  converssa-
noni. exvept 25 may he zuthorized undar
Anperalix Ib with rasgset o the traasmis-
sion of clussified information over ap.
proved communications cirenits or sys-
s, :

G. Re+ponalbilities of Cuatvildians,
Custodisus of classidizd materiz! skall da

oy

17.
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" .enclnsed in the ioner cover, except that
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respon:tf»bh tor providing protaction and

gcrountaditity oz such material at all
times and pazticularly fuz locklag classl.
tiad matertal ia appiuved secnrily edulp-
ment whanevae it 13 not in use ov vader
direct supervision of authorized persona,

Custodiaas shall follow procedures which:

jnanze that vnauthorized persons do ant

.. FAln 2vce3s to_ classitisl inloration of
gmteri:xl by sizht or Sound, and classified -

jnfprmation shall not be discussed wilh

- or in tha presencd of unauthorized per-

5004,

" APPENDIX B

i

" TRANSMIZSION OF CLAS(PISD

INFOIMATION

“A. Propamilon and Recvipiing, Clase

sifiad Iaformation and material shall be
enclosed in opague lonsr mad duter cov-
er3 hefors tranamittiag. The inner cover
shali ba a _sealed wrapper or envelops
lainly marked with the assigned clasai-
cation and =address, The outer cover

- shall be sealed acd addIessed with no In-

dicatioa of the clasaificalion of ita coun-
recelpt shall be attached to or

Conlidantlal material shall require a3 re-

. ece2ipt oaly If the sender deems it neces.
.sary. ‘The receipt shall identily the

sonder, rddreasse, snd 1ha documant, bul

" shall Contain no c¢lassifiasd Informativa,

It shait be sigoned by the recipient and
xetusaed to the sender. T

B. Tramsmissisn of Top Seered. The
triasmission o! Top Seeret information

and materin} shell be effeeted preferably o
.by oral discussions in person between tha St

olficialy conrerned, Otherwlas tha transe
migsion of Lop Seeret informatlon and
matasial shall ba by speecificaily designat-

ed parsonnel, by State Departmeut diploe.

matic pouch, by a messengev-courie? Sys-
tem eapecinlly created for that purpese,

- over suthosized cominunicatinbgs cireuits

in enerypted farm or by other means au-

thorized by the National Security Couna-

cil; exeept that in the casa of juforma.

. tion tranamittad by the Faderal Bureau

of Investigation, such mzana of transmis.

“slon may ba used a3 ars agproved by tha

Director, Federal Bureau o [avestigation,
nuless sxpress resasvation to the contracy
13 made In exceptional cases by thas origi-
nating Departmant. R

€. Trapsmission of Seerel. The {rani.
mission. 02 Seeret material shall be effevt-

© - ed in the Zoliswing mannez.

(1) The Fifty States, Districk n? Colame

" bla, Puarte itleo. Secret information sod

matesial may be- teansuiitied within and
Yetwenn tha fordy-eizht contizuous statey

- and Distcier of Cnolumhbia, or wholly
_withia the Srate of Hawaii, the State of .

Aliska, ov the Commanwesith of Puarto
2ign by on2 of the means autherizad for
Top Seerer information and material the

o Tmited Ntates Paostal Service registessl

mail and protectiva services provided by
the Uuited Stales air or surface commer-
cinl earriass wnder such conditions aw
may be preacribed by the head of ths

epartment voncertasd. .

“higler classificatlons,

(2) Other Areas, Vesssls, Miiltary Poeke
al Serviees, Alrersit. Secret informaition

~and material may b2 traasmitted from o
o or within areas pthar than thoase spect-

fied In (1) above, by ona of the means.
established for Top Sacret information
aod naterial, capizios ov masters of ves
sels of United States registey undae cone
tract to a Depastmernt . of the Exeentive
Branch., United States registered mail
through Army, Navy or Air Force Postal
Sarvice facilities provided that material

. does not at any time pass out ol United
.States citlzen control and does nod pais

through a Toreign poatal system. and
commeretal alrers(t under. chartsr 1o the
Unitad Sintes nnd militasy or other gav- -
ernment nircraft. ’ L

(3) Coundisan Government _ Installae
tions, Secret information and material
may ,ba tranamitted between United
States Goveramant or- Canadian Goyerne

. ment Installations, or. both, in the forty-

ei,t‘;he contiguous states, Alaska, the Diis
trict of Columbia and Canada by United
Statey and Canadian registered mail witk
reglatersd mail receipt.

{3) Speeisl Cases. YEach Depaztment
may authorize the use of the TUnited
Srates Postal Service rayistered mail ont-
sida the forty-eight contiguous states, the
District of Columbla, tha State of Ha--
waii. the Stals of Alasks, and the Com-
monwealth of Puerto Rico il warranted -

by security conditions and essential oper

ational rAquirements provided that the -
material does not at aar time pass out of
Tnited States Goverament and TUnited

hrough a foreiga postal system.

" D, Tranamitta) of Conildsntizl, Cooli-
@ential information and material shak ba
trunsmitted@ within the forty-eight contic-
uons states and the District of Coiumbia,
or wholly within Alaska, Havwaii, tha
Commonwerlth of XYuerio Rico, or a-
United Sitates poss2ssion, by one of the
means - establishad. for higher classifica-
tions, or by certifizd or first class mail.

_Outside these aress, Confidentlal infor-

mation and matertal shall be transmitted
in the samie mauner as anthorized for

E. Altornative Tranamlsslon of Conli-

- dentinl, Each Department having autbor-

ity to classify iaformation or materiat a3 -
“Coafidential” may issua ragnlations au-
thorizinz alternative or additional math-
ods 1or thae tronsmissien of material clas.
sifted *Confidential” outside of the Do
partmeat. . In the case of material orizi-
nated by rnether agency, the mathoed of

transmission must be &b least as seeurs
‘ay the transmission procedures linposed

by the orizinator.

¥, Tramsmladion Within a Department, .
Departrient reguelatinna  governing _ the
{-:epumtinn and transmi.sion of clnssitied

aformation - within a Department shait
ensure a degree of swecutity equtvalent fo
that preseribed above oz transimission
vutsid@e the Depariment. : .

-

Jes citizen coaitol 2ad lnea nol paszs '




