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Before ROBINSON, Chief Judge, DAVIS *, Circuit Judge
for the United States Court of Appeals for the Federal
Circuit, and MCGOWAN, Senior Circuit Judge.

Opinion for the Court filed by Senior Circuit Judge
MCGOWAN.

McGOWAN, Senior Circuit Judge: In this appeal aris-
ing under the Freedom of Information Act (“FOIA” or
“the Act”), the appellant raises four substantive issues:
(1) whether the Act allows the government agencies
herein to withhold information under exemptions 1 and 3
where there have been prior disclosures of similar infor-
mation; (2) whether the information withheld under ex-
emption 1 was properly classified in light of the agencies’
failure to balance the public interest in disclosure against
the government’s need for secrecy; (8) whether informa-
tion can be withheld under exemption 8 of the Act if it is
not properly classified under exemption 1; and (4)
whether certain memoranda recommending agency action
can be withheld under exemption 5 of the Act if the rec-
ommendations were actually adopted as the basis for
agency action.

The District Court, granting the defendant appellees’
motion for summary judgment, ruled in the affirmative
on all four issues. We affirm as to the first, vacate the
District Court’s ruling on the second as moot in light of
the issuance of a new Executive Order governing clas-
sification, decline to reach the third because of our deci-
sions on the first and second, and reverse as to the fourth.
We also reject plaintiff’s contention of reversible proce-
dural error in the court below, but remand for further
factfinding as to six deletions with regard to which the
government admits error and as to the two portions of
documents withheld under exemption 5.

* Sitting by designation pursuant to 28 U.S.C. §291(a).
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I

Nassar Afshar is an Iranian-born United States citi-
zen who was, when this action began, editor of the Iran
Free Press, a newspaper published in Washington, D.C.,
and chairman of the Committee for Free Iran, which pub-
lished the newspaper. Afshar was a prominent critic of
the former Shah of Iran.! On March 27, 1975, Afshar
submitted requests under the Freedom of Information
Act, 5 U.S.C. §552, to the Department of State, the
CIA, and the Department of Justice for all documents
generated since January 1970 pertaining to him or his
activities on the newspaper or the Committee. The agen-
cies released a total of thirty documents, some with dele-
tions, and withheld a number of others. J.A. 18-17.
Afshar restated his requests through counsel in May 1976,
expanding them to include pre-1970 documents. On July
30, 1976, after the agencies had failed satisfactorily to
respond to his renewed requests and appeals therefrom,
Afshar filed the present action.?

1 According to a 1979 article in the Washington Post that is
included in the record in this case, a classified study by the
staff of the Senate Foreign Relations Committee’s subcom-
mittee on international operations revealed that the Iranian
intelligence agency SAVAK had targeted Afshar for assassi-
nation, and that the Central Intelligence Agency (CIA) had
previously passed to SAVAK some of the information it had
received on Afshar from the Federal Bureau of Investigation
(FBI). Foreign Spy Activities Found Rampant in U.S.,
Wash. Post, Aug. 9, 1979, at Al, col. 1, A12, col. 1, reprinted
in Joint Appendix (J.A.) 276, 278; see also The Iranians,
Wash. Post, Aug. 9, 1979, at A12, col. 38, reprinted in J.A.
280 (would-be assassin defected from SAVAK). In his ad-
ministrative appeals in this case, Afshar described two alleged
attempts to kidnap him in 1973 and 1974 and claimed that
United States agencies “may have been involved or knowl-
edgeable in them.” J.A. 52, 59.

21In his complaint Afshar sought disclosure of documents
in the possession of the Justice Department generally, and
of the National Security Agency and the Defense Intelligence
Agency, to which the CIA had referred some documents. On
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Ultimately, the State Department, CIA, and FBI lo-
cated numerous other documents within the scope of
Afshar’s requests and released many of them, some with
deletions. The agencies withheld a number of others,
claiming a variety of exemptions from the Freedom of
Information Act’s mandatory disclosure provisions. Pur-
suant to Vaughn v. Rosen, 484 F.2d 820, 827-28 (D.C.
Cir. 1978), cert. denied, 415 U.S. 977 (1974), the agen-
cies produced indices in which each deletion or withhold-
ing was placed into a category of information; the with-
holding of each category of information was justified in
accompanying affidavits. At issue in this appeal are dele-
tions in or withholding of eighty-six documents that fall
into eight categories as to which the government claims
exemptions 1, 8, or 5 of the Act, 5 U.S.C. § 552(b) (1),
(8), (). See Brief for Plaintiff-Appellant at 6-9.%

The defendants subsequently filed a motion for sum-
mary judgment in the District Court. After a hearing
on the motion, the court on October 24, 1980, granted
summary judgment for defendants on all issues. J.A.
283. The court ruled that the information withheld under
exemption 1 was properly classified and that publicly cir-
culating reports or information “cannot be given any de-
gree of import they do not now possess through the ve-
hicle of official executive disclosure.” J.A. 285-86. The

appeal, he no longer seeks documents from either of the two
agencies or from divisions of the Justice Department other
than the FBI. Brief for Plaintiff-Appellant at 5 nn.* & **.

3 The government failed to file affidavits as to one category
of information, labeled L, withheld by the CIA. That cate-
gory consists of information deleted from CIA documents
pursuant to determinations of other United States govern-
ment agencies. Portions of six documents are contained in
this category. See Brief for Plaintiff-Appellant at 7 n.***.
As to these documents we remand for the descriptions and
justifications required by Vaughn. The government has no
objection to this remand. Brief for the Appellees at 4 n.l,
51 n.16.
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court emphasized the “extreme sensitivity of relations
between the present government of Iran and the United
States,” and the independent need not to jeopardize the
confidence of other governments about this nation’s ability
to keep secrets. See J.A. 286-87. It found that the bal-
ancing provision of the relevant Executive Order was
“simply a statement of the authority of designated Exec-
utive Branch officials, under circumstances to be deter-
mined by them, to effect an authorized disclosure of in-
formation that would otherwise maintain its classified
status.” J.A. 290. The exercise of this authority, the
court held, is left to the unreviewable discretion of the
Executive. J.A. 290-91. Finally, the court held that ex-
emptions 1 and 8 are “independent exemptions,” J A, 291,
and that release of the information withheld under ex-
emption 5 “would reveal executive, predecisional advisory
communications which would serve to injure the consulta-
tive functions of government,” J.A. 287. Plaintiff’s mo-
tion for reconsideration was denied, and he appealed to
this court.
I

Plaintiff’s substantive arguments are aimed at obtain-
ing not immediate release of the disputed documents but
rather a remand so that the government may provide a
more particularized showing that the information is in
fact exempt from FOIA. We consider each of plaintiff’s
arguments below in the order they are raised in the
briefs.

A. Prior Release of Similar Information

Plaintiff objects to the withholding of certain informa-
tion under exemptions 1 and 8 of the Act, because infor-
mation fitting the defendants’ descriptions of the with-
held information has already been released to the public.

Exemption 1 exempts information that is “(A) spe-
cifically authorized under criteria established by an Exec-
utive order to be kept secret in the interest of national
defense or foreign policy and (B) [is] in fact properly
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classified pursuant to such Executive order.” 5 U.S.C.
§ 552(b) (1). At the time the government reviewed the
information here, the relevant Executive Order was E.O.
12,065, 8 C.F.R. 190 (1979) (revoked 1982). That Or-
der provided, inter alia, that certain categories of infor-
mation could be classified if unauthorized disclosure of
the information “reasonably could be expected to cause
at least identifiable damage to the national security.” Id.
§ 1-302, 3 C.F.R. at 193.*

Exemption 8 excludes from FOIA matters that are
specifically exempted from disclosure by certain statutes.
5 U.L.C. §552(b)(38).® In this case, the government
claims that 50 U.S.C. § 403(d) (3) authorizes the with-
holding of the information at issue. That section pro-
vides, inter alia, that “the Director of Central Intelligence
shall be responsible for protecting intelligence sources and
methods from unauthorized disclosure.” Exemption 38 is
claimed only by the CIA, and by the FBI as to informa-
tion supplied to it by the CIA.

4 While this appeal was pending, President Reagan revoked
E.O. 12,065 and replaced it with E.O. 12,356, 47 Fed. Reg.
14,874 (1982) (effective Aug. 1, 1982). The new Order
supplements the categories of information that may be classi-
fied with several new omes, id. § 1.83(a), 47 Fed. Reg. at
14,876, and deletes the requirement of “identifiable damage”
to national security. It provides that the information may
be classified if its unauthorized disclosure “reasonably could
be expected to cause damage to the national security.” Id.
§ 1.3(b), 47 Fed. Reg. at 14,876. These changes, which gen-
erally tend to increase the amount of classifiable material,
do not affect our disposition here. The new Order does affect
the result in part II (B) infra, however.

§ Exemption 3 exempts matters that are
specifically exempted from disclosure by statute . . . ,
provided that such statute (A) requires that the matters
be withheld from the public in such a manner as to leave
no discretion on the issue, or (B) establishes particular
criteria for withholding or refers to particular types of
matters to be withheld.

b U.S.C. § 552(b) (3).
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The logic of plaintiff’s argument is that release of in-
formation cannot be expected to cause damage to the na-
tional security or disclose intelligence sources and methods
if the information is already publicly known. Since it is
impossible to tell from the government’s affidavits how
the information withheld here is different from that al-
ready released, the argument goes, the government should
be compelled to show how the withheld information is
both different from and more sensitive than the informa-
tion already released. See Brief for Plaintiff-Appellant at
16; Reply Brief for Plaintiff-Appellant at 4.

A number of courts have shown a willingness to ac-
cept the argument that publicly known information can-
not be withheld under exemptions 1 and 8. See, e.g.,
Founding Church of Scientology v. NSA, 610 F.2d 824,
831-82 (D.C. Cir. 1979) (suppression of “well publicized”
information would frustrate policies of Act without ad-
vancing countervailing interests) ; Lamont v. Department
of Justice, 475 F. Supp. 761, 772 (S.D.N.Y. 1979) (Wein-
feld, J.) (the “sunshine” purposes of FOIA would be
thwarted if information remained classified after it had
been “specifically revealed to the public”) ; see also Mili-
tary Audit Project v. Casey, 656 F.2d 724, 741-45 (D.C.
Cir. 1981) (concluding that precise information withheld
had not been previously revealed).

These courts have made clear that, while it is generally
true that the government bears the burden of proving
that its withholding of information is justified by one or
more of the Act’s exemptions, 5 U.S.C. § 552 (a) (4) (B),
a plaintiff asserting a claim of prior disclosure must bear
the initial burden of pointing to specific information in
the public domain that appears to duplicate that being
withheld. See, e.g., Military Audit Project, 656 F.2d at
741-45 (discussing only the publications cited by plain-
tiffs) ; Lamont, 475 F. Supp. at 772 & n.48 (otherwise
government’s task would be “virtually limitless”).

While courts have recognized the logic of plaintiff’s -
argument, however, FOIA requesters in plaintiff’s posi-
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tion face substantial practical difficulties in using it to
force the government to release further information. The
Freedom of Information Act bars the courts from prying
loose from the government even the smallest bit of in-
formation that is properly classified or would disclose
intelligence sources or methods. In many cases, the very
fact that a known datum appears in a certain context or
with a certain frequency may itself be information that
the government is entitled to withhold. For example, even
if the CIA at one time acknowledged the existence of an
intelligence relationship with SAVAK, which is informa-
tion that fits into one of the categories of information
withheld in this lawsuit,® the release of a series of tele-
grams and cables recording particular contacts in the re-
lationship might well provide new information regarding
the extent and nature of the liaison. This too may be
information that the agency may safeguard.

Also, even if a fact—such as the existence of such a
liaison—is the subject of widespread media and public

speculation, its official acknowledgment by an authorita-

tive source might well be new information that could
cause damage to the national security. Unofficial leaks
and public surmise can often be ignored by foreign gov-
ernments that might perceive themselves to be harmed by
disclosure of their cooperation with the CIA, but official
acknowledgment may force a government to retaliate.

¢ The CIA has withheld information that was “supplied by
a foreign intelligence service or [that] reveal[s] the existence
of and details concerning a specific intelligence relationship
with a foreign intelligence service.” J.A. 73. Such informa-
tion is contained in CIA categories A and B. Plaintiff now
seeks only documents regarding the CIA’s relationship with
SAVAK. Brief for Plaintiff-Appellant at 7-8.

The agency claims exemptions 1 and 8 as to this material,
agserting that such intelligence relationships are conducted
on the understanding of absolute confidentiality, so that their
official acknowledgment would jeopardize all existing and
future cooperative relationships and would strain or disrupt
United States relations with other countries. J.A. 78-75.
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See Phillippi v. CIA, 655 F.2d 1325, 1332-33 (D.C. Cir.
1981) (“In the world of international diplomacy, where
face-saving may often be as important as substance, offi-
cial confirmation . .. could have an adverse effect on our
relations [with other countries].”); see also Military
Audit Project, 656 F.2d at 743-45 (lack of authoritative
acknowledgment can leave foreign intelligence services
guessing as to whether information is true).”

A further hurdle for plaintiffs like Mr. Afshar is the
fact that courts will be sensitive to the occasional diffi-
culty of distinguishing with any great particularity, but
without revealing the matter sought to be kept secret,
releasable documents from those that must be withheld.
For example, the category of information labeled State
Department category A consists in part of confidential
and candid assessments by U.S. officials of the views of
senior Iranian officials concerning the effect of plaintiff’s
publishing activities on U.S.-Iran relations. J.A. 222.2

7 Phillippt cites the example of Khrushchev’s cancellation
of the Paris summit meeting with President Eisenhower after
the Soviet downing of an American U-2 reconnaissance plane
in 1960. Khrushchev reportedly said later that what led him
to take the action “was not the fact that American U-2’s had
overflown the Soviet Union—that was not news to Khrush-
chev—but rather that President Eisenhower had publicly
admitted that he had approved the mission.” 655 F.2d at 1332.

In the CIA’s affidavit justifying the withholding of category
A and B documents, see supra note 6, the agency states that
“most governments do not officially acknowledge the existence
of their intelligence services,” and that while intelligence
liaison arrangements of this nature may be widely reported
in the media, “they are not officially acknowledged, since the
government adversely affected would be forced to take some
official action m retaliation.” J.A. 74.

8 According to the State Department affidavits, category
A consists of part or all of three documents. The withheld
portions either

a) discuss confidentially candid U.S. Embassy views
about senior Iranian Government officials or the confi-
dentially expressed views of such officials concerning de-
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Clearly some U.S. assessments or Iranian views are more
“candid”—and therefore more needful of secrecy—than
others, yet it may be very difficult to tell why without
discussing their subject matter. In these circumstances,
unless it senses bad faith or a general sloppiness in the
declassification or review process, a court will feel with
special urgency the need to “accord substantial weight to
an agency’s affidavit concerning the details of the classi-
fied status of the disputed record,” S. Rep. No. 1200, 93d
Cong., 2d Sess. 12 (1974) (conference report). See gen-
erally Salisbury v. United States, 690 F.2d 966, 971 (D.C.
Cir. 1982) (limited prior disclosures do not require re-
mand owing in part to court’s desire “to avoid discour-
aging the agency from disclosing such information about
its intelligence function as it feels it can without endan-
gering its performance of that function”).

Plaintiff’s attempt to show prior release of the infor-
mation withheld here falters in the face of all these prob-
lems. He does not succeed in raising such questions about
the bona fides or diligence of the agencies as to override
the weight we must give to their class] cation decisions.
In every case we are able to tell from the affidavits al-

velopments in U.S.-Iran relations as affected by Nasser
Afshar’s publication activities in this country (docu-
ments 2, 28, 30) ; or b) discuss confidentially the Depart-
ment’s perception of Iran’s relations with a third country
(document 2).

J.A. 222. The Iranian officials mentioned evidently wished to
remain anonymous. J.A. 228.

The State Department claimed in an affidavit dated Janu-
ary 25, 1979, that release of category A information would
“significantly damage[]” its ability “to properly manage our
evolving relations with Iran,” in view of the shifting situa-
tion in that country. J.A. 222. It also asserted that it had “an
on-going vital national security interest in maintaining the
unquestioned confidence of all foreign governments . . . in the
Department’s ability to strictly protect foreign government
information conveyed to it confidentially.” J.A. 223.
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ready submitted by the government that the withheld
information is in some material respect different from
that to which plaintiff refers.

Plaintiff points to three public documents that he says
disclose information fitting the above description of State
Department category A (candid U.S. assessments of con-
fidential Iranian views of plaintiff’s activities). All three
have been released in this lawsuit and contain deletions.

Plaintiff first cites a 1974 CIA dispatch from head-
quarters to another CIA office (CIA document no. 2) that
reports that plaintiff’s printing of “libelous, irresponsible
and inaccurate statements about the Shah and the GOI
[Government of Iran]” had “created a problem between
U.S. agencies, including this agency, and the Shah,” re-
sulting in a “heavy volume of official correspondence be-
tween the State Department and the Iranian MFA [Min-
istry of Foreign Affairs].” J.A. 255. The document de-
seribes U.S. attempts to close down plaintiff’s newspaper.
Ia?

® Plaintiff claims that this CIA dispatch contains in addi-
tion, presumably through its mention of “a problem between
. . . this agency[] and the Shah,” information that fits the
description of CIA categories A and B. Those categories are
made up of information that reveals the existence or details
of a CIA intelligence relationship with SAVAK, the Iranian
intelligence service during the reign of the Shah. See SuUprae
note 6. .

The 1974 dispatch, however, does not mention SAVAK,
which appears to be crucial to the secrecy of documents in
categories A and B. The CIA may have had official or semi-
public relations with the Shah’s government, while maintain-
ing secret relations with SAVAK. It is the existence of the
foreign intelligence services that the affidavits say must often
be kept officially secret. Also, the dispatch does not suggest
the kind of on-going trading of information that is implied
by the term ‘“intelligence relationship” in the CIA affidavits.
This fleeting reference does not require the agency to justify
further its withholding of the documents in CIA categories
A and B.
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The other two documents are a cable and memorandum
generated by the State Department discussing Iranian ob-
jections to the fact that plaintiff was granted a United
States passport in 1970. The cable (State Department
document no. 4), sent in 1978, from the United States
Embassy in Iran to headquarters, says that plaintiff “is
regarded by Iran as [a] notorious fraud, embezzler and
supporter of anti-Shah activities in [the] U.S.” and com-
ments that the Iranian government was probably “dredg-
ing up this case” to suggest that “anti-Shah elements”
in the United States be “tid [ied] up” prior to the Shah’s
visit to this country. J.A. 256.° The other document
(State Department document no. 36) contains the State
Department’s response to the above cable and reports that
the United States charge d’affaires was summoned to the
Iranian foreign ministry and asked about the passport,
and that the American official answered that a routine
check had turned up no reason to deny plaintiff the pass-
port. J.A. 256,

None of these documents fits squarely within category
A, which deals with views expressed by specific senior

10 Plaintiff claims that this document also contains State
Department category D information, that is, information
supplied in confidence by a foreign government, in its discus-
sion of “plaintiff’s activities.” Brief for Plaintiff-Appellant
at 19. The State Department claims that foreign government
information is properly classified, and therefore exempt, be-
cause under the terms of E.Q. 12,065 its release ‘““is presumed
to cause at least identifiable damage to the national security,”
E.O. 12,065, supra p. 6, § 1-303, 3 C.F.R. at 193. J.A. 223.

The only language in the cable that can conceivably be said
to deal with “plaintiff’s activities” is the broad characteriza-
tion of plaintiff as a “notorious fraud, embezzler and sup-
porter of anti-Shah activities in [the] U.S.” This appears to
us to be no more than the most general statement of Iranian
views concerning known facts; it is not phrased as the pass-
ing of information on plaintiff, and it does not fall within
an unstrained reading of the phrase “foreign government
information.”
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Iranian officials who wished to remain anonymous. See
J.A. 222-23. 1t is clear that a foreign government official
may be vulnerable to separate punishment or retaliaticn
for his or her individual contacts with the CIA. Thus,
the need to keep contacts with individuals secret in order
to maintain the confidence of foreign sources may be as
great as or even greater than when the contact is identi-
fied as being with the government as an institution. For
this reason, disclosure of the withheld information could
cause damage not already caused by the information re-
leased. Also, the assessments contained in these docu-
ments are so general—such as the fact that plaintiff has
“created a problem” in U.S.-Iranian relations—or innocu-
ous—such as the view that Iran regarded plaintiff as a
“notorious” supporter of anti-Shah activities—that it can
readily be understood why the government did not view
them as being as “candid” or “confidential” as the docu-
ments in category A.

Plaintiff also seeks further explanation of the CIA’s
withholding of information contained in CIA categories
A, B, and D in light of publications and public documents
that plaintiff says disclose the supposedly secret informa-
tion. The information plaintiff seeks from categories A
and B would, if it exists, reveal the existence and de-
‘tails of the CIA’s supposed intelligence relationship with
SAVAK; " the information sought from category D would,
if it exists, uncover the existence of a CIA station in
Tehran during the reign of the Shah.

11 See supra note 6.

12 The CIA’s category D consists of information “which
reveals the location of a CIA field installation or operation in
a foreign country.” J.A. 75. Plaintiff now seeks only infor-
mation regarding the principal CIA station in prerevolution-
ary Tehran, but does not seek information as to other sta-
tions in Iran or elsewhere. Brief for Plaintiff-Appellant at
8. The agency claims exemption 1 as to this information,






