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IN THE 

UNITED STATES COURT OF APPEALS 

FOR THE DISTRICT OF COLUMBIA 

No . 79 - 17 00 

HAROLD WEISBERG, 

Plaintiff - Appellant 

v. 

CLARENCE M. KELLEY, ET AL., 

Defendants-Appellees 

On Appeal from the United States District Court for the 
District of Columbia, Hon. John Lewis Smith, Jr., Judge 

BRIEF FOR PLAINTIFF-APPELLANT 

STATEMENT OF ISSUES 

1. Whether dispute as to adequacy of search for records re ­

sponsive to plaintiff's Freedom of Information Act request pre­

cluded summary judgment . 

2. Whether 5 U.S . C. § 552 (b) (1 ) exempts from disclosure 

purportedly classified information which is in fact public knowl ­

edge . 
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3. Whether it was·error for the District Court to uphold 

agency claims of exemption under 5 u.s .c . § 552(b ) (1), (2), 

(7) (C), (7) (D), and (7) (E) on the basis of vague, conclusory, and 

false government affidavits, and without allowing plaintiff to 

conduct any discovery. 

4. Whether an agency can properly excise information under 

5 U.S.C. § 552 (b ) (7 ) where the records sought were not compiled 

for law enforcement purposes.* 

STATUTES AND REGULATIONS 

The Freedom of Information Act, 5 u.s.c. § 552, provides in 

pertinent part: 

(b ) This section does not apply to matters 
that are--

(1 ) (A) specifically authorized under cri­
teria established by an Executive order to be 
kept secret in the interest of national defense 
or foreign policy and (B) are in fact properly 
classified pursuant to such Executive order; 

(2 ) related solely to the internal personnel 
rules and practices of an agency; 

* * * 

(7) investigatory records compiled for law 
enforcement purposes, but only to the extent 
that the production of such records would*** 
(C) constitute an unwarranted invasion of per­
sonal privacy, (D) disclose the identity of a 
confidential source and, in the case of a rec-

*This case has not previously been before this Court, or any 
other Court (other than the Court below), under this or any other 
title . 
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ord compiled by a criminal law enforcement 
authority in the course of a criminal investi ­
gation, or by an agency conducting a lawful 
national security intelligence investigation, 
confidential information furnished only by the 
confidential source, (E ) disclose investigative 
techniques or procedures*** 

Because of their length, Executive order 11652, Executive or­

der 12 065, and the National Security Council directive of May 19, 

1972 implementing E.O. 11652 are set forth in the addendum to 

this brief. 

REFERENCES TO PARTIES AND RULINGS 

The parties to this litigation are Harold Weisberg, 

plaintiff-appellant, and Clarence M. Kelley, Hon. Griffin Bell, 

and the United States Department of Justice, defendants-appellees. 

On February 15, 1979, United States District Court Judge 

John Lewis Smith awarded summary judgment to the defendants. His 

opinion is found at pages 269 - 272 of the Appendix. On March 29, 

1979, Judge Smith entered an order denying plaintiff's motion for 

reconsideration . [App. 530] 

STATEMENT OF THE CASE 

A. Background 

On May 23, 1966 plaintiff Harold Weisberg ( "Weisberg") wrote 

then- FBI Director J . Edgar Hoover a letter suggesting that there 

we r e a t least five bullets involved in the assassination of Pres -
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ident Kennedy rather than the three alleged by the Warren Commis ­

sion. He brought to Hoover's attention certain matters which he 

believed "require inunediate unequivocal explanations," and he 

called upon Hoover to make "immediately available" the spectra­

graphic analysis which the FBI had performed upon the intact bul­

let alleged to have wounded both President Kennedy and Governor 

Connally and upon various bullet fragments said to have been con­

nected to the shooting. A June 6, 1966 ·memorandum from Alex 

Rosen to Cartha DeLoach recommended " [t ] hat Weisberg ' s communica­

tion not be acknowledged. " See Exhibit 2 to 2/ 21/ 79 Weisberg Af­

fidavit. [App. 439] It never was. 

After the Freedom of Information Act (" FOIA") became effec­

tive on July 1, 1967, Weisberg submitted numerous requests to the 

FBI for information pertaining to the assassinations of President 

Kennedy and Dr. Martin Luther King, Jr. Years passed without any 

response to his requests. 

On December 6, 1977, Weisberg received a letter from Mr. 

Allen Mccreight, Chief, Freedom of Information/ Privacy Acts 

Branch, Records Management Division, Federal Bureau of Investiga­

tion, in which Mccreight informed him--for the first time--that on 

December 7, 1977 the FBI would be releasing the first of two seg­

ments of Headquarters records on the assassination of President 

Kennedy, and that the two segments together would total approxi­

mately 80,000 pages. 

In replying to Mccreight, Weisberg pointed out that he had 

filed "two dozen or more" FOIA requests for records on President 
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Kennedy's assassination but that ther e had been no compliance. In 

addition to soliciting "any explanation you would care to provide 

for this persisting non-compliance," Weisberg made a new informa­

tion request which asked for: 

1. All worksheets related to the processing of FBI Headquar­

ters records on the assassination of President Kennedy; 

2. All other records related to the processing, review, and 

release of these records; 

3. Any other records which indicated the content of FBI 

Headquarters records on the assassination of President Kennedy, 

and, 

4. Any separate list or inventory of FBI records on Presi­

dent Kennedy's assassination not yet released. [App. 55] 

On February 13, 1978, there having been no response to his 

December 6, 1977 FOIA request, Weisberg filed suit in District 

Court. 

A week after Weisberg filed suit, the Department of Justice 

replied to his January 19, 1978 appeal . Writing in the name of 

Acting Deputy Attorney General Benjamin Civiletti, Mr . Quinlan J . 

Shea, Jr., Director of the Office of Information and Privacy Ap­

peals, informed Weisberg that : 

Even prior to the receipt of your letter of 
January 19, I had been discussing with the Bu­
reau the matter of the possible release of its 
worksheets; that was in the general sense--not 
just the Kennedy case--and resulted from my tes ­
timony before the Abourezk Subcommit tee late 
last year. At that time, former Deputy Attor­
ney Gener al Flaher ty and I assur ed the Subcom-
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mittee that we would give serious attention 
to the problem of giving requesters more in­
formation, at the initial stage, about the na­
ture and quantity of records to which access 
is denied. *** 

With respect to the actual Kennedy assas­
sination worksheets, it may possibly turn out 
not to be necessary for me to act formally. 
The Bureau is still considering whether to put 
"clean" copies of the final version of these 
items into the reading room and otherwise to 
make them available to interested persons. 
[App. 11] 

By letter dated March 6, 1978, Chief Mccreight responded to 

Weisberg's December 6, 1977 FOIA request, telling him: "Please be 

assured that we are making every effort to process your request 

promptly." [App. 13] On April 12, 1978, Mccreight sent Weisberg 

"2,581 pages of inventory worksheets utilized in the processing of 

files pertaining to the investigation into the Assassination of 

President John F. Kennedy." [App. 57] . However, no records other 

than these worksheets were provided. 

B. Proceedings in District Court 

1. Government's Motion to Dismiss / Summary Judgment 

On April 18, 1978, the government told the District Court 

that "defendants will move for summary judgment within the next 

thirty ( 30 ) days." The thirty days, it asserted, "is necessary in 

order that defendants might be afforded an opportunity to prepare 

proper affidavits." It also mentioned the workload of government 

counsel." 
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Two and a half months later, on July 3, 1978, the government 

filed a motion to dismiss or, alternatively, for summary judgment. 

The motion was supported by the affidavits of two FBI Special 

Agents, David M. Lattin and Horace P. Beckwith. Both affidavits 

were executed on April 28, 1978; both consisted largely of famil ­

iar FBI boilerplate. Beckwith's affidavit primarily dealt with 

excisions made on the worksheets on the basis of Exemptions 2, 

7 (C) , 7 (D) and 7 (E ) . In large measure it was identical in con­

tent and language to the affidavit he had executed just eleven 

days earlier, on April 17, 1978. A key paragraph, identical to 

one in his earlier affidavit, asserted that: 

( 7 ) The release of these inventory work­
sheets is pursuant to plaintiff's request for 
records relevant to the processing and release 
of the original records. These worksheets 
represent the only documents available within 
the FBI which are responsive to plaintiff's 
request. 

(Emphasis added) [App. 54] 

The Lattin Affidavit attempted to justify, in extremely vague 

and conclusory language, 19 excisions made on the worksheets under 

Exemption 1. All 19 excisions were said to be classified "confi­

dential." Lattin swore that he had determined that "the proper 

classification has been assigned and that they have been appropri ­

ately marked in accordance with EO 11652 and Section 4(A), and 

28 C.F.R. 17.40, et~-" Lattin Affidavit, ,19 . [App . 49] 

Of the 19 classified items on the worksheets, Lattin stated 

that 13 were classified because they would "reveal cooperation with 

foreign polic~ agencies . " Lattin Affidavit, ,6 . [App . 46] Four items 
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were allegedly classified because they "could identify an intel­

ligence method," one which Lattin described as "a method that was 

directed at establishments of foreign governments within the Uni­

ted States." Lattin Affidavit, ,11. [App. 46) · Finally, two of the 

items were purportedly classified because they would identify in­

telligence sources. According to Lattin, "[b]oth of these sources 

are foreign nationals having contacts with foreign establishments 

or individuals in foreign countries." Lattin Affidavit, ,rs. [App. 

47-48) 

Lattin did not state that he had examined the underlying doc­

uments,!·~·, the FBI documents from which the "classified" infor­

mation on the worksheets had been extracted, and he did not state 

that the underlying documents were actually properly classified 

under E.O. 11652. Nor did he state that the "classified" informa­

tion on the worksheets was not already a matter of public knowl­

edge. 

2. Plaintiff's Opposition 

On August 2, 1978, plaintiff filed an Opposition to the gov­

ernment's motion to dismiss/summary judgment. The Opposition was 

supported by two lengthy affidavits by Harold Weisberg, dated 

July 10 and July 19, 1978, and numerous exhibits. The Opposition 

and these supporting materials disputed the government's conten­

tions as to the adequacy of the search for records responsive to 

the request and all claims of exemption for the excisions made on 

the worksheets . 
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3. Plaintiff's Attempts to Exercise Discovery 

On August 16, 1978, plaintiff noted the depositions of FBI 

Agents Allen H. Mccreight and Horace P. Beckwith and issue a 

subpoena duces tecum requiring them to bring certain records with 

them. The notice of deposition specified that the depositions 

would be taken on August 30 , 1978. However, the day before the 

depositions were to be taken, Weisberg ' s counsel was told, upon 

phoning defendants ' attorney, that Agents Beckwith and Mccreight 

would not appear and that the government was filing a motion to 

quash the depositions. Consequently, no depositions were taken. 

On October 4, 1978, Weisberg again noted the depositions of 

Beckwith and Mccreight, this time for October 31, 1978. No sub­

poena duces tecum was issued in connection with this deposition. 

On October 16, 1978, the government again moved for a protective 

order, asserting that the court should act on pending dispositive 

motions prior to any discovery, and that the depositions "would 

indeed be burdensome and possibly a waste of resources." Defen~ 

dant's 10/16/ 78 Memorandum in Support of Motion for a Protective 

Order, p. 3. [App. 210] 

On October 25, 1978, the District Court issued an order 

granting the Motion for a Protective Order. The Court made no 

findings and stated no grounds for its order. [App. 215] 

4. Oral Argument 

On January 10, 1979, oral argument was held on the govern­

ment's Motion to Dismiss/Summary Judgment . At- ri:al -.argument Weis -
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berg pointed out that E.O . 12065, the new Executive order govern­

ing national security classification, had become effective on De­

cember 1, 1978. He argued that because E. O. 12065 significantly 

changed the security classification standards, the determinations 

made by Special Agent Lattin under E.O. 11652 were no longer valid. 

On January 12, 1979, the District Court ordered the govern­

ment to submit within ten days "an affidavit by the appropriate 

person regarding classification status under Executive Order 12065 

of those documents at issue in this action previously classified 

pursuant to Executive Order 11652." His order also gave Weisberg 

just five days to respond to the government's new security classi­

fication affidavit. [App. 248] 

On January 22, 1979, the government filed an affidavit by FBI 

Special Agent Bradley B. Benson which asserted that the informa­

tion previously said to have been properly classified under E.O. 

11652 was also classified under E.O . 12065 . 

Weisberg's counsel did not receive a copy of the Benson af~ 

fidavit until January 25, 1979. The following day he filed a mo­

tion for an extension of time in which to r espond to the Benson 

affidavit . In the motion he represented that he had mailed a copy 

of the affidavit to Weisberg the day he received it, but that Weis ­

berg might not get it until January 29th; that Weisberg would un­

doubtedly want to file a counteraffidavit , but that he had been un­

able to reach him by phoning him at his Fr ederick, Maryland home; 

that Weisber g should be allowed sever al days to check his own r ec­

or ds and t o prepare a counteraff idavit; and t hat he himsel f would 



/'• 

11 

be working for the next several days to complete a brief due in 

the Court of Appeals in another Weisberg case. 

The District Court granted the motion for an extension of 

time to and including February 8, 1979. On February 9, 1979, 

Weisberg moved for a further extension of time, to and including 

February 17, 1979, within which to respond to the Benson affida­

vit. Weisberg's counsel represented to the Court that Weisberg 

had nearly completed his counteraffidavit, but that he suffered 

from circulatory problems and had not been feeling well; that 

in recent weeks he had passed out on one occasion and had nearly 

done so again "only last week"; that he had been forced to take 

time out to see his physician and to undergo medical testing; 

and that because of his personal situation, he had also had to 

spend time battling to keep his 100-yards long country lane free 

of ice and snow. The motion concluded by noting that, weather 

and health permitting, Weisberg would be coming to D.C. on Febru­

ary 13, 1979, to hear oral argument in the Court of Appeals on 

one of his cases, and that at that time he should be able to furn­

ish his counsel with a completed draft of his affidavit. He re­

quested an additional four days after this date so his counsel 

could make any necessary revisions in the affidavit and draw up a 

memorandum to accompany it. 

On February 12, 1979, the District Court denied the motion 

for a further extension of time in which to respond to the affida­

vit of Special Agent Benson. [App . 268) 



,~ 

12 

5. District Court's Ooinion 

On February 15, 1979, the District Court issued an Opinion 

and an order granting summary judgment in favor of the government. 

[App. 269-272] The Opinion recited that Weisberg "seeks the dis-

closure of worksheets and records relating to the processing, re­

view and release of the material on the assassination of President 

Kennedy made public by the Federal Bureau of Investigation on De-

7, 1977 and thereafter. " (Emphasis added ) [App. 269] Although 

only worksheets had been provided Weisberg, the District Court 

made no finding as to whether an adequate search--or any search at 

all--had been made for other records relevant to his request. 

With respect to Exemption 1, the District Court found that 

"the FBI affidavits show that the documents are classified accord­

ing to the proper procedural criteria and that they are correctly 

withheld under both Executive Orders 11652 and 12 065." Relying 

upon Weissman v. CIA, 184 U.S.App.D.C. 117, 565 F.2d 692 (1977 ) , 

and the fact that the legislative history of the Freedom of Infor­

mation Act contains a statement that "substantial weight" is to be 

accorded to agency affidavits setting forth the basis for claims 

of exemption under 5 u.s.c. § 552 (b ) (1), the Court found that 

Weisberg had made no showing of lack of good faith on the part of 

the FBI, and that "[t]he defendants have sustained their burden of 

showing that the withheld material is protected from disclosure 

under Exemption l;" [App. 270] 

With respect to Exemption 2, the District Court found that 

the deletion of informant file and symbol numbers was related to 
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the internal practices of an agency, that release of these num­

bers "could result in the disclosure of the identity of the in­

formant, protected under 7 {D) ," and that "[i]t is obvious that 

the public's interest in knowing the names of FBI informants is 

neither significant nor genuine when cqmpared with the FBI's need 

to keep this information confidential. " Therefore he found that 

"the numbers utilized by the FBI have been properly withheld pur­

suant to Exemptions 2 and 7 (D) . " [App. 27 0] 

In regard to Exemption 7 (C) , the Court found that the govern­

ment had invoked it "to withhold the names, background data and 

other identifying information involving third parties as well as 

the names of FBI agents who produced the worksheets. " Asserting 

that the withheld information "pertains to -individuals coming to 

the attention of the FBI who were not the subject of the investi­

gation," the Court h~ld that " [t]he public interest in disclosing 

this information does not outweigh the privacy interests of these 

individuals." [App. 271] 

Turning to Exemption 7 (D) , the Court asserted that the gov­

ernment had invoked it "to withhold the identity of confidential 

informants and the information supplied by them." He went on to 

construe the phrase "confidential source" as used in Exemption 

7 (D) to include "any source whether it be an individual, an agency 

or a commercial or institutional source . " On this basis he r uled 

that all material withheld under 7(D) is exempt from disclosure . 

[App . 272] 
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Finally, with respect to Exemption 7(E), the Court stated 

that the FBI had asserted it "to protect two investigative tech­

niques from disclosure." On the basis of this rneagher assertion, 

the Court conlcuded only that "[t]his is consistent with the pur­

pose of the exemption." [App. 272] 

The Court made no finding that any of the information sought 

by Weisberg had been "compiled for law enforcement purposes," as 

required by Exemption 7. 

6. Motion for Reconsideration and Clarification 

On February 16, 1979, Weisberg filed a Motion for Reconsidera­

tion and Clarification Pursuant to Rules 52 (b ) and 59 of the Fed­

eral Rules of Civil Procedure. The motion was supported by three 

affidavits by Weisberg and numerous exhibits . Weisberg had origi ­

nally intended to file one of these affidavits - -the one executed 

on February 14, 1979--in opposition to the Benson Affidavit. How­

ever, because the District Court refused to give Weisberg a few 

more days to complete his counteraffidavit, even though counsel · 

had represented to the Court that he was in ill health, the affi ­

davit was filed after the Court's decision rather than before it. 

The Motion for Reconsideration provided new materials bearing 

directly on the government's claims and the Court's findings. For 

example, on the issue of whether he had been provided all materi­

als within the scope of his request, Weisberg provided incontro-· 

vertible documentary evidence of another set of worksheets, dif ­

fer ing in many par ticulars fr om the one p r ovided to him but in-
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tended to describe the same records. This different set of work­

sheets had been sent to a different requester on October 8, 1977, 

a month prior to Weisberg's FOIA request. See 2/21/79 Weisberg Af­

fidavit, ,1,147-51, 70 [App. 412-412, 417]; Exhibits 6-7 [App. 454-

455] • 

The Benson Affidavit marked the first time that the govern­

ment had identified any excisions in a way which made it possible 

to locate them on the 2,581 pages of worksheets. While this itemi­

zation was limited to the 19 excisions allegedly based on national 

security grounds, it did make it possible for Weisberg to check 

Benson's representations concerning these excisions with the under­

lying documents or routing slips which referred to them. 

The materials attached to Weisberg's February 14 affidavit, 

garnered as a result of the time-consuming check he made, showed 

that many, if not most, of the excisions made under Exemption 1 

consisted of masking the initials "RCMP," standing for "Royal Ca­

nadian Mounted Police." The documents produced by Weisberg also 

established that the cooperation of the Royal Canadian Mounted Po­

lice with the FBI in the investigation of the assassination of 

President Kennedy had already been disclosed by the FBI's release 

of routing slips with this information on them. See 2/14 / 79 Weis­

berg Affidavit, ,1,166-70 : [App. 298-299]; Exhibits 12-14 [App. 346 -

348] • 

In addition, Weisberg swore that the fact that the Mounties 

had cooperated with the FBI during the investigation of the Pres­

ident's assassination had long been public knowledge; that this 
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information is available in the National Archives; and that Weis ­

berg had himself published records showing the cooperation of the 

Mounties and the FBI. See 2/14/79 Weisberg Affidavit, 111199-107. 

[App. 30 6-3 0 9] 

Weisberg's Motion for Reconsideration also pointed out that 

Benson's affidavit made it apparent that the worksheets had not 

been classified until after he filed suit for them. Because Exec­

utive Order 11652 provided that classification was to occur at the 

time of origination, this disclosure contradicted the Lattin Affi­

davit, which swore that the proper classification procedures under 

E.O. 11652 had been followed. 

On March 22, 1979, Weisberg filed a motion to vacate the Pro­

tective Order which the Court had issued on October 25, 1979. At 

the same time, he also filed a motion for a Vaughn v. Rosen index. 

The government filed an Opposition to the Motion for Recon­

sideration on March 22nd. On March 29th the District Court denied 

the Motion for Reconsideration. [App. 530] 

SUMMARY OF ARGUMENT 

This is a Freedom of Information Act lawsuit for all work­

sheets related to the processing of FBI Headquarters records on 

the assassination of President Kennedy; all other records relating 

to the processing, review, and release of these records; and any 

inventories of JFK assassination records . The FBI claimed that 
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the only records responsive to the request were 2,581 pages of 

worksheets which it released to plaintiff Weisberg. However, Weis­

berg established by documentary evidence that other records exist 

which come within the scope of his request, including other sets 

of inventory worksheets. These records were not provided. The 

District Court made no finding as to whether all records within 

the scope of the request had been provided, nor did he rule on the 

adequacy of the search which was made for such records. Because 

an agency must prove in a FOIA case that each document which falls 

within the class requested either has been produced, is unidentifi­

able, or is wholly exempt, summary judgment is improper. National 

Cable Television Association v. F.c.c., 156 U.S.App.D.C. 91, 1974, 

479 F.2d 186 (1973). 

The government claimed that certain excisions made on the 

worksheets were justified under Exemption 1. The District Court, 

erroneously relying upon Weissman v. CIA, 184 U.S.App.D.C. 117, 

565 F.2d 692 (1977 ) , which had previously been substantially modi ­

fied by Ray v. Turner, 190 U.S.App.D.C. 290, 587 F.2d 1187 (1978), 

and giving conclusive weight to the FBI's affidavits, upheld the 

government's claims. However, Weisberg demonstrated by documentary 

evidence that many, if not most of the materials deleted under Ex- . 

emption 1 consisted of nothing more than the initials "RCMP", 

standing for "Royal Canadian Mounted Police", that cooperation be- · 

tween the Mounties and the FBI during the investigation of Presi­

dent Kennedy's assassination had been public for years, and that 

the FBI itself had already released the withheld information. 
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In addition, despite deceptively worded FBI affidavits to 

the contrary, the proper classification procedures were not 

followed. In violation of the procedures required by E.O. 11652, 

as implemented by the National Security Council Directive of May 

17, 1972, and the Justice Department's own regulations, the work­

sheets were not classified until several months after Weisberg's 

FOIA request. The failure to follow classification procedures 

prescribed by Executive order, including the time of classifica­

tion, can compel disclosure. Schaffer v. Kissinger, 164 U.S.App. 

D.C. 282, 505 F.2d 389 (1974 ) . Where proper classification pro­

cedures have not been followed and the government alleges that dis­

closure would constitute a grave danger to national security, the 

District Court should examine the materials in camera to determine 

whether they may be withheld according to the exacting standard em~ 

ployed in First Amendment cases involving prior restraint. Halper­

in v. Department of State, 184 U.S.App.D.C. 124, 131-132, 565 F.2d 

699, 706-707; Ray v. Turner, 190 U.S.App.D.C. 290, 318, 587 F.2d 

1197, 1215, note 62 (concurring opinion of Chief Judge Wright). 

Because materials which are already publicly known cannot be 

properly classified according to the substantive criteria of either 

E.O. 11652 or E.O. 12065, the "RCMP" excisions m.ust be restored. 

The government's conclusory affidavits do not provide an adequate 

basis for awarding summary judgment with respect-to any other Ex­

emption 1 excisions. Moreover, under E.O. 12065 even if the unau­

thorized disclosure of information would result in id~ntifiable 
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harm to the national security, such information is protected by 

Exemption 1 only if that identifiable harm is not outweighed by 

the public interest in disclosure. The affidavit of the FBI Spe­

cial Agent who examined the Exemption 1 excisions under the pro­

visions of E.O. 12065 fails to recite that he made this determina ­

tion. 

The District Court also upheld the government's excision of 

informant symbol and file numbers under Exemption 2, ruling that 

these numbers "relate to the internal practices of an agency." 

This ruling is defective in two regards. First, it does not as­

sert that these numbers relate solely to such practices, even 

though this is plainly a requirement of the law. Secondly, it has 

been held that in the phrase "internal personnel rules and prac­

tices of an agency", the phrase "ihternal personnel" modifies both 

"rules " and "practices " . Jordan v. United States Dept. of Justice, 

192 U. S.App.D.C . 144, 155, 591 F . 2d 764 (1978) . The FBI made no 

showing that the informants represented by the excised symbol arid 

file numbers were FBI personnel . Weisberg provided documentary 

evidence of one FBI informant covered by a symbol number who was 

required to sign a statement that he was not an FBI employee . 

Because the disclosure of informant file and symbol numbers 

does not reveal the names or identities of informants, there is no 

harm to governmental interests . On the other hand, there is a gen­

uine and substantial public interest in the disclosur e o f these 

number s because they p r ovide a means o f evaluating the content and 
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significance of events and information. They also enable an eval­

uation of the FBI's performance in its investigation of President 

Kennedy's assassination. On balance the public interest in dis­

closure clearly predominates. Thus, even if such numbers fall 

within the purview of Exemption 2, they must be disclosed. 

The government also made excisions on the worksheets under 

Exemptions 7 (C) , (D) , and (E) . Weisberg contends that this Exemp­

tion is inapplicable because the government did not make a required 

preliminary showing that the FBI compiled these records for "a law 

enforcement purpose." In this regard he notes that FBI Director 

J. Edgar Hoover testified before the Warren Commission that there 

was no Federal jurisdiction to investigate the assassination of 

the President, and that the Warren Commission stated it had no law 

enforcement purposes. 

The FBI excised the names of the FBI agents who prepared the 

inventory worksheets on the grounds that the release of their names 

"could cause public exposure or harassment of Special Agents and 

their families •••• " These excisions are unjustifiable and the 

reason advanced for them is preposterous. FBI agents "have no 

legitimate privacy right to deletion of their names. Their in­

volvement in investigative activities for the FBI is not a 'pri­

vate fact'." Ferguson v. Kelley, 448 F.Supp. 919, 923 (N.D.Ill. 

1977) Moreover, the overriding public interest in the fullest pos­

sible disclosure of information about the assassination of Presi­

dent Kennedy would have to be given substantial weight in balancing 

privacy considerations against the public interest were any valid 
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privacy interest really presented. 

With respect to 7 (C) excisions made to protect the names and 

other identifying information on third parties, the District Court 

failed to take into account the overriding public interest in dis ­

closure of information about the Kennedy assassination and the ob­

vious liklihood that most such information in FBI files has already 

been publicly disclosed through books, the news media, congressio­

nal hearings and the like. The FBI made no claim that its 7 (C) ex­

cisions do not include information alreadly publicly known. In 

addition, in view of the numerous examples Weisberg adduced of the 

FBI's inconsistent application of 7 (C) , the refusal of the District 

Court to allow him to undertake discovery and the failure of the 

FBI to provide a Vaughn v . Rosen-type index made summary judgment 

inappropriate. 

The FBI's invocation of 7 (D) presents similar issues. The 

government failed to make any showing that information withheld 

under this claim of exemption was confidential or that there was 

an agency promise or implicit agreement to hold the matter in con­

fidence. Rural Housing Alliance v. U.S.Dept. of Agriculture, 

162 U.S.App.D.C. 122, 498 F.2d 73 (1974); Local 32 v. Irving, 91 

LRRM 2513 (W.D.Wash. 1976 ) . In addition, the FBI made no claim 

that the information excised under 7(D) was not already public 

domain and it did not provide an index and itemization of these 

excisions. Consequently, there was not a sufficient basis upon 

which to base an award of summary judgment . 
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The District Court's ruling that the phrase "confidential 

source" as used in 7 (D) applies to an agency or a commercial or 

institutional source is clearly wrong since the legislative his­

tory of the Act shows that it was intended to refer only to human 

sources. 

The FBI also deleted information on the worksheets under Ex­

emption 7 (E) because it would reveal ''investigative techniques and 

procedures." The legislative history of 7 (E) shows that it is not 

intended to apply to matters which are already publicly known. 

See Conference Report, H.Rep.No. 93-1380, 93d Cong., 2d Sess. 13 

(1974 ) . The FBI failed to state that the investigative techniques 

it excised are not publicly known. Accordingly, summary judgment 

was improperly granted with respect to these claims also. 

ARGUMENT 

I. SUMMARY JUDGMENT WAS IMPROPER WHERE ADEQUACY OF SEARCH FOR 
DOCUMENTS RESPONSIVE TO FOIA REQUEST WAS IN DISPUTE 

A motion for swnmary judgment is properly granted only when 

no material fact is genuinely in dispute, and then only when the 

movant is entitled to prevail as a matter of law. Fed . R.Civ . P . 

56(c); Adickes v. S.H . Kress & Co., 398 U.S. 144, 157 (1970 ) ; 

Bouchard v . Washington, 168 U. S . App . o.c . 402, 405, 514 F.2d 824 
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827 (1974); Nyhus v. Travel Management Corp., 151 U.S.App.D.C. 

269, 271, 466 F.2d 440, 442 (1972 ) . In assessing the motion, all 

"inferences to be drawn from the underlying facts contained in 

[the movant's] materials must be viewed in the light most favor­

able to the party opposing the motion." United States v. Die­

bold, Inc. , 369 U.S. 654, 655 (1962 ) . The movant must shoulder 

the burden of showing affirmatively the absence of any meaningful 

factual issue. Bloomgarden v. Coyer, 156 U.S.App.D.C. 109, .113-

114, 479 F.2d 201, 206-207 (1973 ) . That responsibility may not 

be relieved through adjudication since "[t]he court's function is 

limited to ascertaining whether any factual issue pertinent to the 

controversy exists [and] does not extend to the resolution of any 

such issue." Nyhus, supra, note 32, 151 U.S.App.D.C. at 271, 466 

F.2d at 442. 

In a Freedom of Information Act lawsuit, National Cable 

Television Association v. F.c.c., 156 U.S.App.D.C. 91, 94, 479 F. 

2d 183, 186 (1973), this Court held that in order to prevail on a 

motion for summary judgment, 

the defending agency must prove that each doc­
ument that falls within the class requested 
either has been produced, is unidentifiable, 
or is wholly exempt from the Act's inspection 
requirements. 

In this case Weisberg seeks: 

1. All worksheets related to the processing of FBI Headquar­

ters records on the assassination of President Kennedy; 

2. All other records related to the processing, review, and 

release of these records; 
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3. Any other records which indicated the content of FBI 

Headquarters records on the assassination of President Kennedy, 

and, 

4. Any separate list or inventory of FBI records on Presi­

dent Kennedy's assassination not yet released. 

The goverrunent provided Weisberg with a set of worksheets 

said to total 2,581 pages. It then submitted an affidavit by FBI 

Special Agent Horace P. Beckwith which asserted that: "These 

worksheets represent the only documents available within the FBI 

which are responsive to plaintiff's requ;est." 4/ 17/ 78 Beckwith 

Affidavit, ~4. [App. 25] 

Agent Beckwith has been used extensively as an affiant in 

Weisberg's FOIA cases. He has been publicly reported as being an 

unindicted co-conspirator in FBI illegalities. See 7/ 10/ 78 Weis­

berg Affidavit, ,1,116-19. [App. 99-101] This alone militates 

against giving any credence to his affidavits. In addition, how­

ever, he has misrepresented critical facts in other FOIA cases. 

Thus, as a result of an affidavit which Agent Beckwith submitted in 

Lesar v. Department of Justice, Civil Action No. 77-0692 (now pend­

ing in this Court as Case No. 78-2305 ) , Weisberg learned that in 

another case, Weisberg v. Department of Justice, Civil Action No. 

75-1996, Beckwith ad misrepresented two Atlanta Field Office seri­

als on the assassination of -Or. King as consisting of 2 pages, nei­

ther of which was withheld, when in fact they consisted of 29 pages, 

27 of which had been withheld without Weisberg's knowledge. See 7/ 

10/78 Weisberg Affidavit, ,119 [App. 99]; Exhibit 2 [App. 128] . 
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In this case, Agent Beckwith has again misrepresented the 

facts. The worksheets provided Weisberg were not "the only docu­

ments available within the FBI which are responsive to [his] re­

quest." Indeed, they are not even the only set of worksheets 

responsive to his request. For .example, a different set of work­

sheets, one which did not itemize the identical underlying rec­

ords and which contained improper obliterations, was sent to 

another requester, a Mr. Paul Hoch. Comparison of the Hoch work­

sheets with those sent to Weisberg reveals "different entries, 

different handwriting, different information and other differ~ 

ences, even though both sets are dated July, 1977." 2/ 21/ 79 Weis­

berg Affidavit, 111143-51 ., [App. 411-413]; Exhibits 6-7 [App. 454-455 ] 

Nor is Beckwith's affidavit true with respect to Item 2 of 

Weisberg's request, which calls for "[a]ll records related to the 

processing, review, and release ofu the FBI's Central Headquarters 

files on the assassination of President Kennedy. Weisberg pro­

vided evidence that such records existed when he filed his Opposi­

tion to the government's Motion to Dismiss/ Summary Judgment. 

For example, Weisberg noted that in connection with Weisberg 

v. Bell, et al., Civil Action No. 77-2155, FBI Director Clarence 

M. Kelley had tried to deny him a total waiver of search fees and 

copying costs for the FBI's Kennedy assassination records by rep­

resenting to his counsel--and the District Court--that "[w]e an­

ticipate that additional sets of documents will be produced and 

placed in other research facilities, such as the Library of Con-
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gress, in the near future." 1/9/ 78 letter from Director Kelley 

to James H. Lesar. Opposition Attachment A. [App. 79) Three 

days later Office of Privacy and Information Appeals Director 

Quinlan J. Shea, Jr. wrote, in the name of Acting Deputy Attorney 

General Benjamin R. Civiletti, that in recognition of the histori­

cal importance of the FBI' s records· on President Kennedy's assas­

sination, "Director Kelley ... on his own initiative, made ar­

rangements for the released materials to be made available at a 

number of different public locations " 1/ 12/ 78 from Quin-

lan J. Shea, Jr. to James H. Lesar. Opposition Attachment B. 

[App. 81) 

Unless these representations were false--and it bears repeat­

ing that they were made to United States District Judge Gerhard 

Gesell, as well as to Weisberg's counsel--then the FBI should have 

records relating to the decision to place these documents in other 

locations, such as the Library of Congress, as well as records re­

flecting those locations actually selected, the conditions under 

which the recipients got them; and the arrangements for their ac­

tual transmittal. No such records were provided to Weisberg. 

It is also obvious that the decision to place a set of these 

Kennedy assassination records in the FBI reading room did not 

spring from the head of Director Kelley as did Athena from the 

head of Zeus, full-grown, in compl.ete armor, and with a might war­

whoop. Such a decision would not be made without discussions and 

memoranda on whether this project should be undertaken, as well 

as the costs and mechanics of doing it. One example of this kind 
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of record is the November 17, 1977 memorandum from A. J. Decker to 

Mr. McDermott which discusses the costs involved in processing 

the "approximately 600 sections" of FBI records which comprise 

the JFK assassination files. Opposition Attachment c. [Arp. 83] 

It was not provided to Weisberg in response to the FOIA request 

which is the sutiject of this lawsuit, although it should have 
1/ 

been.- Nor were any other documents of this kind supplied. 

The Decker memorandum states that approximately 60 FOIA re­

quests "of various scope" had been made for FBI records on Presi­

dent Kennedy's assassination. These requests and the administra­

tive records generated in response to them are clearly within the 

scope of Item 2 of Weisberg's request. Yet none have been pro­

vided. Also within the scope of Item 2 would be any list of FOIA 

requests for Kennedy assassination records. At the September 16, 

1976 hearing in Weisberg v. U.S. Department of Justice, Civil Ac­

tion No. 75-1 996, FBI Special Agent John Howard testified that 

such a list was compiled. Opposition Attachment D. [App. 85] .No 

such list has been provided to Weisberg. 

Finally, Item 4 of Weisberg's request asked for "[a]ny sepa­

rate list or inventory of . FBI records on President Kennedy's assas­

sination not yet released." Weisberg provided the District Court 

with documentary evidence that FBI Headquarters had directed all 

y The Decker memorandum shows on its face that it was distrib­
uted to no less than six FBI officials, not including Decker 
or McDermott. It was marked to the ~ttention of FBI Special 
Agent Horace P. Beckwith, who twice submitted affidavits de ­
claring that the FBI had no records responsive to Weisberg's 
FOIA request except the worksheets provided him . 
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89 FBI field offices to provide inventories of all records relat­

ing to the assassinations of President Kennedy and Dr. King. See 

2/21/79 Weisberg Affidavit, 111171-73 [App. 417); Exhibits 11-12 

[App. 461, 465). The FBI did not provide Weisberg with copies of 

these or other such inventories. 

On this evidence it is obvious that the FBI did not produce 

all records responsive to Weisberg's request. It was, therefore, 

error for the District Court to grant summary judgment. 

The District Court also abused its discretion in granting a 

Protective Order forbidding the taking of the depositions of FBI 

Agents Beckwith and Mccreight. Such orders are" generally re­

garded by the court as both unusual and unfavorable, and most re­

quests of this kind are denied . Grinell Corp. v. Hackett, 7 0 

F.R.D. 326, 333-334 (1976 ) , citing Investment Properties Interna­

tional, Ltd. v. Ios, Ltd., 459 F.2d 7 05, 708 (2d Cir. 1972). In 

barring Weisberg from taking t~ese depositions, the District Court 

denied him the opportunity to exercise discovery on the issue of 

the adequacy of the search for records responsive to his request. 

In Association of National Advertisers, Inc. v. Federal Trade, et 

al., 28 Ad.L.2d 643 (D.D.C. 1976), an FOIA case in which the plain­

tiff challenged the adequacy of the search for responsive records, 

then Chief Judge Jones of the United States :Dist~ict Court for the 

District of Columbia ruled that: 

It is clear that civil discovery is a prop­
er method for pursuing factual disputes as to 
the adequacy ·or completeness of an agency search 
for records requested pursuant to FOIA. See 
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National Cable Television Ass'n, Inc. v. FTC 
479 F.2d 183, 193 (DC Cir. 1973). 

It is apparent, therefore, that the District Court also com­

mitted reversible error in denying Weisberg the opportunity to de­

pose Agents Beckwith and Mccreight as to the adequacy of the FBI's 

search for records responsive to his request. 

II. DISTRICT COURT COMMITTED ERROR IN AWARDING SUMMARY JUDGMENT 
TO GOVERNMENT ON EXEMPTION 1 CLAIMS 

Exemption 1 of the Freedom of Information Act excludes from 

its mandatory disclosure requirements matters that are--

(1 ) (A) specifically authorized under cri­
teria established by an Executive order to be 
kept secret in the interest of national de­
fense or foreign policy and (B) are in fact 
properly classified pursuant to such Executive 
order 

The government filed affidavits by three different FBI agents 

alleging that inforrnatio.n on the worksheets provided to Weisberg 

had been excised in the interests of national security. The Dis­

trict Court found that "the FBI affidavits show that the documents 

are classified according to the proper procedural criteria and 

that they are correctly withheld under both Executive Orders 11652 

and 12065." In addition, the Court ruled that "[t]here has been 

no showing of lack of good faith on the part of the FBI." [App. 

270] 

A. District Court Erroneously Relied on Weissman v. CIA 

In making its determination, the District Court erroneously 

r elied upon Weissman v . CIA, 184 U. S . App . D.C . 117, 565 F . 2d 692 



30 

(1977), which was substantially modified, if not in fact over­

turned by Ray v. Turner, 190 U.S.App.D.C. 290, 587 F.2d 1187 

(1978), a decision which this Court handed down nearly six months 

prior to the District Court's ruling in this case. 

B. District Court Misconstrued Weight Required To Be 
Given To Agency Affidavits 

In holding that the government was entitled to summary judg­

ment on its Exemption 1 claims because the legislative history 

"clearly indicates that substantial weight is to be accorded to 

agency affidavits setting forth the basis for exemption under sub­

section (b) (1)," the District Court relied upon a passage in the 

Conference Report on the 1974 Amendments to the Freedom of Infor­

mation Act which states: 

••. the conferees recognize that the Execu­
tive departments responsible for national de­
fense and foreign policy matters have unique 
insights into what adverse effects might oc­
cur as a result of public disclosure of a par­
ticular classified record. Accordingly, the 
conferees expect that Federal courts, in making 
de novo determinations in [Exemption 1] cases 
-.-.~.~, will accord substantial weight to an 
agency's affidavit concerning the details of 
the classified status of the disputed record. 

H.R. Rep. No. 1380, 93d Cong., 2d Sess. 12 (1974) 

The District Court misconstrued the suggestion of the con­

ferees that "substantial weight" be accorded agency affidavits di­

rected at establishing Exemption 1 claims. He gave no considera­

tion whatsoever to Weisberg's detailed and carefully documented 

counteraffidavits. He gave conclusive weight to the FBI's affida-
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vits, even though they were highly conclusory at best and delib­

erately deceptive at worst . This is not what the conferees in­

tended when they stated that they expected the courts to give 

"substantial weight" to agency affidavits dealing with the clas ­

sified status of withheld information. As one commentator has 

written: 

This suggestion by the conferees is merely 
a reminder that those within the executive 
branch authorized to make security classifi­
cations will often be in a better position to 
evaluate the need for classification than the 
party seeking disclosure. The conferees have 
not suggested that the evidence of the party 
seeking disclosure should be afforded any less 
"substantial weight." In fact the legislative 
history indicates that it was Congress' intent 
that the evidence of both parties be accorded 
equa+ weight, commensurate with the degree of 
expertise , credibility, and persuasiveness un­
derlying it. More fundamentally, the "substan­
tial weight" suggestion of the conferees should 
in no way be taken to suggest the imposition of 
a presumption favoring the agency. President 
Ford vetoed the Act because he felt the con ­
feree language failed to create such a presump­
tion; Congress, in its initial consideration of 
the 1974 amendments, specifically rejected a 
similar presumption contained in the Senate 
draft of the bill . (Emphasis added ) (Citations 
omitted) 

Howard Roffman, Commentary, "Freedom of Information: Judicial Re­

view of Executive Security Classifications," 28 University of 

Florida Law Review 551, 558 - 559 (Winter 1976 ) . 

For the District Court to give the FBI affidavits conclusive 

weight was impr oper. Given the natur e of the FBI affidavits and 

the totality of the circumstances which had been laid before the 
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District Court, according them "substantial weight" was also im­

proper. As Chief Judge Wright stated in his concurring opinion in 

Ray v. Turner: 

An affidavit explaining in detail the factors 
about particular material that have convinced 
the agency that the material should be classi­
fied should and will be quite influential with 
a reviewing court. On the other hand, an af­
fidavit stating only in general or conclusory 
terms why the agency in its wisdom has deter­
mined that the criteria for nondisclosure are 
met should not and cannot be accorded "substan­
tial weight" in a de nova proceeding. To sub­
stitute a presumption favoring conclusory agen­
cy affidavits for the court's responsibility to 
make a de novo determination with the burden on 
the government would repeal the very aspects of 
the 1974 amendments that made it necessary for 
the Congress to override the President's veto. 
(Emphasis in original ) 

Ray v. Turner, supra, 190 U.S.App.D.C. at 316-317, 587 F.2d at 

1213-1214. 

c. Withheld Information Was Not Classified in Accordance 
With Procedural Requirernentsof E.O. 11652 

The affidavits which the FBI submitted in support of its Ex­

emption 1 claims were deliberately worded to give the false impres­

sion that, as required by Exemption 1, the withheld information on 

the worksheets was classified in accordance with the procedural re­

quirements of E.O. 11652. The District Court expressly ruled that 

this information was classified "according to the proper procedural 

criteria." [App. 270] 

The first FBI affidavit to address the classified status of 

the information on the worksheets was the April 17, 1978 affidavit 
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of FBI Special Agent Horace P. Beckwith, which stated: 

[Exemption 1] exempts from disclosure in­
formation which is currently and properly 
classified pursuant to Executive Order 11652. 
This information contained in the inventory 
worksheets in the form of notations and short 
phrases is identical to information which is 
duly classified in the original documents. 
This information, if released, would identify 
foreign sources or sensitive procedures, 
thereby jeopardizing foreign policy and the 
national defens.e. 4/ 17 / 78 Beckwith Affidavit, 
,r 3 (a ) • [App . 2 4 ] 

The Beckwith Affidavit thus gives the clear impression that 

certain "notations and short phrases" appearing on the worksheets 

had already been classified in that form, as well as in the under­

lying "original documents." But if the January 22, 1979 affidavit 

of FBI Special Agent Bradley B. Benson is correct, this impression 

is entirely false, since Benson swears that the information on the 

worksheets was not classified until April 27, 1978, ten days after 

the date of the Beckwith Affidavit. Benson Affidavit, ,r10. [App. 

254-261] 

On April 28, 1978, FBI Special Agent David M. Lattin executed 

an affidavit in which he swore that: 

(9) The affidant has reviewed the worksheets 
and has determined that the proper classifica­
tion has been assigned and that they have been 
appropriately marked in accordance with EO 
11652 and Section 4 (A) , and 28 C.F.R. 17.40 
et~· [App. 49] 

This, too, gives the false impression that the procedural re­

quirements of E.O. 11652 (and Exemption 1) were followed. It is 

carefully worded to attain the FBI's objective of misleading both 

plaintiff ~nd the District Court while avoiding outright perjury. 
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The Lattin Affidavit refers to Section 4 (A) of E.O. 11652 

because it pertains to the informational content of certain re­

quired classification markings but not to the time when classi­

fication should take place. Yet the National Security Council Di­

rective implementing E.O. 11652 requires that: "At the time of 

origination, each document or other material containing classi­

fied information shall be marked with its assigned security clas­

sification and whether it is subject to or exempt from the General 

Declassification Schedule. " (Emphasis added ) Section 4 (A) , Na­

tional Security Council Directive, 43 Fed.Reg. 100 53 (May 17, 

1972 ) . Similarly, Lattin's citation to "28 C.F.R. 17.4 0 et seq" 

omits reference to 28 C.F.R. 17.14, which also provides that clas­

sification shall occur "at the time of origination. " (Emphasis 

added ) 

Even prior to the enactment of the 1974 amendments to the 

Freedom of Information Act, this Court held that failure to comply 

with the classification procedures prescribed by Executive order, 

including the time of classification, could compel disclosure. 

Schaffer v. Kissinger, 164 U.S.App.D.C. 282, 505 F.2d 389 (1974). 

The Amended Act clearly provides that in order to qualify for non­

disclosure under Exemption 1, the material withheld must be clas­

sified in accordance with both the substantive and procedural re­

quirements of the relevant Executive order. 5 u.s.c. § 552 (b ) (1 ) . 

The Conference Report on the 1974 amendments explicitly states 

that material withheld under Exemption 1 must be properly classi-
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fied "pursuant to both procedural and substantive criteria con­

tained in such Executive Order." H.Rep . No. 93 - 1200, 93d Cong., 

2d Sess. 12 (1974). (Emphasis added ) 

The courts have hedged enforcing this provision of the law 

as it was written. However, this Circuit has held that where the 

proper classification procedures have not been followed and the 

government alleges that disclosure would constitute a grave dan­

ger to national security, t he District Court should examine the 

materials in camera to determine whether they may be withheld ac­

cording to the exacting standard employed in First Amendment cases 

involving prior restraint. Halperin v. Department of State, 184 

U.S.App.D.C. 124, 131-132, 565 F.2d 699, 706-7 07; Ray v. Turner, 

190 U.S.App.D.C. 29 0 , 318, 587 F.2d 1197, 1215, note 62 (concurr­

ing opinion of Chief Judge Wright ) . 

The Benson Affidavit states that although the worksheets 

dated to August, 1977, they were not classified until April 27, 

1978. This is some nine months after origination and five months 

after Weisberg requested them. This failure to follow proper 

procedures requires that the District Court be reversed as to the 

Exemption 1 claims . 

D. Withheld Information Is Not Properly Classified Under 
Substantive Criteria of Executive orders 11652 and 12065 

The FBI's justification for withholding information on the 

worksheets under Ex emption 1 sounds formidable. For example, in 

e xplaining the " i denti f iable damage" to the national s ecur ity 
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which "could reasonably be expected" from the ''unauthorized dis­

closure" of some of the allegedly classified information on the 

worksheets, Special Agent Benson declares, at paragraph (8) (a): 

If a withheld classified item identifies a for­
eign government source or international organi­
zation source, the item is so identified but 
with no further particularity. The information 
may not be further described without breaching 
the assurance of confidentiality afforded the 
foreign source. The revelation of either the 
identity of the source or the information fur­
nished could reasonably be expected to cause 
identifiable damage to the national security 
by the curtailment of such information from 
foreign or international sources who demand or 
expect confidentiality. The revelation co.uld 
harm foreign relations, cause expulsion of Uni­
ted States officials and precipitate a break in 
normal diplomatic intercourse. The revelation 
could cause physical harm or other personal dis­
ruption in the lives of cooperative foreign of­
ficials and their sources. 

The spectre raised by such claims is enough to make all but 

the most hardened FOIA recidivist withdraw his information request 

forthwith and abjectly request that he be forgiven for his impu­

dence. After all, what right-minded citizen merely questing after 

information about the way his government operates wants to cause a 

break in diplomatic relations or physical harm to "cooperative 

foreign officials"? 

But it turns out that the FBI affidavits, though written to 

deceive judges and to intimidate them by evoking the horrific pos ­

sibility that actual damage to national security might result from 

the release of the requested information, are purely hallucino­

genic . What all this claptrap is about is withholding the ini­

tials "RCMP" --standing fo r "Royal Canadian Mounted Police" --under 
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the guise that their "disclosure" would actually harm national se­

curity . 

Weisberg's February 14, 1978 affidavit establishes that the 

earth-shattering news that the Mounties had cooperated with the 

FBI in the investigation of President Kennedy's assassination had 

already been disclosed by the FBI itself. Moreover, it had long 

been public knowledge. This information is freely available at 

the National Archives, and Weisberg has himself published records 

showing this cooperation. See 2/ 14/ 79 Weisberg Affidavit, ,1,1 6 9-

70, 99-107 _ [App. 299, 306- 3.09]; Exhibits 12-14 [App. 346-348]. 

Executive orders 11652 and 12065 both make it clear that the 

purpose of security classification is to protect against the "un­

authorized disclosure" of official information which must be pro­

tected in the interests of national security. It is obvious that 

information which is already a matter of public knowledge cannot 

qualify for security classification under either order. 

In addition, even if disclosure would result in identifiable 

harm to national security, under E . O. 12065 such information is 

protected by Exemption 1 only if that identifiable harm is not 

outweighed by the public interest in disclosure . The affidavit of 

Special Agent Benson, who purportedly examined the "classified" in­

formation on the worksheets under the provisions of E.O. 12065, 

fails to recite that he made this determination . Because it does 

not qualify for classification under the substantive criteria of 

e i ther E . O. 1 1652 o r E. O. 12065, the inf o r mat ion on the wo r ksheets 

which ha s bee n wi t hheld under Ex emption 1 must be re leased . 
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III. INFORMATION CANNOT BE WITHHELD UNDER EXEMPTION 7 WHERE 
RECORDS WERE NOT COMPILED FOR LAW ENFORCEMENT PURPOSES 

The FBI deleted information on the worksheets on the authori ­

ty of Exemption 7 (C) , (D) , and (E) . By its express terms, Exemp­

tion 7 applies only to "investigatory records compiled for law 

enforcement purposes." (Emphasis added ) FBI Director J. Edgar 

Hoover , testifying before the Warren Commission, stated that there 

was no Federal jurisdiction to investigate the assassination of 

the President. Hearings Before the President ' s Commission on the 

Assassination of President Kennedy, Vol. V, p. 98. The Warren Com­

mission explicitly stated that it had no law enforcement purposes. 

Report of the President's Commission on the Asssassination of Pres-

ident Kennedy, p. xiv. 

App. 105] 

See 7/ 1 0/78 Weisberg Affidavit, 1141- 42. 

In Weissman v. CIA, 184 U.S.App.D.C. 117, 120, 565 F . 2d 692, 

695 (1977 ) , this Court held that where the CIA had conducted an 

extensive investigation of an American citizen living at home, 

without his knowledge and without authority .to do. so,: I' [i] .t cannot 

be contended that this activity was f or law enforcement. purposes." 

In this case the FBI made no showing that the materials with­

held under Exemption 7 were derived from "investigator~ records 

compiled for law enforce.rnent purposes." The District Court made no 

such finding . Unless and until such a showing is made, any with­

holding under Ex empt i on 7 is impr oper. 
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IV. AWARD OF SUMMARY JUDG.L'1ENT WITH RESPECT TO EXCISIONS MADE 
UNDER EXEMPTIONS 2 AND 7 (C), (D), AND (E) WAS IMPROPER 

As noted above, a motion for summary judgment is properly 

granted only when no material fact is genuinely in dispute, and 

then only when the movant is entitled to prevail as a matter of 

law. Fed.R.Civ.P. 56 (c ) ; Adickes v. S.H. Kress & Co., 398 U.S. 

144, 157 (1970 ) ; Bouchard v. Washington, 168 U.S.App.D.C. 402, 

405, 514 F.2d 284, 827 (1974 ) ; Nyhus v. Travel Management Corp., 

151 U.S.App.D.C. 269, 271, 466 F.2d 440, 442 (1972 ) . In addition, 

on a motion for summary judgment, "[t)he court's function is lim­

ited to ascertaining whether any factual issue pertinent to the. 

controversy exists [and] does not extend to the resolution of any 

such issues." Nyhus, supra, note 32, 151 U.S.App.D.C. at 271, 466 

F.2d at 442. 

The District Court violated these principles of summary judg­

ment in upholding the government's claims of exemption. Exemption 

1 has already been discussed in this context. A discussion of 

what is at issue with respect to the government's other claims of 

exemption follows. 

A. Exemption 2 

Exemption 2 excludes from ma.ndatory disclosure matters that 

are: "related solely to the internal p~rsonnel rules and prac­

tices of an agency." Construing this provision in Department of 

the Air Force v. Rose, 425 U.S. 352 (1976), the United States Su­

preme Court held that: "Exemption 2 is not applicable to matters 
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subject to ••• a genuine and significant public interest." In 

so holding, the Court quoted Vaughn v. Rosen, 173 U.S.App.D.C. 

187, 523 F.2d 1136 (1975) to the effect that: 

" .•• the Senate Report indicates that . the 
line sought to be drawn is one between minor 
or trivial matters and those more substantial 
matters which might be the subject of legiti~ 
mate public interest. 

* * * 
Reinforcing this interpretation is 'the 

clear legislative intent [of FOIA] to assure 
public access to all governmental records 
whose disclosure would not significantly harm 
spec,i.fic governmental interests.' [Soucie v. 
David, 145 U.S.App.D.C. 144, 157, 448 F.2d 
1067, 1080 (1971 ) ]" 

Department of Air Force v. Rose, supra, at 375. 

The two affidavits of Special Agent Beckwith contain a dis ­

crepancy as to the employment of Exemption 2. The first affidavit 

swears that this exemption was asserted "solely to remove informant 

file numbers." (Emphasis added) 4/ 17/ 78 Beckwith Affidavit, 1f3 (b ) . 

[App. 24] The second vows that it was used to remove "informant 

file numbers and informant symbol numbers." (Emphasis added) 4/28/ 

78 Beckwith Affidavit, 1[6. [App. 52] 

The District Court found that both informant file numbers and 

informant symbol numbers "relate to the internal practices of an 

agency." [App. 270] This finding is defective in two regards. 

First, it does not assert that they relate solely to such prac­

tices, even though this is plainly a requirement of the law . Sec ­

ondly, the phrasing of Exemption 2 r efers to "internal personnel 
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rules and practices of an agency", not "the internal practices of 

an agency", as the District Court would have it. In Jordan v. 

United States Dept. of Justice, 192 U.S.App.D.C. 144, 155, 591 F . 

2d 753, 764 (1978 ) , this Court observed that: 

•• • every court which has considered the spe­
cific language of Exemption 2 has concluded, 
for good and sufficient reasons, that the 
phrase "internal personnel" modifies both 
"rules": and "practices". (Citations omitted) 

For reasons having to do with basic rules of English grammar, the 

legislative history of the exemption, and the general purpose of 

the Act, this Court reached the same conclusion. Ibid. 

The issues which Weisberg raises in this regard are not aca­

demic. He put before the District Court evidence that the FBI had 

claimed Exemptions 2 and 7 (D) for the file number of a known FBI 

informant who had signed an agreement with the FBI stating that he 

was not a Federal employee and would not represent himself as such. 

See 3/ 21/ 79 Lesar Affidavit, 113 [App. 504]; Attachment A [App. 507] . 

An informant not employed by the FBI is obviously not covered by an 

exemption which pertains only to the "internal personnel practices" 

of the agency. This raises an issue of fact as to whether the Ex­

emption 2 claims made by the FBI in this case erroneously assert 

coverage for non- FBI personnel, thus precluding summary judgment. 

The District Court found that release of the informant file 

and symbol numbers "could result in the disclosure of the identi ty 

of the informant, protected by Exemption 7(D) . " [App . 270] Weis ­

ber g contends that this is another disputed factual issue which the 

Distr i c t Court impr operly r esolved i n awar ding s ummar y judgment. 
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He insists that disclosing the symbol informant number does not 

reveal the names or identities of informants. In addition, the 

FBI has not stated that the names and identities of these inform­

ants are not already known. Where the informers are publicly 

known, there can be no basis .for invoking Exemption 2 to cover 

their informant file and symbol numbers, even where they are (or 

were ) FBI employees. 

The District Court also opined that, " [i]t is obvious that 

the public's interest in knowing the names of FBI informants is 

neither significant nor genuine when compared with the FBI's need 

to keep this information confidential." (Emphasis added ) [App. 

27] This does not correctly state the issue, since the disclo-

sure of informant file and symbol numbers does not reveal the 

names or identities of informants. In addition, it gives no indi­

cation what factors the District Court considered in weighing the 

public interest. It is obvious, however, that there is a very 

substantial public interest in evaluating both the information 

provided to the FBI in regard to President Kennedy's assassination 

and in evaluating the FBI's performance in investigating this na­

tional tragedy. Informant symbol numbers provide a means of eval­

uating the content and significance of events and informati·on. 

For example, if the informant represented by a particular symbol 

number provides information known to be false on any occasion, all 

information provided by him must be viewed as suspect unless more 

reliably confirmed. In such cases, content cannot be evaluated 
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apart from the informant. Yet unless the symbol number is knm·m, 

it will not be possible to make this sort of evaluation. See 

7/10/78 Weisberg Affidavit, Exhibit 3. [App. 143- 153] 

To give another example, it is obviously important to know 

whether the information in several FBI reports on the same subject 

came from a single informant or was supplied by two or more inform­

ants. Such information provides a means of ascertaining whether 

an informant's account is supported by information supplied by 

other informants or is contradicted by them. In turn, this pro­

vides a means of evaluating the actions taken or not taken by the 

FBI in response to information supplied by an informant. Unless 

the symbol informant numbers are divulged, there is no means of 

evaluating such considerations. 

Thus there is a legitimate public interest in the disclosure 

of informant symbol numbers. Because disclosure of these numbers 

does not reveal the names or identities of informants, there is 

no harm to governmental interests. Thus the public interest pre­

dominates and they should be released. 

B. Exemption 7 (C) 

Exemption 7 (C) provides that the FOIA's compulsory disclosure 

requirements do not apply to investigatory records compiled for 

law enforcement purposes to the extent that.their production would 

"constitute an unwarranted invasion of personal privacy." 

The FBI purportedly utilized this information to "protect 

names, background data, and other identifying information of third 

parties that appear on the inventory worksheets and were withheld 

~ --·------· -·- • ··- - -·-· ... ··--·--, .. - . --~ ..... , , ..-.., ... ....,.,.,~,.,..,.,.,,,..n ... .--,wu. ~'"'"~;U\\1'1",\ "1.ru ,·1·,\•,•1 . ;:1,1r,,,,r..<".,~1:,,,1 
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in the original documents." It was also utilized to excise the 

names of the FBI agents who produced the inventory worksheets. 

The FBI claims that to release these names "could cause public 

exposure or harassment of Special Agents and their families, which 

is unwarranted and would inevitably affect their ability to per­

form their responsibilities." 4/ 28 / 78 Beckwith Affidavit, ,r6 (c ) . 

[App. 52-53] 

The District Court, in an entirely conclusory ruling, stated 

only that "[h]ere the information pertains to individuals coming 

to the attention of the FBI who were not the subject of investiga­

tion," and that "[t]he public interest in disclosing this informa­

tion does not outweigh the privacy interests of these individuals." 

[App . 271] 

The FBI's utilization of Exemption 7 (C) is notoriously incon­

sistent. Drawing on his study of tens of thousands of FBI records, 

Weisberg has summarized the pattern: 

Where the FBI did not like these people, where 
they have held political views not approved by 
the FBI or where, as in the case of the widow 
Oswald, they spoke of the FBI in a manner the 
FBI did not like, the FBI displayed no interest 
in their privacy. 

7/10/78 Weisberg privacy, ,114. [App. 98-99] As an example, the 

FBI has released unexpurgated records of Marina Oswald's sexual 

' I dreams and acts and her conunents about the married man with whom 

she slept. See 7/10/78 Weisberg Affidavit, ,1,113 - 14 [App. 98-99]; 

Exhibit 1 [App . 124] 

With respe·ct to· FBI Agents, however, the FBI frequently in­

vokes "invasion of privacy" where ther e is none at all . In thi s 
• 
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regard, it now claims it is an unwarranted invasion of privacy to 

release the names of the FBI Special Agents who processed the in­

ventory worksheets, even though it did not excise the names of FBI 

agents from the worksheets which accompanied the release of records 

on the assassination of Dr. King. 7/ 10/ 78 Weisberg Affidavit, V44. 

[App. 106] The FBI holds the privacy of its agents in such tender 

regard that it even deleted the name of one Special Agent from a 

newspaper article! [App. 156] 

Yet even with respect to the withholding of the names of FBI 

Special Agents, the FBI has been inconsistent. It has, for example, 

released lists giving the names, home addresses and home telephone 

numbers of FBI Agents. See 7/.19/ 78 Weisberg Affidavit, Exhibits 

1-3. [App. 191-194] 

The pr~ctice of excising, albeit inconsistently, the names of 

FBI Special Agents appears to have begun after the Freedom of In­

formation Act was amended in 1974. 7/ 10/ 78 Weisberg Affidavit, 

1150 [App. 107) The Warren Commission published alarge number of 

unexpurgated FBI reports in facsimile. "No FBI names were with­

held, no names of those who gave information to the FBI were with­

held from what the Commission published or what was available at 

the National Archives." 7/10/ 78 Weisberg Affidavit, 1149. [App. 107] 

It appears that the FBI's use of Exemption 7(C ) is sometimes 

intended as hara~sment of FOIA litigants. The unjustifiable invo­

cation of this and other exemptions also helps the FBI build sta­

tistics which it can use in its campaign to repeal the FOIA. 

The FBI's description of what it has withheld in this case 

,under Exemption 7(C) is not sufficiently detailed to provide a 

proper basis for awarding summary judgment . For example, there is 
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no statement by the FBI that what it has excised under 7(C) is 

not already in the public domain. Weisberg's experience is that 

the FBI withholds public information under all exemptions, but 

particularly under Exemption 7(C) and (D) . Thus it has withheld 

from its records exactly the same information that Weisberg has 

himself published. 7/ 10/ 78 Weisberg Affidavit, ,rs3. [App. 108] 

It is also common FBI practice to withhold from the records it 

releases what is contained in its own news clippings files. 7/ 10/ 

78 Weisberg Affidavit, ,rs4. [App. 108] 

The plain fact is that after 15 years of investigations by 

the FBI, th~ Warren Commission, and several congressional commit­

tees, not to mention the countless magazine and newspaper articles, 

books, radio and T.V. reports that each new development has spawned, 

there is very little information which is not already public knowl ­

edge. Whether the FBI is withholding public information under the 

guise that it is protected by 7 (C) is a factual issue which properly 

precludes summary in favor of the government at this point. The 

District Court erred in adjudicating this issue on an insufficient 

record, by not requiring the FBI to cross-index its claims of exemp­

tion to its justification for withholding, and by denying Weisberg 

the opportunity to take discovery on this issue. 

It is apparent that the District Court failed to take into 

account the overriding interest in the fullest possible disclosure 

of information about the Kennedy assassination, as well as the fact 

that most such inforr.lation is already public . By failing to spell 

out the factors that it weighed in corning to the conclusion that 
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privacy considerations outweigh the public interest in disclosure, 

the District Court provided an insufficient basis for review by 

this Court. Therefore, its decision must be reversed for this rea­

son also. 

Finally, the District Court was wrong as a matter of law in 

holding that the names of FBI Agents are properly withheld under 

Exemption 7 (C) . FBI Agents "have no legitimate privacy right to 

deletion of their names. Their involvement in investigative activ­

ities for the FBI is not a 'private fact'. " Ferguson v. Kelley, 

448 F.Supp. 919, 923 (N.D.Ill. 1977 ) 

C. Exemption 7 (D) 

Exemption 7 (D) protects "investigatory records compiled for 

law enforcement purposes " ·to the extent that the the production 

of such records would "disclose the identity of a confidential 

source and, in the case of a record compiled by a criminal law en­

forcement authority in the course of a criminal investigation ..• 

confidential information furnished only by the confidential source." 

The FBI justif·ication for excising material under 7 (D) af­

fords no basis for awarding summary judgment in its favor. It 

proffers only two facts in support of this claim. First, it as­

serts that 7(D) "was cited in the inventory worksheets correspond­

ing to the same information as excised in the original documents." 

4/ 28/78 Beckwith Affidavit, 116 (d). [App. 53] Since there has 

been no showing that the material in the "original documents" which 

was excised under 7(D) was properly excised under that claim, this 

is irrelevant. In addition, this claim ~akes it evident that 
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in processing the worksheets, the FBI simply rubber-stamped the 

claims of exemption which were made on the original docurr.ents at 

the time they were processed. Since the passage of time alone may 

errode a justification for withholding information, this procedure 

would be defective even if the FBI could show that the excisions 

on the original documents were proper at the time they were made, 

which it can't and hasn't. 

Secondly, the FBI asserted that 7 (D) was used to remove the 

symbol numbers and file numbers of informants " in order to insure 

protection of the identity of sources. " 4/ 28/ 78 Beckwith Affi-

davit, 116 (d ) . [App. 53) Since by the FBI's own admission these 

informant file and symbol numbers "are used to cover the actual 

identity of the informant, " the release of these numbers would not 

"disclose the identity of a confidential source " as required by 

Exemption 7 (D) • 

Moreover, under Exemption 7 (D) the agency has the burden of 

showing that the withheld information is confidential and that 

there was an agency promise or implicit agreement to hold the mat­

ter in confidence. Rural Housing Alliance v. U.S. Dent. of Agri­

culture, 162 U.S.App.D.C. 122, 498 F.2d 73 (1974 ) ; Local 32 v. Irv­

ing, 91 LRRM 2513 (W.D. Wash. 1976). The FBI has not met that bur­

den here. Indeed, it has not even stated that the information on 

the worksheets which was excised under 7(D) on the basis of similar 

claims on the original docwnents is confidential and that there was 

an agency promise or implicit agreement to keep it confidential. 

On this basis alone, summary judgment was inproper . 
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Nor did-the FBI state whether it withheld the identity of in­

of institutional sources and information provided by them under 

the auspices of Exemption 7 (D). The District Court ruled, however, 

that the purpose of 7 (D) "would include any source whether it be 

an individual, an agency or a commercial or institutional source." 

[~pp. 2721 

This ruling is clearly wrong. The term "confidential source" 

is not defined in the FOIA. However, the legislative history of 

the Act indicates that Congress intended it to applyto human, not 

institutional sources. The Senate amendment to Exemption 7 origi­

nally employed the term " informer" rather than "confidential 

source. " In explaining the substitution, the Conference Committee 

said: 

The substitution of the term "confidential 
source" in section 552 (b ) (7) (D) is to make 
clear that t~e identity of a person other than 
a paid informer may be protected if the person 
provided information under an express assurance 
of confidentiality or in circumstances from 
which such an assurance could be reasonably in­
ferred. 

(Emphasis added) H.Rep. No. 93-1380, 93d Cong., 2d Sess. 13 (1974 ) . 

This makes it clear that Congress intended to broaden the 

term "informer", a term which refers only to persons, to include 

persons other than paid informers. It obviously did not contem­

plate that the term would be expanded to include agencies, whether 

state, federal or local. If this were the case, it would be possi­

ble to defeat the intent of Exemption 7(D) by transferring records 

from one federal agency to another under a promise of confidential-
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ity. Nor did Congress contemplate that "source" would be expanded 

to include institutional sources. 

Finally, Weisberg again notes that the government failed to 

provide any index correlating the claim of exemption 7 (D) on par­

ticular records with the justification for withholding. Nor did 

the FBI state that information which is already publicly known 

is not being withheld under 7 (D) . For these reasons, the District 

Court ' s award of su.mmary judgment as to Exemption 7 (D) claims must 

also be reversed. · 

D. Exemption 7 (E) 

Exemption 7 (E) bars compulsory disclosure of information 

which would reveal investigative techniques and procedures. In 

invoking this exemption the FBI stated only that, "(t]hese tech­

niques and procedures were deleted in the worksheets in those in­

stances where they were deleted in the original document." (4/ 28 / 

78 Beckwith Affidavit, ,16 (e ) . [App. 53-54) This is irrelevant be-

cause no showing was made that the 7(E) excisions made in the 

original documents were proper. 

The legislative history of 7(E) shows that it is not intended 

to apply to matters which are already publicly known. The Con­

ference Report directly addressed this issue, commenting that: 

The conferees wish to make clear that the 
scope of this exception against disclosure of 
"investigative techniques and procedures" 
should not be interpreted to include routine 
techniques and procedures already well- known 
to the public, such as ballistics tests, 
fingerprinting, and other scientific tests or 
commonly known techniques. 

H.Rep. No. 93-1380, 93d Cong ., 2d Sess. 13 (1974) 
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The Beckwith Affidavit makes no claim that the investigative 

techniques excised from the inventory worksheets are not publicly 

known. Numerous investigative techniques employed by the FBI in 

connection with its Kennedy assassination investigation, such as 

electronic and mail surveillance, pretext, and the "con man" tech­

nique are all well-known and do not come within the protection af­

forded by 7 (E) . See 7/ 10/ 78 Weisberg Affidavit, ,161 [App. 109]; 

7/ 19/ 78 Weisberg Affidavit, ,1,14-5 [App. 188-189] 

Because the FBI did not provide an index of its claims of 

exemption and the District Court refused to allow Weisberg to en­

gage in discovery, there was no basis upon which the District 

Court could properly determine that these excisions come within 

the scope of Exemption 7 (E) . ,Accordingly, the award of summary 

judgment made with respect to Exemption 7 (E) excisions must also 

be reversed. 

CONCLUSION 

In a recent book by Sanford Ungar, the Washington Post re­

porter, he quotes the views of the Assistant Director of the Files 

and Communications Division and his "number one man" on a new ef­

fort to release FBI records under the terms of the Freedom of In-

formation Act: "It's a young program •. We would like to see 

it killed in infancy." The FBI, p. 152. 

If the FBI cannot kill the Freedom of Information Act out­

right, it can at least wage a war of attrition against it. By 

_ ... ,, " ,,,., ·r_r .. ,,_ ,, __ , .··•· • t~··-•·,·.:·~··:.~~····~:. ~· 
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refusing to conduct an adequate search for the records requested, 

by making baseless and inconsistent claims of exemption, by filing 

affidavits which are conclusory, obfuscatory, misleading, and 

false, the FBI can create "make-work" for its employees, increase 

its backlog of FOIA cases, and drive up the cost of FOIA litiga­

tion. Through the use of such tactics it can grind down FOIA 

litigants and those who represent them in court. These tactics 

an be particularly effective where the FBI finds it has allies 

among the district court judges. While bad decisions may be re­

versed on appeal, the cost and delay involved in forcing an FOIA 

litigant to appeal inevitably frustrate the purpose of the Freedom 

of Information Act, which is the prompt disclosure of nonexempt 

information . 

It is time that some thought be given to doing something 

more than simply reversing the bad decisions of judges hostile to 

the Freedom of Information Act. The law in this circuit is suffi­

ciently clear now that there is no excuse for this case having 

been handled the way it was. But unless this Court soon finds some 

means of disciplining agencies, judges, and government attorneys 

who make a mockery of the FOIA, there will be an endless subversion 

of it. 

In this case the government has continued to withhold alleged­

ly classified information even after Weisberg has shown that the ma­

terial which was excised is a matter of public knowledge and never 

justified classification in the first place. This Court may want 
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to consider whether the circumstances of this case would warrant 

any of the sanctions provided by Rules 11 and 56 (g ) of the Fed­

eral Rules of Civil Procedure or 28 u.s.c. § 1927. 

In any event, appellant Weisberg should be granted the 

following relief: 

1. The District Court's award of summary judgment should 

be reversed on all counts. 

2. On remand, the FBI should be required to file a Vaughn 

v. Rosen inventory and index. 

3. On remand Weisberg should be allowed to take discovery 

with regard to the adequacy of the search for records responsive 

to his request. In addition, he should also be permitted to 

take discovery to determine what standards the FBI employed in 

asserting its clims of exemption and whether or not it withheld 

information which is already in the public domain. 

4. On remand the District Court should be directed to con-

duct an inquiry into why the government continued to withhold 

purportedly classified information on the inventory worksheets 

even after Weisberg established that it was public knowledge and 

had already been released by the FBI itself, with a view towards 

determining whether this involved a violation of Federal Rule 11. 

If this Court considers that Judge John Lewis Smith cannot conduct 

an impartial inquiry into this matter because he continued to up­

hold the government's claim after Weisberg brought the public na­

ture of the "classified" information to his attention , then this case 
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should be remanded to a different judge. 

Respectfully submitted, 

JAMES H. LESAR 
910 Sixteenth Street, N.W., #600 
Washington, D.C. 20006 
Phone: 223-5587 

Attorney for Appellant 
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Tr • .: PRESID ENT 

DIRECTIVE OF MAY 17, 19i2 

National Security Council 
Directive Governing the 

Classification, Downgrading, 
Declassification and Safeguarding 
of National Security Information 

The President has directed that Executive Order 11652, "Classifica­
tion and Declas.sificiltion of National Security Information and Material," 
approved March 8, 1972 (37 F.R. 5209, March 10, 1972) be imple­
mented in accordance with ihe following: 

I AuTHOR!TY To CLASSIFY 

A. Personal and Non-delegable. Classification authority may be ex­
ercised only by those officials who are designated by, or in writing pur­
suant to, Section 2 of Executive Order 11652 ( hereinafter the "Order"). 
Such officials may classify information or material only at the level au­
thorized or below. This authority vests only to the official designated 
under the Order, and may not be delegated. 

B. Observance of Classification. Whenever information or material 
classified by an official designated under A above is incorporated in an­

.other documenfor other material by any person other than the classifier, 
the previously assigned security classification category shall be reflected 
thereon together with the identity of the classifier. 

C. Identification of Classifier. The person at the highest level authoriz­
ing the classification must be identified on the face of the information or 
material classified, unless the identity of such person might disclose sensi­
th·e intelligence i.nfonnation. In the latter instance the Department 
shall establish some other record by which the classifier can readily be 
identified. 

D. R ecord Requirement. Each Department listed in Section 2(A) 
of ·the Order shall maintain a listing by name of the officials who have 
been designated in writing to have Top Secret classification authority. 
Each Department listed in Section 2 (A) and ( B) of the Order shall also 
maintain separate listings by name of the persons designated in writing 
to have Secret authority and persons designated in writing to have Con­
fidential authority. In cases where listing of the names of officials having 
classification authority might disclose sensitive intelligence information, 
the Department shall establish some other record by which such officials 
can readily be identified. The foregoing listings and records shall be 
compiled beginning July 1, 1972 and updated at Iea.5 t on a quarterly 
basis. 

E. Resolution of Doubts. If !he classifier has an)' substan tial doubt as 
to which security classification category is appropriate, or as to whether 
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the material should Le classified at all, he should · designate the less re­
strictive treatment. 

II DowNCRADINC AND DECLASSIFICATION 

A. General Declassificatiqn Schedule and Exemptions. Classified in­
formation and material shall be declass_ified as soon as there are no longer · 
any grounds for continued classification within the clas5ification category 
definitions set forth in Section 1 of the Order. At the time of origination 
the classifier shall, whenever possible, clearly mark on the information or 
material a spec_ific date or event upon which downgrading or declassifica­
tion shall occur. Such dates or events shall be as early as is permissible 
without causing damage to the national security as defined in Section 1 
of the Order. iVhenever earlier dates or events cannot be determined, 
the General Declassification Schedule set forth in Section 5 (A) of the 
Order shall apply. If the information or material is exempted under Sec­
tion 5 ( B) of the Order fro~ the General Declassification Schedule, the 
classifier shall clearly mark the material to show that it is exempt and 
indicate the applicable exemption category. Unless impossible, the ex­
empted information or material shall be assigned and clearly marked by. 
the classifier with a specific date or event upon which declassification 
shall occur. Downgrading and declassification dates or events established 
in acordance with the foregoing, whether scheduled or non-scheduled, 
shall to the extent possible be carried forward and applied whenever 
the classified information or material is incorporated in other documents 
or material. 

B. Extracts and Compilations. When classified information or mate­
rial from more than one source is incorporated into a new document or 
other material, the document or other .material shall be classified, down­
graded or declassified in accordance with the provisions o{ the Order 
and Directives thereunder applicable to the information requiring the 
greatest prot_ection. 

C. Material Not Officially Transferred. When a Department holding 
classified information or material under the circumstances described in 
Section 3 ( D) of the Order notifies another Department of its intention 
to downgrade or declassify, it shall allow the notified Department 30 
days in which to express it5 objections before taking action. 

D. Declassification of Material 30 Year_s Old. The head of each De­
partment shall assign experienced personnel to assist the Archivist of 
the United States in the exercise of his responsibility under Section 5 (E) 
of the Order to systematically reYiew for declassification all materials 
classified before June 1, 1972 and more than 30 years old. Such per­
sonnel will: ( 1) provide guidance and assistance to archival employees 
in identifying and separating those materials originated in their Depart­
ments which are deemed to require continued classification; and (2) 
develop a list for submission to the head of the Department which identi­
fies the materials so separated, with recommendations concerning con­
tinued classification. The head of the- originating Department will then 
make the determination require~ under Section 5 ( E) of the Order and 
cause a list to be created which identifies the documentation included 
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.in the determination, indicates the reason for continued classification and 
specifies the date on which such material shall be declassified. 

E. Notification of Expedited Downgrading or Declassification. When 
classified information or material is downgraded or declassified in a 
manner other than originally specified, whether scheduled or exempted, 
the classifier shall, to the extent practicable, promptly notify all address­
ees· to whom the information or material was originally officially trans­
mitted. In turn, the addressees shall notify. any other known recipient 
of the classified information or material. . 

III REVIEW OF CLASSIFIED MATERIAL FOR DE-CLASSIFICATION 

PURPOSES 

A. Sj•stematic Reviell/s, All information and material classified after 
the effective date of the Order and determined in accordance with Chap­
ter 21, 44 U.S.C. ( 82 Stat. 1287 ) to be of sufficient historical or other 
value to warrant preservation shall be systematically reviewed on a timely 
basis by each Department for the purpose of making such information and 
material publicly available in accordance with the determination regard­
ing declassification made by the classifier under Section 5 of the Order. 
During each calendar year each Department shall segregate to the maxi­
mum extent possible all such information and material warranting pres­
ervation and becoming declassified at or prior to the end of such year. 
Promptly after the end of such year the Department responsible, or the 
Archives of the United States if transferred thereto, shall make the de­
classified information and material available to the public to the extent 
permitted by law. · 

B. Revieu: for Declassification of Classified Material Ouer . JO Years 
Old. Each Department shall designate in its implementing regulations an 

. office to which members of the public or. Departments may ·direct re­
quests for mandatory review for declassification under Section 5 ( C) and 
( D) of the Order. This office shall in tum assign the request to the ap­
propriate office for action. In addition, this office or the office which has 
been assigned action shall immediately acknowledge receipt of the request 
in writing. If the request requires the rend!!ring of services for which fair 
and equitable fees should be charged pursuant to Title 5 of the Inde­
pendent Offices Appropriations Act, 1952, 65 Stat. 290, 31 U.S .C. 483a 
the requester shall be so notified. The office which has been assigned 

'. action shall thereafter make a determination within 30 days of receipt 
or shall explain the reasons why further time is necessary. If at the end of 
60 days from receipt of the request for review no determination has been 
made, the requester may apply to the Departmental Committee estab­
lished by Section 7 ( B) of the Order for a determination. Should the office 
assigned action on a request for review determine t~-~~ under the criteria 
set forth in Section 5 ( B) of the Order continued classification is required, 
the requester shall promptly be notified, and whenever possible, provided 
with a brief statement as to why the requested information or material 
cannot be declassified. The reques·ter may appeal any such determination 
to the Departmental Committee and the notice of deten11ination shall 
advise him of this right. 

C. Departmental Committee Review for Declassification. The Depart­
mental Committee shall establish procedures to review and act within 
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30 days upon all applications and appeals regarding requests for declas­
sification. The Department head, acting through the Departmental Com­
mittee shall be authorized to over-rule previous determinations in whole 
or in part when, in its judgment, continued protection is no longer re­
quired. If the Departmental Committee determines that continued clas­
sification is required under the criteria of Section 5 ( B) of the Order it 
shall promptly so notify the requester and advise him that he may appeal 

· the denial to the Interagericy Classification Review Committee. 

D. Review of Classified Material Over 30 Yeqrs Old. A request by 
a member of the public or by a Department under Section 5 (C) or 
(D~ of the Order to review for declassification documents more than 30 
years old shall be referred directly to the Archivist of the United States, 
and he shall have the requested documents reviewed for declas.<;ification 
in accordance with Part II.D. hereof. If the information or material 
requested has not been transferred to the General Services Administra­
tion for accession into the Archives, the Archivist shall, together with the 
head of the Department having custody, have the requested doclll]lents 
reviewed for declassification. Classification shall be continued in either 
case only where the head of the Department concerned makes at that 
time . the personal determination required by Section 5 (E )( 1) of the 
Order. The Archivist shall promptly notify the_ requester of such determi­
nation and of ,his right to appeal the denial to the Interagency Classifica-
tion Review Committee. · · 

E. Burden ·of Proof for Administrative Determinations: For purposes 
of administrative determinations under B., C., or D. above, the burden 
of proof is on the originating Department to show that continued classi­
fication is warranted within the terms of the Order. 

F. Availability of Declassified 1vf aterial. Upon a determination under 
B., C., or D. above that the requested material no longer warrants classi­
fication it shall be declassified and made promptly available to the 
requester, if not otherwise exempt from disclosure under Section 552 (b) 
of Title 5 U.S.C. (Freedom of Information Act) or other provision of 
law. · 

G. Classification Review Requests. As required by Section 5( C) of the 
Order; a request . for classification review must describe the document 
with sufficient particularity to enable the Department to identify it and 
obtain it with a reasonable amount of effort. Whenever a request is 
deficient in its description · of the record sought, the requester should be 
asked to provide additional identifying _information whenever possible. 
Before denying a request ·on the ground that it is unduly burden.some, the 
requester should be asked to limit his request to records that arc reason­
ably obtainable. If none-the-less the requester does not describe the 
records sought with sufficient particularity, or the record requested can­
not be obtained with a reasonable amount of effort, the requester shall 
be notified of the reasons why no action will be taken and of his right 
to appeal such decision. 

IV MARKI:-:G R EQU IRElllENT S 

A, Wh en Document or Other M aterial i; Prepared. At the ti.me of 
origination, each document or other material containing classified in-
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!onnation shall be marked with its assigned security classification and 
whether it is subject to or exempt from the General Declassification 
Schedule. 

I 

. (I) For marking documents which are subject to the General De-
classification Schedule, the tollowing stamp shall be used: 

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSil'IED 

BY ---------------------------------------------------------SUBJECT TO GENERAL DECLASSIFICATION SCHEDULE OF 
EXECUTIVE ORDER 11652 AUTOMATICALLY DOWNGRADED 
AT TWO YEAR INTERVALS AND DECLASSIFIED ON DEC. 31 

( insert year) 

(2) For marking documents which are to be automatically declassified 
on a. given event or date earlier than the General Declassification Sched­
ule the following stamp shall be used: 

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED 

BY ----------------------- · -------------------------------AUTOMATICALLY DECLASSIFIED ON (effective date or event) 

( 3) For marking documents which are exempt. from the General 
Declassification _Schedule the following stamp shall be used: 

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED 

BY - - • ----------------------------- --------------
EXEMPT FROM GE:"iERAL DECLASSIFICATION SCHEDULE OF 
EXECUTIVE ORDER 11652 EXEMPTION CATEGORY (§ 5B. (,!), 

(2), (3), or (4)) AUTOMATICALLY DECLASSIFIED ON (effective 

date or event, if any) 

·. Should the classifier inadvertently fail to mark a document with one of 
the foregoing stamps the document shall be deemed to be subject to the 
General Declassification Schedule. The· person who signs or finally ap­
proves a document or other material . containing classified information 
shall be deemed to be the classifier. If the classifier is other than such 
person he shall be identified on the stamp as indicated. 

The "Restricted Pata" and "Formerly Restricted Data" stamps (H. 
below) are, in themselves, evide~ce of exemption from the· General 
Declassification Schedule. 

B. Overall and Page Marking of Documents. The overall classifica­
tion of a document, whether or not permanently bound, or any copy or 
reproduction thereof, shall be conspicuously marked or stamped at the 
top and bottom of the outside of the front cover ( if any), on the title 
page ( if any), on the first page, on the back page and on the outside 
of the back cover ( if any). To the extent practicable each interior page 
oC- a· document which is not permanently bound shall be conspicuously 
marked or stamped at the top and bottom according to its own content, 
including the dcsig"nation "Unclassified" when appropriate. 

C. Paragraph Af arking. Whenever a classified document contains 
either more than one security classification category or unclassified in­
formation, each section, part or paragraph should be marked to the ex­
tent practicable to show its.classification category or that it is unclassified. 
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D. Material Other Than Documents. If classifiecl material cannot be 
marked, written notification of the information otherwise required in 
'markings shall accompany such material. 

E. · Tra11smittal Documents. A transmittal document shall carry on it 
a prominent notation as to the highest classification of the information 
which is carried with it, ancl a legend showing the dassification, if any, 
of the transmittal document standing alone. 

-F, Wholly Unclassified Material Not Usually Marked. Normally, un­
classified material shall not be marked or stamped "Unclassified" unless 
the purpose of the marking is to indicate that a decision has been made 
not to classify it. 

G. Downgrading, Declassification and Upgrading Markings. When­
ever a change is made in the original classification or in the dates of down­
grading or declassification of. any classified information or material it 
shall be promptly and conspicuously marked to indicate the change, 
the authority for the action, the date of the action, and the identity of the 
person taking the action . In addition, all earlier classification markings 
shall be cancelled, if practicable, but in any event on the first page. 

f 1) Limited Use of Posted Notice for Large Quantities of Material. 
When the volume of information or material is such that prompt remark­
ing of each classified item could not be accomplished without unduly 

, interfering with operations, the custodian may attach downgrading, de­
classification or upgrading notices to the storage unit in lieu of the re­
marking otherwise required . Each notice shall indicate the change, the 
authority for the action, the date of the action, the identity of the person 
taking the action and the storage units to which it applies. When individ­
ual documents or other materials are withdrawn from such storage units 
they shall be promptly remarked in accordance with the change, or if the 
documents have been declassified, the old markings shail be cancelled. 

(2) Transfer of Stored Quantities Covered by Posted Notice. When 
information or material suhject to a posted downgrading, upgrading or 
declassification notice arc withdrawn from one storage unit solely for 
transfer to another, or a storage unit containing such documents or 
other materials is transferred from .one place to another, the transfer. 
may be made without remarking if the notice is attached to or remains 
with each shipment. 

H. Additional Warning Notices. In addition to the foregoing marking 
requirements, warning notices shall be prominently displayed on classi~ 
fied documents or materials as prescribed below. When display of these 
warning notices on the documents or other materials is not feasible, the 
warnings shall be included in' the written notification of the as.signed 
classification. 

( 1) Restricted Data. For classified information or material containing 
Restricted Data as defined in the Atomic Energy Act of 1954, as 
.amended: 

"RESTRICTED DATA" 

This dor umrnt co11tains Restricted Data as defined in the Atomic Energy 
Act of 1954. Its dissemination or disclosure to any unauthorized person 
is prohibited. 

FEDERAL REG ISTER, VOL. 37, NO. 98-FRIDAY, ~AY 19, 1972 

.T 

,· 

. ·. 
l ., 

·. i} 
. •. 



T-·--,f\ •. 
r,· 

r 
t 

1 · 
I 
I 

I 

I 
r 

I 

THE PRESIDENT 

(2) Formerly Restricted Data. For classified information or material 
containing solely Formerly Restricted Data, as defined in Section 142.d., 

,Atomic Energy Act of 1954, as amended: 

"FORME;RLY RESTRICTED DATA" 

Unauthorized disclosure subject to Administrath•e and Criminal Sanc­
tions. Handle as Restricted Data in Foreign Dissemination. Section 1-H.b., 
Atomic Energy Act, 1954. 

(3) Information Other Than Restricted Data or Formerly Restricted · 
Data. For classified information or material furnished to persons outside 
the Executive Branch of Government other than as described in ( 1) and 
(2) above: 

"XATIONAL SECURITY INFORMATIOJlt' 

Unauthorized Disclosure Subject to Criminal Sanctions. 

( 4) Sensitive Intelligence Information. For classified information or 
material relating to sensitive intelligence sources a~d methods, the follow­
ing warning notice shall be used, in addition to and in conjunction with 
those prescribed in ( 1 ) , ( 2), or ( 3), above, as appropriate: 

"WARNING NOTICE-SENSITIVE INTELLIGENCE SOURCES 
AND METHODS IN VOL \/ED" 

V PROTECTION AND TRANSMISSION OF CLASSIFIED INFORMATION 

A. General. Classified information or material may be used, held, or 
stored only where there are facilities or under conditions adequate to 
prevent unauthorized persons from gaining access to it. Whenever such 
information or material is not under the personal supervision of an 
authorized person, the methods set forth in Appendix A hereto shall be 
used to protect it. Whenever such information or material is transmitted 
outside the originating Department the requirements of Appe11di.r n 
hereto shall be obseITed. 

B. Loss or Possible Compromise. Any person who has knowledge of 
the los.s or possible compromise of classified information shall immedi­
ate!)' report the circumstances to a designated official of his Department 
or organization. In turn, the originating Department and any other 
interested Department shall be notified about the loss or possible tom­
ptomise in order that a damage assessm_ent may be conducted. An 
immediate inquiry shall be initiated by the Department in which the 
loss or compromise occurred for the purpose of taking corrective meas-

. ures and appropriate administrative, disciplinary, or legal action. 

VI AccEss AND AccouNTABILITY 

,\. General Access Requirements. Except as provided in B. and C. 
below, access to classified information shall be granted in accordance 
with the following: 

:c 1) Determination of Trustworthiness. No person shall be given 
access to classified information or material unles.s a favorable determina­
tion has been made as to his .trustworthiness. The determination of 
eligibility, referred to as a security clearance, shall be based on such 
investigations as the Department may require in accordance with the 
standards and criteria of E.O. 10450 and E.O. 10865 as appropriate. 
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'.(2) Detcrmi11ation of Need-to-Know. In addition to a security clear­
ance, a person must have a need for access to the particular classified 
information or material sought in connection with the performance of his 
official duties or contractual obligations. The determination of that need 
shall be made by officials having responsibility for the classified infor­
mation or matcriaL 

( 3) 'AJmi11istrative Withdrawal of Security Clearance. Each Depart­
ment shall make provision for administratively withdrawing the security 
clearance of any person who no longer requires access to classified infor­
mation or material in connection wit!i the performance of his official 
duties or contractural obligations. Likewise, when a person no longer 
needs access to a particular security classification category, the security 
clearance shall be ad justed to the classification category still required 
for the performance of his duties and obligations. In both instances, such 
action shall be without prejudice to the person;s eligibility for a security 
clearance should the need again arise. 

B. · Access by Historical Researchers. Persons outside the Executive 
Branch engaged in historical research projects may be authorized access 
to clas.sified information or material provided that the head of the 
originating Department determines. that: 

( 1') The project and access sought conform to the requirements of 
Section 12 of the Order .. 

( 2) The infom1ation or material requested is reasonably accessible 
and can be located and c~mpiled with a reasonable amount of _effort. 

( 3) The historical researcher agrees to safeguard the information or 
m~terial in a manner consistent with the Order and Directives there­
under. 

( 4) The historical researcher agrees to authorize a review of his 
notes and manuscript for the sole purpose of determining that no classi-
fied information or material is contained therein. · 

An authorization for acccs.s shall be valid for the period required but 
no longer than two years from the date of issuance unless renewed under 
regulations of the originating Department. 

C. Access by Former Presidential Appointees. Persons who previously 
occupied policy making positions to which they were appointed by the 
President, other than those referred to in Section 11 of the Order, may 
be authorized access to classified information or material which they 
originated, reviewed, signed or received while in public office. Upon the 
request of any such former official, such information and material. as he 
may identify shall be reviewed for declassification in accordance with 
the provisions of Section 5 of the Order. 

D. Consc11t of Origi11ating Department to Dissemi11ation by Recipi­
ent. Except as otherwise provided by Section 102 of the N ational Secu­
rity Act of 1947, 61 Stat. 495, 50 U.S.C. 403, classified information or 
material originating in one Department shall not be disseminated outside 
a ny other Department to which it has been made available without 
the consent of the originating Department. 
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E. Dissemination ·of ·sensitive Intelligence' Infomintion. Information 
or .material bearing the notation "WARNING NOTICE-SENS!-

. TIVE INTELLIGENCE . SOURCES AND METHODS IN­
'vOL VED" shall not be disseminated in any manner outside authorized 
channels without the permission of the originating'Department and an 
assessment by the senior intelligence official in the di.s.seminating Depart­
ment as to the potential risk to the national security and to the intelligence 
sources and methods involved. 

· F. Restraint on SpeciaZ-Access Requirements. The establishment of 
special rules limiting access to, distribution and protection of-classified 
information and material under Section 9 of the Order requires the 
specific prior approval of the head of a Department or his designee. 

G. Accountability Procedures. Each ·Department shall prescribe such 
accountability procedures as are necessary to control effectively the dis­
semintaion of classified information or material. Particularly _stringent 
controls shall be placed on information and material classified Top Secret. 

( 1) Top Secret Control Officers. Top Secret Control Officers shall 
be designated, as required, to receive, maintain current accountability 
records of, and dispatch Top Secret material. 

(2) Physical Inventory. A physical inventory of all Top Secret ma­
terial shall be made at least annually. As an exception, repositories stor­
ing large volumes of classified material, shall develop innntory lists or 
other finding aids. 

( 3) Current Accountability. Top Secret and Secret information and 
material shall be suhject to such controls including current accountaLil­
ity records a5 the head of the Department may prescribe. 

( 4) Restraint .on Re/Jroduction. Documents or portions of documents 
containing Top Secret information shall not be reproduced without the 
consent of the originating office. All other cla5.5ified material shall be re­
produced sparingly and any stated prohibition against reproduction shall 
be strictly adhered to. 

( 5) Restraint on Number of Copi_es. The number of copies of docu­
ment,; containing classified information shall be kept to a minimum to 
decrease the risk of compromise and. reduce storage costs. 

VII DATA INDEX SYSTEM 

Each Department originating classified information or material shall 
undertake to establish a data index system for Top Secret, Secret and 
Confidential infonnation in selected categories approved by the Inter­
agency Classification Review Committee as ha Ying sufficient historical or 
other value appropriate for preservation'. The index system shall contain . 
the following data for each document indexed: (a) Identity of clas5ificr, 
(b) Department of origin, ( c) Addressees, ( d) Date of classification, ( e) 
Subject/ Area, (I) Classification category and whether suhject to or 
exempt from the General Declas,ification Schedule, ( g) If exempt, 
which exemption category is applicable, (h) Date or event set for declas­
sification, and (i) file designation. Information and material shall be 
indexed into the system at the earliest practicable drite during the course 
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· of the calendar year in which it is produced and classified, or in any event 
no later than March 31st of the succeeding year. Each Department shall 
undertake to establish such a data index system no later than July 1~ 
1973, which shall index the selected categories of information and ma­
terial produced and classified after December 31, 1972. 

VIII COMBAT OPERATIONS 

The provisions of the Order and this Directive with regard to dis­
semination, transmission; or safekeeping o( classified information or ma­
terial may he so modified in connection with combat or combat-related 
operations as the Secretary of Defense may by regulations prescribe. 

IX INTERA.GENCY CLASSIFICATION REVIEW Co11nnTTEE 

A. Composition of Interagency Commiitee. In accordance with Sec­
tion 7 of the Order, an Inter~gency Classification Review Committee 
is established to assist the National Security Council in monitoring im­
plementation of the Order. Its membership is comprised of senior repre­
sentatives of the Departments of State, Defense, and Justice, the Atomic 
Energy Commission, the Central Intelligence Agency, the National 
Security Council staff, and a Chairman designated by the President. · 

B. Meetings and Staff. The Interagency Committee shall meet regu­
larly, but no less frequently than on a monthly basis, and take such ac­
tions as are deemed necessary to insure uniform compliance with the 
Order and this Directive. The Chairman is authorized to appoint an 
Executive Director, and to maintain a permanent administrative staff. 

C .. Interagency Committee's Functions. The Intcragcncy Committee• 
shall carry out the duties assigned it by Section 7 (A) of the Order. It 
shall place particular emphasis on overseeing compliance with and imple­
mentation of the Order and programs established thereunder by each 
Department. It shall seek to develop means to (a) prevent overclassifica­
tion, (b) ensure prompt declassification in accord with the provision of 
the Order, ( c) facilitate access to declassified material and ( d) eliminate 
unauthorized disclosure of classified information. 

D. Classification Complaints. Under such procedures as the Inter­
agency Committee may prescribe, it shall consider and take action on 
complaints from persons within or without the government with respect to 
the general administration of the Order including appeals from denials by 
Departmental Committees or the Archivist of declassification requests. 

X DEPARTMENTAL IMPLEMENTATION ANO ENFORCEMENT 

A. Action Programs. Those Departments listed in Section 2 (A) and 
(B) of the Order shall insure that adequate personnel and funding are 
provided for the purpose of carrying out the Order and Directives 
thereunder. 

B. Departmental Committee. All suggestions and complaints, includ­
ing those regarding overclassification, failure to declassify, or delay in de­
classifying not otherwise resolved, shall be refei;red to the Departmental 
Committee for resolution. In addition, the Departmental Committee shall 
re\.iew all appeals of req1,1ests for records under Section 522 of Title 5. 

FEDERAL REGISTER, VOL. 37, NO. 98-FRIDAY, MAY 19, 1972 

J 
t 

1 

... 
,'="; 
·-. i 

,·.1 
·t 

l ·:,· 
:l 
t 



I 
r 
/ 

I 
i 
j 

I 

f 
i 

-· 
. __ , · 

THE PRESIDENT 

U.S.C. (Freedom of Information Act) when the proposed denial is based 
on their continued classification under the Order. 

C. Regulations and Reports. Each Department shall submit its pr9• 
posed implementing regulations of the Order and Directives thereunder 
to the Chairman of the Interagency Classification Review Committee for 
approval by the Committee. Upon approval such regulations shall be 
published in the FEDERAL REGISTER to the extent they affect the general 
public. Each Department shall also submit to the said Chairman ( 1 ) 
copies of the record lists required under Part I.D. hereof by July 1, 1972 
and thereafter quarterly, (2) quarterly reports of Departmental Com­
mittee actions on classification review requests, classification abuses and 

. unauthorized disclosures, and (3) provide progress reports on informa­
tion accumulated in the data index system established under Part VII 
hereof and such other reports as said Chairman may find necessary for 
the Interagency Classification Review Committee to carry out its respon· 
sibilities . 

. D. Administrative En/ orcement. The Departmental Committees shall 
ha,·e responsibility for recommending to the head of the respective 
Departments appropriate administrative action to correct abuse or viola­
tion of any provision of the Order or Directives thereunder, including 
notifications by warning letter, formal reprimand, and to the extent per-

. mitted by law, suspension without pay and removal. Upon receipt of such 
a recommendation the head of the Department concerned shall act 
promptly and advise the Dep~tmental Committee of his action.· 

Publication and Effective Date: This Directive shall be published in 
the FEDERAL REGISTER and become effective June 1, 1972. 

M.w 17, 1972. 

HENRY A. KISSINGER, 

Assistant to the President for 
National Security Affairs. 

APPENDL'C A 

PROTECTION OP CLASSIFIED IN~ORMATION' 

A. Storage of Top Secret. Top Secret information and material shall be stored in 
a safe or safc'.type steel file container having a built in three-position dial-type com• 
bination lock, vault, or vault-type room, or other storage facility which meet.! the 
standards for Top Secret established under· the provisions of ( C) below, and which 
minimizes the possibility of unauthorized access to, or the physical theft of, such 
information or material· · 

B. Storage of S6cret or Confidential. Secret and Confidential material may be 
stored in a manner authorized for Top Secret. information and material, or in a con­
tainer OI' vault which meet.! the standards for Secret or Confidential, as the case may 
be, established under the provisions of ( C) below. · 

C. Standards for Security Equipment. The General Services Administration shall, 
in coordination with Departments originating classified information or material, 
establish and publish uniform standards, specifications and supply schedules for con• 
tainen, vaults, alarm systems and associated security devices suitable for the storage 
o.nd protection of all categories of classified information and material. Any Depart• 
ment may establlih for use within such Department more stringent standards. When• 
ever new security equipment is procured, it shall be in conformance with the foregoing 
standards and specifications and shall, to the maximum extent practicable, be of the 
type designated on the Fccleral Supply Schedule, General Services Administration. 

D. Exception t1J Standards for Security Equipment. As an exception to (CJ above, 
Secret and Confidential material may aho be stored in a steel filing cabinet having a 
built in, three-position, dial-type combination lock ; or a steel filing cabinet equipped 
with a steel lock bar, provided it is secured by a GSA approved changeable com• 
bination padlock. 
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F.. Co111bi11alio11s. Combinations lo security equipment and de1·iccs shall be changed 
· only L,y persons having appropriate security clearance, and shall be changed when• 
ever such equipment is placed in use, whenever a person knowing the combination 
is transferred from the office to which the equ ipment is assigned, \_','henever a combi­
nation has been subjected to possiule compromise, and at least once every year. 
Knowledge of combinations shall be limi tcd to the minimum number of persons 
necessary for operating purposes. Records of combinations shall be classified no 
lower than the highest category of classified information or material authorized for 
storage · in the security equipment concerned. 

F. Teluommunicalio11s Conver.ralio11s. Classified information shall not be revealed 
in telecommunications conversations, except as may he authorized under Appendix B 
with respect to the transmission of classified information over approved communica• 
tions circuits or systems. · 

G. Responsibilities of Custodians. Custodians of classified material shall be responsi­
ble for providing protection and accountability for such material at all times and 
particularly for locking classified material in approved security equipment whenever 
it is not in use or under direct supervision of authorized persons. Custodians shall 
follow procedures which insure that unauthorized persons do not gain access to 
classified information or material by sight or sound, and classified information shall 
not be discussed with or in the presence of unauthorized persons. 

APPEXDIX B 

TRANS:-.USSI01' Oi-" CLASSIFIED l~fOR:-.IA'flON 

A. Preparation· and Receipti11g. Classified infonnation and material shall be en­
closed in opaque inner and outer covers before transmitting. The inner cover shall 
be a sealed wrapper or envelope plainly marked with the assigned classification and 
address. The outer cover shall be scaled and addressed with no indication of the classi­
fication of its contents. A receipt shall be attached to or enclosed in the inner cover, 
except that Confidential material shall require a receipt only if the sender deems it 
necessary. The receipt shall identify the sender, addressee, and the document, but shall 
contain no classified information. It shall be signed by the recipient and returned to 
the sender. 

B. Transmission of Top Secret . The transmission of Top Secret information and 
material shall be effected preferably uy oral discussions in person between the officials 
concerned. Otherwise the transmission of Top Secret information and material shall 
be by specifically designated pcr.1on11cl, by State Department diplomatic pouch, by a 
messenger-courier ·system especially created for that purpose, over authorized com­
munications circuits in encrypted form or by other means authorized by the National 
Security Council; except that in -the case of information transmitted by the Federal 
Bureau of Investigation, such means of transmission may be used as are approved by the 
Director, Federal Bureau of Investigation, unless express reservation to the contrary 
is made in exceptional cases by the originating Department. 

C. Transmission of Secret. The transmission of Secret material shall be effected in 
.the follo\ving manner. 

( 1) 'Fite Fifty States, Disln'ct of Columbia, Puerto Rir.o. Secret info1mation and 
material may be transmitted within and between the forty-eight contiguous states and 
District of Columbia, or wholly within the State of Hawaii, the State of Alaska, or the 
Commonwealth of Puerto Rico by one of the means authorized for Top Secret infor­
mation and material, the United States Postal Service registered mail and protective 
seivices provided by the United States air or surface commercial carriers under such 
conditions as may be prescribed by the head of the Department concerned . 

. (2) Other Areas, Vessels, l..tilitary Postal Services, Aircraft. Secret information 
and material may be transmitted from or to or within areas other than those specified 
in ( 1) above, by one of the means established for Top Secret information and mate• 
rial, captains _or masters of vessels of United States registry under contract to a De• 
partment of the Executive Branch, · United States registered mail through Army, 
Navy or Air Force Postal Service facilities provided that material does not at any time 
pass out of United States citizen control and does not pass through a foreign postal 
sptcm, and commercial aircraft under charter to the United States and military or 
other government aircraft. · 

(3) Canadian Government lmtallatio11s. Secret information and material may be 
transmitted between United States Government or Cana.dian Government installations, 
or both, in the forty-eight contiguous states, Alaska, the District of Columbia and 
Canada by United States and Canadian r_egistcrcd mail with registered mail receipt. 

( 4) Special Cases. Each Department-may authorize tl1c ·use.of the United States 
Postal Service registered mail outside the forty-eight contiguous states, the District of 
Columbia, the State of H.1waii, the State of Alaska, and the Commonwealth of 
Puerto Rico if warranted by security conditions and essential operational requirements 
provided that the material docs not at any time pass out of United States Governme,.~ 
and United States citizen control and does not pass through a foreign postal system. 
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D. Transmittal of Confidential. Confidential information and ma.terial shall be 
transmitted within the forty-eight contiguous states and the District of Columbia, 
o: wholly within Alaska, Hawaii, the Commonwealth of Puerto Rico, or a United 
States possession, by one of the means established for higher classifications, or by 
certified or first cbss mail. Outside these areas; Confidential information and material 
shall be transmitted in the same manner as authorized for higher classifications. 

E. Alternative Transrninion of -Confidential. Each Department having authority 
to classify information or material a, "Confidential" may issue regulatioru author­
izing alternative or additional methods for the transmission of material classified 
"Confidential" outside of the Department. In the case of material originated by 
another agency, the method of transmission must be at least as secure as the trans­
mis,ion procedures imposed by the originator. 

F. Transmission Within a Department. Department regulatioru governing the 
preparation and transmission of classified information within a Department shall 
ensure a degree of security equivalent to that prescribed above for transmission out­
side the Department. 

[FR Doc.72-7713 Filed 5-17-72;5:04 pm] 
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Title 3-The President 
EXECUTIVE ORDER 11652 

Classification and Declassification of National Security Information 
and Material 

The interests of the United States and its citizens arc best served Gy 
making informalion regarding the affairs of Government readily avail­
able to the public. This concept of an informed citizenry is reflected in 
the Freedom of Information Act and in the current public information . 
policies of the executive branch. 

· Within the Federal Government there is some official information 
and material which, because it bears directly on the effectiveness of our 
national defense and the conduct of our foreign relations, must be sub. 
ject to some constraints for the security of our Nation and the safety of · 
our people and our allies. To protect against actions hostile to the United· 
States, of both an overt and covert nature, it is essential that such · 
official information and material be given only _limited dissemination~ 

This official information or ~aterial, referred to as classified infor-· 
mation or material in this order, is expressly exempted from public 
disclosure by .Section 552 (b) .( 1). of Title 5, United States Code. Wrong­
ful disclosure of such information or materia1 is recognized in the Federal 
Criminal Code as providing a basis for prosecution. 

To ensure that -such information and material is protected, but only· 
to the extent and for such .period as is necessary, this order identifies the . 
information to be protected, prescn'bes classification, downgrading, de­
classification and safeguarding procedures to be followed, and establishes · 
a monitoring system to ensure its effectiv~ncss. 

NOW, THEREFORE, by virtue of the authority vested in 111e by the·. 
Constitution and statutes of the United States, it is hereby ordered: 

SECTION 1. Security Classification Categories. Official information ,or 
material which requires .protection against unauthorized disclosure in the 
interest of the national defense or foreign relations of the United States 
( hereinafter collectively termed "national security") shall be classified 
in one of three categories; namely "Top Secret," "Secret," or "Confiden­
tial," depending upon the degree of its significance to national security. · 
No .other categories shall be . used to identify official infomt'ation or 
material as requiring protection in the interest of national security, except 
as otherwise expressly provided by statute. These .classification categories 
arc defined as follows: 

(A) "Top Secret." "Top Secret" refers·to that national security 
information or material which requires the highest degree of protection. 
The test for assigning "Top Secret" classification shall . be whether its 
unauthorized disclosure could reasonably be expected to cause excep­
tionally grave damage to the national security. Examples of "excep- , . · 
tionally grave darPage" include anned hostilities against the United 
States or its allies; disruption of foreign relations vitally affecting the 
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· national security; the compromise of vital national defense plans or 
complex cryptologic and communications intelligence systems; the 
revelation of sensitive intelligence operations; and the disclo~urc of scien­
tific or technological developments vital to national security. This 
classification shall be used with the utmost restraint. 

( B) "Secret.':, "Secret" . refers to that national security information or 
material which requires a substantial degree of protection. The test 
for assigning "Secret" classification shall . be whether its unauthorized 
disclosure could reasonably he expected to cause serious damage t~ the 
national security. Examples of "serious damage" include disruption of 
foreign relations significantly affecting the national security; significant 
impairment of a program or policy .directly related to the national secu­
rity; revelation of significant military plans or 'intelligence operations; 
and compromise of significant scientific or technological developments 
relating to national security. The classification "Secret" shall be sparingly 
used. · · 

· ( C) "Confidential.'' "Confidential" refers to that national security 
information or material which requires protection. The test for assign­
ing "Confidential" classification shall be whether its unauthorized dis· 
-closure could reasonably b_e expected to. cause darru).gc to the national 
~curity. · · 

..· SEC. 2. Authority to Classify. The authority to originally classify in­
formation or material under this order shall be restricted solely to those 
offices within the executive branch which arc concerned with matters 
of national security, and shall be limited to the minimum number 
absolutely required for efficient administration. Except as the context 
may otherwise indicate, the term '.'Department" as used in this order 
shall include agency or other governmental unit. 

(A) The authority to originally classify information or material Wi­

der this order as "Top Secret" shall be exercised only by such officials as 
the President may. designate in writing and by: 

:·. ( 1 ) The heads of the Departments listed below; 

(2) Such of their senior principal deputies and assistants as the heads 
of such Departments may designate in writing; and 

( 3) Such heads and senior principal deputies and assistants of major 
elements of such 1'epartments, as the heads of such Departments may 
designate in writing . 

. ! iif f ~ittfr.:f {•• ·. it¥Jlr~:J~?~J!;' m ilio P,~dont ~ ilio 

-~':;',~:,-, .. ,:---; •. ,:.;:, ~- · .. · ·-·:,,:/ ·.: · Department of the Treasury 

ft};~{f:Jf :?< ::,;{:: : . ·o}.::-· Department of Defense 
.:: ~~:~;:(;;\' (~~-'. Department of the Army 

· •.<'-~;;:'.,.::-. . ~· ·Department of the Navy 
·. -- -,·~,(;;~\ Department of the Air Force 

. ' Uniteq States Arms Control and Disannament Agency 
-; "\; ..... • .. :.~1>.~. 
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' ­Department of Justice .- · · ., 

National Aeronautics and Space Administratio~ 
Agency for International Development 

(B) The authority to originally classify information or material undCt" . 
this order as "Secret" shall be exercised_ only by: -

( 1) Officials who have ·"'l'op Se.cret" clas.5ification ~uthority; 

(2). Such subordinates as officials with "Top Secret'' classification· 
authority under (A) ( t) and (2) above may designate in writing; and 

( 3) The heads of the foilo\ving named Departments and such senior 
principal deputies or ass.L':ltants as they may designate in writing. :: ... ·- . -· ·· 

Department of Transportation 
Federal Communications ·Commission 
Export-Import Bank of the United States 
Department of Commerce . 
United States Civil Service Commission 

· United States Information Agency 
General Services Administration . 

. _Department of Health, Education·, and Welfare · ·. 
Civil Aeronautics .Board 
Federal Maritime Commission­
Federal Power Commission 
National Science Foundation 
Overseas Private Jnvestment Corporation 

--·-· . . ·. ~ -

( C) The authority to originally classify informatio~ or mat.erial un-· 
der this order as "Confidential" may be exercised by officials who ha\'e 
"Top Secret" or "Secret" cla.5sification authority and such officials 
a, they may designate in writing. ~ 

• I . -:~- • ··- • 

(D ) Any :Oepartment nbt referred to herein and any Department or 
unit established hereafter shall not have authority to originally classify 
information or material under this order, unless specifically authorized 
hereafter lJy an Executive order. . 

SEc. 3. Authority to Downgrade ~nd Declassify.' The authonty ·t·o '­
downgrade and declassify national security information or material shall · 
be exercised as follows : 

(A) ·. Information or material may be downgrnded or declassified by ... _ 
the official authorizing the original classification, by a successor in capac- · 
ity or by a supervisory official of either. 

(B) Downgrading and declassification authority may also be exer­
cised by an official specifically authorized under regulations issued by the 
head of the Department listed in Sections 2 (A) or ( B) hereof. 

(C) In. the case of classified information or material officially ·trans~ 
fcrrctl by or pursuant to statute or Executive order in conjunction with 
a transfer of function and not mc;rely for storage purposes, the receiving 
Department shall be deemed to be the originating Department for all 
purposes under this order including downgrading and declassification.. -
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(D) In the case of cla55illed infom1ati1Jn or material not officially 
transferred within (C) above, but originated in a Department which 

· has since ceased to exist, each Department in possession shall be deemed 
to be the .originating Department for all purposes under this order. Such 
information or material mar. be downgraded and declassified by the 

·. Department in possession after consulting with any other Departments 
having an interest in the subject matter. 

· (E ) Classified information or material transferred to the General 
Services Administration for accession into the Archives of the United 
States shall be downgraded and declassified by the Archivist of the 
United. States in accordance with this order, ·directives of the President 
issued through the National Security Council and pertinent regulations 

· of the · Deparµnents. · 

(F) Classified · information or material with special markings, as 
. · described in Section 8, shall be downgraded and declassified as required 

. by law and governing regulations. 

SEC. _4. Classification. Each person possessing das.sifying authority 
shall be held accountable for the propriety of the classifications attrib­
uted to him. Both unnecessary classification and over-classification shall 
be avoided. Classification _shall be solely on the basis of national security 

· · considerations. In no case shall information be classified in order to 
conceal inefficiency or administrative error, to prevent embarrassment 
to a person or Department, to restrain competition or independent ini­
tiative, or to prevent for any other reason the release of information 
which does not require protection in the interest of national security.· 

. The following rules shall apply to classification of information under 
this order: · · · 

(A) Documents in General. Each classified document shall show on 
its face its classification and whether it is subject to or exempt from the 
General Declassification Schedule. It shall also show the office of origin, 
the date of preparation and classification and, to the extent practicable, 
be so marked as to indicate which portions are classified, at what level, 
and which portions are not classified in order to facilitate excerpting and 

. other use. Material containing references to classified materials, which 
· references do not reveal classified information, shall not be classified. 

( B) Identification of Classifying Authority. Unless the Department 
involved shall have provided some other method of identifying the 
individual at the highest level that authorized classification in each case, 
material classified under this order shall indicate on its face the identity 
of the highest authority authorizing the classification. Where the in<li-

.. vidual who signs or otherwise authenticates a document or item has also 
authorized the classification, no further annotation as to his identity 

. is required. . 

( C) · Information or Material Furnished by a Foreig11 Government or 
International Organization. Classified information or material furnished 
to the United States by a foreign government or interna.tional organiza­
tion shall either retain its original classification or be assigned a United 
States classification. In either case, the classification shall assure a degree 
of protection equivalent to that required by the government. or inter­
national organization which furnished the information or material 
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(D) Classification Responsibilities. A holder of classified informa-
tion or material shall ·observe and respect the classification assigned 
by the originator. If a holder believes that there is unnecessary classi­
f!cation, that the assigned classification is improper, or that the docu­
ment is subject to declassification under this ordt:r, he shall so inform 
the originator who shall thereupon re-examine the classification·. · 

SEC. 5. Declassification and Downgrading: Clas.iliied information and 
material, unle.<\S dcclas.~ified earlier by the original classifying authority, 
shall be dccl,t,;.~ilicd and downgraded in accordance with the following 
mies: 

(A) General Declassification Schedule. ( 1 )· "Top Secret." Infor­
mation or material originally classified "Top Secret" shall become 
automatically downgraded to "Secret" at the end of the second full 
calendar year following the year in which it was originated, down­
graded to "Confidential" at the end of the fou1th full calendar year 
following the year in which it was originated, and declassified at the 
end of the tenth full calendar year following the year in which it was 
originated. 

/ 

(2) "Secret." Information and material originally cl~sificd "Secret" . 
shall become automatically downgraded to "Confidential" at the end 
of the second full calendar year following the year in which it was 
originated, and declassified at the end of the eighth full calendar year .· · 
following the year in which It was originated . . 

(3) "Confidential." Information and material originally clas.5ified 
"Confidential" shall become. automatically declassified at the end of the 
sixth full calendar year following the year in which it was originated. 

(B) Exemptions from General Declassification Schedule. Certai11 
classified information or material may warrant some degree of pro­
tection for a period exceeding that provided in the General Declassi­
fication Schedule. An official . authorized to originally _ clas.sify 
information or material "Top Secret" may exemp·t from the · General 
Declas.sificati.on Schedule any level of classified information or material 
originated by him or under his supervision if it falls within one of the 
categories described below. In each case such official shall specify in 
writing on the material the exemption category being claimed and, 
unlC$ impol»ible, a date or event for automatic declassification. The 
use of the exemption authority shall be kept to the absolute minimum 
consistent with national security requirements and shall be restricted · 
to the following categories:. 

( 1) Ctded information ~r material furnished by foreign -govern~' 
ments or intcniational organizations and held by the United States on' 
the understanding that it be kept in confidence. 

(2) Classified information or material specificilly covered by st~tu~e; 
or pertaining to cryptography, or disclosing intelligence sources or 
methods. · 

. . ; . ~-· .. ,. : 
(3) Classified information or material ·disclo~g a' sys~' 'plan, . 

installation, project or specific foreign relations matter the continuing 
protection of w¥ch is essential to the national security •. 
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( 4 ) Classified information or material the disclosure of which 
would place a person in immediate jeopardy. 

( C) Mandatory Review of Exempted M aterial. All classified infor­
mation and material originated after the _effective date of thi5 order 

_ which is exempted under (B) above from the General Declassification 
· Schedule shall be subject to a classification review by the originating 
Department at any time after the expiration of ten years from the date 

.. °.,~ _ origin provided: 

.. · · '; 
( 1 J A Department or member of the public requests a review; -

·· (2) The request describes the record with sufficient particularity to 
·_ enable the Department to identify it; and 

( 3) The_ record can be obtained with only a reasonable amount of 
effort. · · · · · 

Information or material which no longer qualifies for exemption under 
( B) above shall be declassified. Information or material continuing to 

_ qualify under ( B) shall be so marked and; unless impossible, a date for 
automatic declassification shall be set. · · 

·.: ·· (D) ·Applicability of the General Declassification Schedule to Previ­
ously Classified Material . . Information or material classified before the 

_ effective date of this order and which is assigned to Group 4 under 
Executive Order No. 10501, as amended by Executive Order No. 10964, 

· _ shall be subject to the Gener.al Declassification Schedule. All other infor­
mation or mat~al classified before the effective date of this order, 

· whether or not assigned to Groups 1, 2, or 3 of Executive Order 
No. 10501, as amendec;l, shall be excluded from th_e General Declassifica­
tion Schedule. However, at any time after the expiration ·of ten years 
from the date of origin it shall be subje~ to a mandatory classification 
review and disposition under the same conditions and criteria that apply 
to classified information and ·material created after the effective date of 
this order as set forth in ( B) and ( C) above. 

(E) Declassification of Classified Information or Material A ft er 
Thirty Years. · All classified information or material which is thirty years 
old or more, whether originating before or after the effective date of 
this order, shall be declassified under the following conditions :· 

·, .. : , ( 1) All information and material classified after the effective date of 
>}::1~ . . · this order shall, whether or not declassification has been requCSted, 

lt;;,i_-.~_.:,1:{_;_,:_ .. ~_·.-."·,;_, ~:!tf ~!t0;J.!f ~;1~::,::Jo:::r:;~~~: 
,· -~,.,:~ -- _ >· • Dep<].rtment personally determines in writing at that time to require "'~' ~,,,.,, .. ( . ., .. ~.··~.... . . , !\ii{;t:;f:FT:.',:'_ ·.:: . -:.: . continu~d protecti?n beca.use such continued protection ~ ~~senti~ to 

·, .'.''.Jtl,c~~) ;';1.t:/-: -~-·. __ · the national secunty or d1SClosure would place a person m muncdiate 
~A:?"·- .~l.),i... . . • ... . . . . . • • ·, . , _ ~~;f.;;;.1_~;i(?·:\.: >;;. :.Jeopardy. In such case, the head of the Department shall also specify 

~~trt~~trii;it/:·te pe;iod pf Continued classification. . 

:t{f .e:::,;;- .· ~--.>· --~~~.;,-.· ··_(2) 'All information and.material classified before the effective date 
.C:::" ' : . ./.: · .. • · · . , \~:'of ''this :order and more than thirty years old shall be systematically 
;: ·);,:: : C: . . ..,_ ' reviewed for declasiliication by the Archivist of the u nited States by the 

·, end of the thi.rti_egi. f_ull:calen~ar year following the year in which it was 
. . . . . -;:.:.-~~~.~:·: .;:~~ ... :·.~.: ... . 
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originated. In his review, the Archivist will separate and keep protected · 
only such information or material as is specifically identified by the 
head of the Department in accordance with ( E) ( l) above. In such 
case, the head of the Department sha:11 also specify the period of 
continued classification. 

(F) Departments Which Do Not Have Authority For Original 
Classification. The provisions of this section relating to the declassifica- · 
tion of national security information or material shall apply to Depart­
ments which, under the terms of this order, do not have current authority 
to originally classify information or material, but which formerly had 
such authority under previous Executive orders .. 

Si;:c. 6. Policy Directives on Access, Marking, Safekeeping, Account: ­
ability, Transmission, Disposition and Destruction of Classified Informa­
tion and Mate rial. The President acting through the National Security .. 
Council shall issue directives which shall be binding on all Departments 
to protect classified information from loss or compromise. Such . 
directives shall conform to the' following policies: 

(A) No person sh'all be given access to classified Wo~a.tion o~: 
material unless such person has been determined to be trustworthy and 
unless access to such information is necessary for the performance of his 
duties. 

(B) All classified information and material shall. be appropri~teiy 
and conspicuously . marked to put all persons on clear notice of its 
clasiified contents. · . 1 · 

( C) Classified information and material shall be· used, p~ssessed, and 
stored only under conditions which will prevent access by unauthorized 
persons or dissemination to unauthorized persons. 

. ../.. 

(D) All cl~ifi~d information and material disseminated outside the·· 
executive branch under Executive Order No. 10865 or otherwise shall 
be properly protected. . · . .. ' 

.... # , , • - " · - • ~ : 

( E) Appropriate accountability records for· classified information 
shall be established and maintained and. such information and material 
shall be protected adequately .during all transmissions. . 

(F) Clasiliied information and material no longer needed in currc:nt 
working files or for reference or record purpo5CS shall be destroyed or 
disposed of in accordance with the records disposal provisions contained 
in Chapter 33 of Title 44 of the United States Code and other applicable 
statutes. 

( G) Classified information or material shall be reviewed on a sys-' 
tematic basis for the purpose of accomplishing downgrading, declassifica-· . ·~ 
tion, transfer, retirement and destruction at the earliest practicable date. 

SEc. 7. Implementation and Review Responnbilities. (A) The Na­
tional Security Council shall monitor the implementation of this order-, 
To assist the National Security ·council, an Interagency Classifica- · 
tion Review Committee shall be established, composed of representa­
tives of the Departments of State, Defense· and Justice, the Atomic .. · · 
Energy Commission, the Central Intelligence Agency and the National 

FEDERAL REG ISTER, VOL. 37, NO. 48- FRIDAY, MARCH .,·o, 1972. 

5215 

! . 

/. 

.. ·. 

· j 

. ! 

... ... :-.. 'j •· . 



....... : .. , ..... . 

. -~<::~/·_·: ::; 
; ; ! ' .. . 

1 • ·- • • ... : .. ~ .. 

THE PRESIDENT 

Security Council Staff and a Chairman designatccl by the President. 
Representatives of other Department~ in the executive branch may be 
invited to meet with the Committee on matters of particular interest 
to those Departments. This. Committee shall meet regularly and on a 
continuing basis shall review and take action to ensure compliance with 
this order, and in particular: 

· · ( 1 ) The Committee shall oversee Department actions to ensure com­
pUance with the provisions of this order and implementing directives 
issued by the President through the National Security Council. · 
~ . -

( 2) The Committee shall, subject to procedures to be established by 
' it, receive, consider and take action on :ruggestions and complaints from 

persons within or without the government with respect to the admin­
istration of this order, and in consultation with the affected Department 
or Departments assure that appropriate action is taken on such sug-
gestions and complaints. · · 

. · (3) Upon request of the Committee Chairman, any Department shall 
· furnish to the Committee any particular informati~n or material needed 
by the Committee in carrying out ~ts functions. · 

· (B) To promote the basic pw-poses of this order, the head of each 
Department originating or handling classified information or material 
shall:_ . 

.. - ·( 1) Prior to the effective date of this order submit to the Interagency 
Clasiliication Reviey,' Committee for approyal a copy of the regulations · 
it proposes to adopt.pursuant to this order. 

(2) Designate a seni~r member of his staff who shall ensure effec­
tive compliance with and implementation of this order and shall also 
chair a Departmental committee which shall have authority to act 
on all suggestions and complaints with respect. to the Department's 
administration of this order. · 

( 3) Undertake an initial program to familiarize the employees of 
his Department with the provisions of this order. He shall also estab-

. _ lish and maintain active training and orientation programs for em­
ployees concerned with classified information or material. Such programs 
shall include, as a minimwn, the briefing of nev; employees and periodic 

· .-.~: ~ . •. ~·· . 1-, reorientation during employment to impress upon each individual his 
:· ···?-'t · · ... · ·--. . responsibility for exercising vigilance and care in complying with the 

\_;_:_~_-_:.~_; __ ;_--·-~~: :_:_:.~ ... I_t_r_,_~_,_·_:_:.:_._ •. ::.•.~-~_-:_i_,_U: · .· .. "',; .•.•..... •. ::t~;;;;,~;:~~J:£%'.:f ::l~±:::;;;£;?:f ~ 
_ · -_ ._ · , · "· .. '.: . :;\.'.'<-::-,; o{' tlle Criminal Code and other applicable provisions of law relating 

· ;·-::, : :··:::(,~:· :- ' _ ·: .-:-:~ ::· : / ·to penalties for unauthorized disclosure. · . · 

. '·ft\/:{(::;:, . .-,·:.:-: : >" ~: . .. ,. < ·(C-) :Th~ Attorney General, upon request of the head of a Depa.rt­
-.-.,;.,·:.':~-~:' · . .::.:,:):>/'},r ;-.;/ C.:'·, mcnt, his duly designated representative, or the Chairman of the above 

· <.:··::· .. _··.\::,,< descn'bed - Committee, shall personally or through authorized repre-

.. ~. ,.,. ' . 

. ' ''!:' ':';'i.\~::"-·: scntatives of the Department of Justice r_ender an interpretation of this 
,, :::-:: ~:" ... order ~th respect to any .questi\'.)n arising in the course. of its admin- ; 

i.rtration. : " ·. . . . . . .. . ' . .. . ... ;• . . . ' .. -· . . ' . , ..... -. "-'~;::-.:}{~7 .. ,.::_,,,_:, .. ,,-,. ···" . 
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Si,:c. 8. i\/ alerial Covered by the Atomi~-Energy Act. Nothing in this 
order shall supersede any requirements made by or under the Atomic 
Energy Act of August 30, 1954, as amended. "Restricted Data," and 
material designated as "Formerly Restricted Data," shall be hand.led, 
protected, classified, downgraded and declassified in conformity with . 
the provisions of the Atomic Energy Act of 1954, as amended, and the 
regulations of the Atomic Energy Commis.5ion. 

SEC, 9. S/1ecial Departmental Arrangements. The originating De­
partment or other appropriate authority may impose, in conformity 
with the provisions of this order, special rcquircmcnl5 with respect to. · 
ac('e~, distribution and protection of clas~ified infonnation and material; · 
including ·those which presently relate to communications intelligence, ~: .. 
intelligence sources and methods and cryptography. 

SEc. 10. Exceptional Cases. In an exceptional case when a person 
or Department not authorized to classify information originates ,.­
information which is believed to require cla._ssification, such person or · 
Department shall protect that information in the manner prescribed. 
by this order. Such persons or Department shall transmit the infonna- · 
tion forthwith, under appropriate safeguards, to the Department having 
primary interest in the subject matter with a request that a determina- , 
tion be made as to classification. · · _ .'" 

SEC, 11. Declassification of Presidential Papers: The Archivist of the 
United States shall have authority to review and declassify information. 

. ·_.,,. 

and material which has been classified by a President, his White House · .• :: .: . · 
Staff or special committee or commission appointed by him and which . 

-·~· •. 

·:._:..r .. 

,...:··· ·, ·:::. ··-· .. '":.'. . · 
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the Archivist has in his. custody at any archival depository, including a. 
Presidential Library. Such declassification shall only be undertaken in . 
accord with: (i) the terms of the donor's deed of gift, (ii) consulta­
tions with the Departments having a primary· suhject-matter interest, 
and (iii) the prov~ions of Section 5. · ,,. :. ,, , 

· .. ;.:.~~--.·._· .. ·_ ... :-_~_·_ .. [_.~.-.·.·,·.~.·.-,_'.t .. ·-~:_ .. \_:_i_~.·.;_: _:~_·;. ' ':·> <: .:/:. . . :- . . 

. . . .. . . .. 
SEC. 12. Historical Research and Access · by Former. Government· · 

. 0 fficials. The requirement in Section 6 (A) that access to classified :. 
information or material be granted only as is nece&;~ for the perform- , : .: 
ance of one's duties shall not apply to persons outside _the executive : · 
branch who are engaged in historical research projects· or who have · 
previously occupied policy-making positions to which they were .· 

. I . 
appointed by the President; Provided, however, that ·in each case the · · 
head of the originating Department shall: .~;· . ·. ·- · · ·-

(i ) determine that access is clearly consistent with the-~tere~ of: · · · 
national security; and -

(ii) take appropriate steps to assure that cla.5.5ified information :·oi 
material is not published or otherwise compromised. 

· ... ·:..: ' •. 

-·, ~ . , .. · 
~- ~ .. '· . . 

·-.. ~ ~:··: . ~--
' \ .. . 

.,..· .i ··· .•. :, . 

. .... .. 

-;;., - .· ---4ccess. granted a person by reason of his having previously occupied a~ 
~!icy-making position shall be limited to tho~ papers which the . 
foi'.ner official originated, reviewed, signed or received while in public 
offi~ 

: J .: . · :·: 

' -~ 
. _, __ ;::~::;.~-:.~; 

··~·····- / .. 

~ -· 
...,>:°"-~ 

.;{· _, 

. . . ·~- . 
. ·:--.~.:-··.~ -:': ~_·· . 

SEC~ 13. Administrative an·d Judicial Action. (A) Any officer "ot · 
employ~ of the United States who unnecessarily. classifies or over- ,:, . 

.. , "·~\ .. . . .,, _ .. .:. ·.· . . . . ·, • ,~· 
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classifies information or material sl,:,11 be notified that hi5 actions arc in 
violation of the terms of this ordrr or of a directive of the President 

· is.rued through the National· Security Council. Repeated abuse of tlie 
: ,.classific;i:tion process shall be grounds for an administrative reprimand. 

· In any tase where the Departmental committee or the Interagency Classi­
. fication Review Committee finds that unnecessary classification or over­
. classification has occurred, it shall make a report to the head of the 

. Department concerned 4t'. order that corrective steps may be taken .. 

·: .:-(B) · The head of each .. Dcpartment is directed to take prompt and 
· ·. ·.' stringent administrative action against ai1y officer or employee of the 

. ':· United States, at any level; of employment, determined .to have been re­
. ·: sponsible for any release or disclosure of national security information or 

·material in a manner not authorized by or under this order or a directive 
of the President issued thrqugh the National Security Council. \Vher1e a 

.. ·. violation of criminal statutes may be involved, Departments will refer 
· any such case promptly to. the Department of Justice. 
,; ... . · . •. •. -· 

, .• _. , SEC. 14. Revocation of Executive Order No. I 050 I. Executive Order 
. ~,:,.- -: · .. , . ... : .; No. 10501 of Novembel' 5; .1953, as amended by Executive Orders No. 

i_):V\..'}:;:::<, .. , ·•:;·{,{: .· 10816 of May .8, 1959, No. 10901 of January 11, 1961, No. 10964 of 

!}~rt::i.;:;t:.M·:< :fj/\'..?t ,September 20, ' 1961,No".10985 of January 15, 1962, No. 11097 of 
i . ;.l;'·> -:,/:i'.C..:(~-;·:",,, ~.<·.-, . .. ~/f March 6, 1963 and by Section 1 (a ) of No. 11382 of November 28, 1967, 

'. I i::l~(-//?2}?'{:~?~ i :<-;'~ _supeIB<:ded as ~f .t!i~ ~e:~~Vf .d~tc of,~is order. . . 

d I .y·" .. :':,;~--.:,,.~..::.'.;<,~::: ::; · .. · SEC. :;~, .Effective date~ ,'.I'his order shaU become effecuve on Jund, 

I v, : ;; Y: ,, ; ' :(- . ,'~'~- . . . , ::~ +:>:P, , , . Cl2:L./ ~~ 
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E.O. 12065 Title 3-The PrHldent 

Executive Order 12065 June 28, 1978 

National Security lnfannation 

By the authority ves ted in me as President by the Constitution and laws of the 
United States uf America, in order to balance the public's interest in access to 
Government information with the need to protect certain national security informa­
tion from disclosure, it is hereby ordered as follows : 
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Executive Orden 

SECTION I. ORICINAL CLASSIFICATION. 

1- 1. Cuwifaalion Designalion. 

E.O. 12065 

1- 10 I. Except as provided in the Atomic Energy Act of 1954, as amended, this 
Order provides the only basis for classifying information. Information may be 
classified in one of the three designations listed below. If there is reasonable doubt 
which designati:m is appropriate, or whether the information should be classified at 
all, the less restrictive designation should be used, or the information should not be 
classified. 

1-102. "Top Secret" shall be applied only 10 information, the unauthorized 
disclosure of which reasonably could be expected to cause exceptionally grave 
damage to the national security. 

1- 103. "Secret" shall be applied only to information, the unauthorized disclo­
sure of which reasonably could be expected to cause serious uamage to· the national 
security. 

1- 104. "Confidential" shall be applied to information, the unauthorized disclo­
sure of which reasonably could be expected to cause identifiable damage to the 
national security. 

1- ~. C/.asJificalion Authority. 

1-20 I. Tap Stmt. Authority for original classification of information as Top 
Secret may be exercised only by the President, by such officials as the Pre~ident may 
designate by publication in the FEDERAL REGISTER, by the agency heads listed helow, 
and by officials to whom such authority is delegated in accordance with Section 1-
204: 

The Secretary of State 

The Secretary of the Treasury 

The Secretary of Defense 

The Secretary of the Anny 

The Secretary of the Navy 

The Secretary of the Air Force 

The Auomey General 

The Secretary of Energy 

The Chairman, Nuclear Regulatory Commission 

The Director, Arms Control and Disarmament Agency 

The Director of Central Intelligence 

The Administrator, National Aeronautics and Space Administration 

The Administrator of General Services (delegable only to the Director, Federal 
Preparedness Agency and to the Director, Information Security Oversight Office) 

1- 202. Semi. Authority for original classification of information as Secret may 
be exercised only by such officials as the President may designate by publication in 
the FEDERAL REGISTER. by the agency heads listed below, by officials 1-,·ho have Top 

191 
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Secret classification authority, and by officials to whom such authority is delegated 
in accordance with Section 1- 204: 

The Secretary of Commerce 

The Secretary of Transportation 

The Administrator, Agency for International Development 

The Director, International Communication Agency 

1- 203. ConfidmtiaL Authority for original classification of information as Conti• 
dential may be exercised only by such officials as the President may designate by 
publication in the FEDERAL REGISTER , by the agency heads listed below, by officials 
who have Top Secret or Secret classification authority, and by officials to whom 
such authority is delegated in accordance with Section 1-204: 

The President and Chairman, Export-Import Bank of the iJnited States 

The Presdent and Chief Executi\·e Officer, Overseas Private Investment Corpo­
ration 

1-204. Limitations on Dekgation of Clas1ification Authority. 

(al Authority for original classification of information as Top Secret may be 
delegated only to principal subordinate officials who have a frequent need to 
exercise such authority as determined by the President or by agency heads listed in 
Section 1-201. 

(b) Authority for original classification of information as Secret may be delegat· 
ed only to subordinate officials who have a frequent need to exercise such authority 
as determined by the President, by agency heads listed in Sections 1-20 I and 1-202, 
and by officials with Top Secret classification authority. 

(c) Authority for original .classification of information as Confidential may be 
delegated only to subordinate officials who have a frequent need to exercise such 
authority as determined by the President, by agency heads listed in Sections 1-20 I. 
1-202, and 1-203, and by officials with Top Secret classification authority. 

(d) Delegated original classification authority may not be redelegated. 

(e) Each delegation of original classification authority shall be in writing by 
name or title of position held. 

(() Delegations of original classification authority shall be held to an absolute 
minimum. Periodic reviews of such delegations shall be made to ensure that the 
officials so designated have demonstrated a continuing need to exercise such 
authority. 

1- 205. Exceptional CaJtJ. When an employee or contractor of an agency that does 
not ha,·e original classification authority originates information believed to require 
classification, the information shall be protected in the manner prescribed by this 
Order and implemeniing directives . The information shall be transmitted promptlv 
under appropriate safeguards to the agency which has appropriate subject matter 
interest and classification authority . That agencv shall decide within 30 da~·s whether 
to classify that information. If it is not clear which agency should get the informa-

· tion. it shall be seni to the Director of the Information Security Ove rsight Office 
established in Section 5- 2 for a determination. 
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1- 3. Cla.uifaation Rtquirmimts. 

1- 30 I. Infonnation may not be considered for_ classification unless it concerns: 

(a) military plans, weapons, or operations; 

(b) foreign government infonnation; 

(c) intelligence activities, sources or methods; 

(d) foreign relations or foreign activities of the United States; 

(e) scientific, technological, or economic matters relating . to the national 
security; 

(I) United States Government programs for safeguarding nuclear materials or 
facilities; or 

(g) other categories of infonnation which are related 10 national security and 
which require protection against unauthorized disclosure as detennined by 1h·e 
President, by a person designated by the President pursuant 10 Section 1-20 I, or by 
an agency head. 

1-302. Even though infonnation is detennined to concern one or more of the 
criteria in Section 1-30 I, it may not be classified unless an original classification 
dUlhority al5o de1ennines 1ha1 its unauthorized disclosure reasonabl~· could be ex­
pected 10 cause at lea)! identifiable damage 10 the national securi1~·. 

1-303: Unauthorized disclosure of foreign government information or the iden­
tity of a confidential foreign source is presumed to cause at least identifiable damage 
10 the national security. 

1-304. Each determination under the criterion of Section 1-301(g) shall be 
reponed promplly 10 the Director of 1he Information Security O,·ersight Office. 

1-4. Duration of Classification. 

1-401. Except as penniited in Section 1-402, at the time of the original classifi­
cation each original classification authority shall set a date or event for automatic 
declassification no more than six years later. 

l-402. Only officials with Top Secret classification authority and agency heads 
listed in Section 1- 2 may classify information for more than six yea.rs from the date 
0f the original classification. This au1hori1y shall be used sparingly. In such cases, a 
declassification date or event, or a dale for review, shall be set. This dale or event 
shall be as early as national security permits and shall be no more than twenty y~ars 
after original classification, except 1ha1 for foreign government information the date 
or event may be up to thirty years after original classification. 

1- 5. ldmtifu:alion and .Har~ings. 

1-50 I. At the time of original classification, the following shall be shown on the 
face of paper copies of all classified documents: 

(a) the identity of the original classification authority; 

(b) the office of origin; 

(cl the date or even! for declassification or review; and 

(d) one of the three classification designations defined in Section 1- 1. 
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1- 502. Documenu classified for more than six years shall also be marked with 
the identity of the official who auihorized the prolonged classificaiion. Such docu­
menu shall be annotated with the reason the classificaiion is expected to remain 
necessary, under the requirements of Section 1-3, despiie the passage of time. The 
reason for the prolonged classification may be stated by reference to criteria set 
forth in agency implementing regulations. These cri1eria shall explain in narra1ive 
form the reaso,1 1he information needs · 10 be protected beyond six years. If the 
individual who signs or otherwise authenticates a document also is authorized to 
classify it, no further annotation of identity is required. 

1-503. Only the designations prescribed by this Order may be used to identify 
classified information. Markings such as "For Official Use Only" and "Limited 
Official Use" may not he used for that purpose. Terms such as "Conference" or 
"Agency" may not be used in conjunciion with the clas~ificaiion designations pre­
scribed by this Order. e.g .. "Agency Confidential" or "Con!"erence Confidential." 

1-504. In order to facilitate excerpling and other uses, each classified document 
shall, b>· marking or ocher means, indicate clearly which portions are classified, wiih 
1he applicable classification designaiion, and which portions are not classified. The 
Director of the Information Security Oversight Office may, for good cause, grant 
and revoke waivers of chis requirement for specified classes of documents or infor­
mation. 

1-505. Foreign government information shall either retain its original classifica­
tion designation or be assigned a United Scates· classification designation chat shall 
ensure a degree of protection equivalent to 1ha1 required by the eniity that furnised 
the information. 

1-506. Classified documenlS that contain or reveal information that is subject to 
special dissemination and reproduction limitaiions authorized by this Order shall be 
marked clearly so as to place the user on notice of the restrictions. 

1-6. Prohibitions. 

1-60 I. Classification may not be used 10 conceal violalions of law, inefficiency, 
or administrative error, to prevent embarrassment to a person, organization or 
agency, or to restrain competition. 

1-602. Basic scieniific research information nol clearly rela1ed to 1he naiional 
securiiy may no! be classified. · 

1- 603. A produce of non-government research and development that does not 
incorporate or reveal classified informaiion 10 which the producer or developer was 
given prior access may nol be classified under chis Order until and unless the 
government acquires a proprietary interest in the produce. This Order does not 
affect the provisions .ofihe Palent Secrecy Act of 1952 (35 U.S.C. 181 - 188). 

1-604. References 10 classified documenu 1ha1 do no! disclose classified infor­
mation may not b~ classified or used as-a basis for classification. 

1- 605. Classification may no! be used 10 limit dissemina1ion of informaiion 1ha1 
is not classifiable under the provisions of chis Order or 10 prevent or delay the 
public release of such information. 

1- 606. No document originated on or af1er 1he e!Tective date of chis Order may 
be classified after an agency. has received a request for 1he document under 1he 
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Freedom of Information Act or the Mandatory Review provisions of this Order 
(Section 3- 5), unless such classification is consistent with this Order and is author­
ized by the agency head or deputy agency head. Documents originated before the 
effective date of this Order and subject to such a request may not be classified 
unless such classification is consistent with this Order and is authorized by the 
senior official designated to oversee the agency information security program or by 
an official with Top Secret classification authority. Classification authority under this 
provision shall be exercised personally, on a document-by-document basis. 

1-607. Classification may not be restored to documents already declassified and 
released to the public under this Order or prior Orders. 

SECTION 2. DERIVATIVE CLASSIFICATION. 

2-1. Ust of Dm11ati11t Classifu:ation. 

2-101. Original classification authority shall not be deleiated to persons who 
only reproduce, extract, or summarize classified information, or who only apply 
classification markings derived from source material or as directed by a classification 
guide. 

2-102. Persons who apply such derivative classification markings shall: 

(a) respect original classification decisions; 

(b) verify the information's current level of classification so far as practicable 
before applying the markings; and 

(c) carry forward to any newly created documents the assigned dates or events 
for declassification or review and any additional authorized markings, in accordance 
with Sections 2-2 and 2-30 I below. A single marking may be used for documents 
based on multiple sources. 

2-2. Classifu:ation Cuitus. 

2-20 I. Classification guides used to direct derivative classification shall specifi. 
cally identify the information to be classified. Each classification guide shall specifi. 
cally indicate how the designations, time limits, markings, and other requirements of 
this Order are to be applied to the information. 

2-202. Each such guide shall be approved personally and in wnung by an 
agency head listed in Section 1- 2 or by an official with Top Secret classification 
authority. Such approval constitutes an original classification decision. 

2- 3 .• Vroi MatmaL 

2-30 I. New material that derives its classification from information classified on 
or after the effective date of this Order shall be marked with the declassification 
date or event, or the date for review. assigned to the source information. 

2- 302. New material that derives iu classification from information classified 
under prio_r Orde1 s shall be treated as follows: 

(a) If the source material bears a declassification date or event twenty years or 
less from the date or origin, that date or event shall be carried forward on the new 
material. 

(b) If the source material bears no declassification date or event or is marked 
for declassification beyond twenty years, the new material shall be marked with a 
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date for review for declassification at twenty years from the date of original classifi• 
cation of the source material. 

(c) If the source material is foreign government information bearing no date or 
event for declassification or is marked for declassification beyond thirty years. the 
new material shall be marked for review for declassification at thirty years from the 
date of original classification of the source material. 

SECTION 3. DECLASSIFICATION AND DowNCRADINC. 

3- 1. DtclaJsijication Authority. 

3-10 I. The authority to declassify or downgrade infonnation classified under 
this or prior Orders shall be exercised only as specified in Section 3-1. 

3-102. Classified infonnation may be declassified or downgraded by the official 
who authorized the original cla~sification if that official is still serying in the same 
position, by a successor, or by a supervisory official of either. 

~-103. Agency heads named in Section 1-2 shall designate additional officials at 
the lowest practicable echelons to exercise declassification and downgrading authori• 
tv . 

3-104. If the Director of the Information Security O,·er~ight Office determines 
that infonnation is classified in violation of this Order. the Director may require the 
infonnation to be declassified by the agency that originated the classification. Any 
such decision by the Director may be appealed to the National Security Council. 
The information shall remain classified until the appeal is decided or until one year 
from the date of the Director's decision. whichever occurs first. 

3-105. The provisions of this Order relating to declassification shall also apply 
to agencies which, under the terms of this Order, do not have original classification 
authority but which had such authority under prior Orders. 

3-2. Trans/n-Ttd /n/orma/ion. 

3-20 I. For classified infonnation transferred in conjunction with a transfer of 
functions-not merely for storage purposes- the receiving agency shall be deemed 
to be the originating agency for all purposes under this Order. 

3- 202. For classified information not transferred in accordance with Section 3-
20 I, but originated in an agency which has ceased to exist, each agency in posses­
sion shall be deemed to be the originating agency for all purposes under this Order. 
Such information may be declassified or downgraded by the agency in possession 
after consulting with any other agency having an interest in the subje~t matter. 

3- 203. Classified infonnation transferred to the General Services Administra­
tion for accession into the Arr.hives of the United States ~hall be declassified or 
downgraded b,· the Archi,·ist of the L1nited States in accordance with this Order. the 
directives of the lnfonnation Security Oversight Office, and the agency guidelines. 

3-204 . After the tennination of a Presidential administration, the Archivist of 
the United States shall review and dcclassifv or downgrade all information classified 
hv the President, the White House Staff. committees or commissions appointed b,· 
the President. or others acting on the President's behalf. Such declassification shall 
only be undertaken in accordance with the provisions of Section 3-504. 
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3- 3. Dtcltwificalion Po liq. 

3- 30 I. Declassification of classified information shall be given emphasis compa­
rable to that accorded classification. Information classified pursuant to this and prior 
Orders shall be declassified as early as national security considerations permit. 
Decisions concerning declassification shall be based on the loss of the information's 
sensitivity with the passage of time or on the occurrence of a declassification event. 

3-302. When information is reviewed for declassification pursuant to this Order 
or the Freedom of Information Act, it shall be declassified unless the declassification 
authority established pursuant to Section 3-1 determines that the information con­
tinues to meet the classification requirements prescribed in Section 1-3 despite the 
passage of time. 

3-303. It is presumed that information which continues to meet the classifica­
tion requirements in Section 1-3 requires continued prote-:tion. In some cases, 
however, 'the need to protect such information · may be outweighed by the public 
interest in disdosure of the information, and in these cases the information should 
be declassified. When mch questions arise, they shall be referred to the agency 
head, a senior agency official with responsibility for processing Freedom of Informa­
tion Act requests or Mandatory Review requests under this Order, an official with 
Top Secret classification authority, or the Archivist of the United States in the case 
of material ·covered in Section 3-503. That official will determine. whether the public 
interest in disclosure outweighs the damage to national security that might reason­
ably be expected from disclosure. 

3-4. Syslnnatic Rroirw for Dtela.ssification. 

3-401. Classified information constituting permanently valuable records of the 
Government, as defined by 44 U.S.C. 2103, and informatiol) in the possession and 
control of the Administrator of General Services, pursuant to 14 U.S.C. 2107 or 
2107 note, shall be reviewed for declassification as it becomes twenty years old. 
Agency heads listed in Section 1-2 and officials designated by the President pursu­
ant to Section 1-20 I of this Ord~r may extend classification beyond twenty years, 
but only in accordance with Sections 3-3 and 3-402. This authority may not be 
delegated. When classification is extended beyond twenty years, a date no more 
than ten years later shall be set for declassification or for the next rr.view. That date 
shall be marked on the document. Subsequent reviews for declassification shall be 
set at no more than ten year inter.als. The Director of the Information Security 
Oversight Office may extend the period between subsequent reviews for spe~ific 
categories of documents or information. 

3-402. Within 180 days after the effective date of this Order, the agency heads 
listed in Section 1- 2 and the heads of agencies which had original classification 
authority under prior orders shall, after consultation with the Archivist of the United 
States and review by the Information Security Oversight Office, issue and maintain 
guidelines for systema1ic review covering twenty-year old classified information 
under their jurisdiction. These guidelines shall state specific, limited categories of 
informat ion which, because of their national security sensitivity, should not be 
declassified automatically but should be reviewed item-by-item to determine whether 
continued protection beyond twenty years is needed. These guidelines shall be 
authorized for use by the Archivist of the United States and may, upon appro\·a l of 
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the issuing authority, be used by any agency having custody of the information. All 
information not identified iri these guideiines as requiring review and for which a 
prior automatic declassification date has not been established shall be declassified 
automatically at the end of twenty years from the date of original classification . . 

3-403. Noth withstanding Sections 3-40 I and 3-402, the Secretary of Defense 
may establish special procedures for systematic review and declassification of classi­
fied cryptologic information, and the Director of Central Intelligence may establish 
special procedures for systematic review and declassification of classified informa­
tion concerning the identities of clandestine human agents. These procedures shall 
be consistent, so far as practicable, with the objectives of Sections 3-40 I and 3-402. 
Prior to implementation, they shall be reviewed and appr·oved by the Director of the 
Information Security Oversight Office and, with respect to matters pertaining to 
intelligence sources and methods, by the director of Central Intelligence. Disapprov­
al of procedures by the Director of the Information Security Oversight Office may 
be appealed to the National Security Council. In such cases, the procedures shall 
not be implem.!nted until the appeal is decided. 

3-404. Foreign government information shall be exempt from automatic declas­
sification and twenty year systematic review. Unless declassified eariier, such infor­
mation shall be reviewed for declassification thirty years from its date of origin. 
Such review shall be in accordance with the provisions of Section 3- 3 and with 
guidelines developed by agency heads in consultation with the Archivist of the 
United States and, where appropriate, with the foreign government or international 
organization concerned. These guidelines shall be authorized for use by the Archi- . 
vist of the United States and may, upon approval of the issuing authority, be used 
by any agency having custody of the information. 

3-405. Transition to syst~matic review at tw~nty years shall be implemented as 
rapidly as practicable and shall be completed no more than ten years from the 
effective date of this Order. 

3-5. ,\/andalory Rn1iew for Dtdassificallon. 

3-50 I. Agencies shall establish a mandatorv review procedure to handle re­
quests by a member of the public, by a goH:rnment employee, or by an agency, to 
declassify and release information. This procedure shall apply to information classi­
fied under this Order or prior Orders. Except as provided in Section 3-503, upon 
such a request the information shall be reviewed for possible declassification, pro­
\'ided the request reasonably describes the information . Requests for declassification 
under this provision shall be acted upon within 60 days. After review, the informa­
tion or any reasonably segregable portion thereof that no longer requires protection 
.under this Order shall be declassified and released unless withholding is otherwise 
warranted under applicable law. 

3- 502. Requests for declassification which are submitted under the provisions 
of the Freedom of Information Act shall be processed m accordance with the 
provisions of that Act. 

3-503. Information less than ten year~ old which was originated by the Presi­
dent. by the White House Staff, or by committees or commissions appointed bv the 
President. or by others acting on behalf of the President, including such information 
in the possession and control of the Administrator of General Services pursuant to 
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44 U.S.C. 2107 or 2107 note, is exempted from th e prom1ons of Section 3-50 I. 
Such information over ten years old sliall be subject to mandatory review for 
declassification. Requests for mandatory re\·iew shall be processed in accordance 
with procedures de\·eloped by the Archivist of the United States . These procedures 
shall provide for consultation with agencies having primary subject mauer interest. 
Any decision by the Archivist may be appealed to the director of the Information 
Security Oversi6ht Office. Agencies with primary subject mauer interest shall be 
notified promptly of the Director 's decision on such appeals and may further appeal 
to the National Security Council through the process set forth in Section 3-104. 

3-504. Requests for declassification of classified documents originated by an 
agency but in the possession and control of the Administrator of General Sen·ices, 
pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the Archivist to the 
agency of origin for processing in accordance with Section 3-50 I and for direct 
response to the requester. The Archivist shall inform requesters of such referrals. 

3-505. No agency in possession of a classified document may, in response to a 
request for the document made under the Freedom of Information Act or this 
Order's ~fandatory Review provision, refuse to confirm the existence or non-exist ­
ence of the document, unless the fact of its existence or non-existence would itself 
be classifiable under this Order'. 

3-6. Downgrading. 

3-60 I. Classified information that is marked for automatic downgrading is 
downgraded accordingly "lithout notification to holders. 

3- 602. Classified information that is not marked for automatic downgrading 
may be assigned a lower classification designation by the originator or by other 
authorized officials when such downgrading is appropriate. Notice of downgrading 
shall be provided to holders of the information to the extent practicable. 

SECTION 4. SAFEGUARDING. 

4-1. Gmeral Rulrictions on ..-/ems. 

4-10 I. No person may be given access to classified information unless that 
person has been determined to be trustworthy and unless access is necessary for the 
performance of official duties. 

4-102. All classified information shall be marked conspicuously to put users on 
notice of its current classification status and, if appropriate, to show any special 
distribution or reproduction restrictions authorized by this Order. 

4-103. Controls shall be established by each agency to ensure that classified 
information is used, processed, stored, reproduced, and transmiued only under 
conditions that will provide adequate protection and prevent access by unauthorized 
persons. 

4-104. Classitied information no longer needed in current working files or for 
reference or record purposes shall be processed for appropriate disposition in 
accordance with the provisions of Chapters 21 and 33 of Title 44 of the United 
States Code. which governs disposition of Federal records. 

4-105. Classified information disseminated outside the Executive branch shall 
be given protection equi\·alent to that afforded within the Executive branch. 
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4- 2. Special ,frm; Program.r. 

4- 20 I. Agency heads listed in Section 1-20 I may create special access programs 
to control access, distribution. and protection of particularly sensitive infonnation 
classified purs:Jant 10 this Order or prior Orders. Such programs may be created or 
continued only by written direction and only by those agency heads and, for matters 
pertaining to intelligence sources and methods, 'by the Director of Central lnte!li­
gence. Classified infonnation in such programs shall be declassified according to the 
provisions of Section 3. 

4-202. Special access programs may be created or continued only on a specific 
showing that: 

(a) nonnal management and safeguarding procedures are-not sufficient to limit 
need-to-know or access; 

(b) the number of persons who will need access will be reasonably small and 
commensuraie with the objective of providing extra protection for the infonnation 
involved; and 

(c) the special access controls balance the need to protect 1he infonna1ion 
against the full spectrum of needs 10 use the infonnaiion. 

4-203. All special access programs shall be re\·iewed regularly and, except those 
required by treaty or international agreement, shall tenninate au1oma1ically every 
five years unless renewed in accordance with the procedures in Section 4-2. 

4- 204. Within 180 days after the effective date of this Order, agency heads shall 
re\·iew all existing special access programs under their jurisdiction and continue 
them only in accordance with the procedures in Section 4- 2. Each of those agency 
heads shall also establish and maintain a system of accounting for special access 
programs. The Director of the Infonnation Securit)' Oversight Office shall have 
non-delegable access to all such accountings. 

4-3. Accm by Historical Rtuarchers and Fo~ Pmidnitial Appointus. 

4-30 I. The requirement in Section 4- IO I that access to classified infonnation 
may be granted only as is necessary for the performance of official duties may be 
waived as provided in Section 4-302 for persons who: 

(a) are engaged in historical research projects. or· 

(b) previously have occupied policy-making positions to which they were ap­
pointed by the President. 

4-302. Waivers under Section 4-30 I may be granted only if the agency with 
jurisdiction over the infonnation: 

(a) makes a wriuen detennination that access is consistent with the interests of 
national security: 

(b) takes appropriate steps 10 ensure that access is limited to specific caiegories 
of information over which that agencv has classification jurisdiction: 

(c) limits the access granted to Conner Presidential appointees to items that the 
person originated, reviewed. signed or received while serving as a Presidential 
appointee. 
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4-4 . Rtproduclion Controls. 

4-40 I. Top Secret documents may not be reproduced without che consent of 
the originating agency unless otherwise marked by the originating oillce. 

4-402. Reproduction of Secret and Confidential documents may be restricted 
by the originating agency. 

4-403. Reproduced copies of classified documents are subject to the same 
accountability and controls as the original documents. · 

4-404. Records shall be maintained by all agencies that reproduce paper copies 
of classified documents co show the number and distribution of reproduced copies 
of all Top Secret documents, of all documents covered by special access programs 
distributed outside the originating agency, and of all Secret and all Confidential 
documents which are marked with special dissemination and reproduction limita-
tions in accordance with Section 1-506. · 

4-405. Sections 4-40 I and 4-402 shall nae restrict the reproduction of docu­
ments for the purpose of facilitating review for declassification. Howewer, such 
reproduced documents chat remain classified after review must be destroyed after 
they are used. 

SECTION 5. IMPLEMENTATION AND REVIEW. 

5-1. Ourrsiglal. 

5-10 I. The National Security Council may review all matters with respect to the 
implementation of this Order and shall provide over.ill policy direction for the 
information security program. 

5-102. The Administrator of General Services shall be responsible for imple­
menting and monicoring the program established pursuant to this Order. This 
responsibility shall be delegated to an Information Security Oversight Office. 

5-2. !nformalion Suurily Ourrsighl 0/fict. 

5-20 I. The Information Security Oversight Office shall have a full-time Director 
appointed by the Administrator of General Services subject to approval by the 
President. The Administrator also shall have authority to appoint a staff for the 
Office. 

5- 202. The Director shall: 

(a) oversee agency actions to ensure compliance with this Order and imple­
menting directives; 

(b) consider and take action on complaints and suggestions from persons within 
or outside the Government with respect to the administration of the information 
security program, including appeals from decisions on declassification requests pur­
suant to Section 3-503; 

(c) exercise the authority to declassify information provided by Sections 3- 104 
and 3-503; 

(d) develop, in consultation with che agencies, and promulgate, subject co the 
approval of the National Security Council, directives for the implementation of this 
Order which shall be binding on the agencies; 
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(e) report annually to the President through the Administrator of General 
Services and the National Security Council on the implementation of this Order; 

(f) review all agency implementing regulations and agency guidelines for sys, 
tematic declassification review. The Director shall require any regulation or guide· 
line to be changed if it is not consistent with this Order or implementing directives. 
Any such decision by the Director may be appealed to the National Security Council. 
The agency regulation or guideline shall remain in effect until the appeal is decided 
or until one year from the date of the Director·s decision, whichever occurs first. 

(g) exercise case-by-case classification authority in accordance with Section 1-
205 and review requests for original classification authority from agencies or offi, 
cials not granted original classification authority under Section 1:..2 of this Order; 
and 

(h) have the authority to conduct on-site reviews of the infonnation security 
prognm of each agency that handles classified infonnation and to require of each 
agency such reports, information, and other cooperation as necessary to fulfill his 
responsibilities. If such reports, inspection, or access to specific categories of classi­
fied information would pose an exceptional national security risk, the affected 
;,gency head may deny access. The Director may appeal denials to the National 
Security Council. The denial of access shall remain in effect until the appeal is 
decided or until one year from the date of the denial, whichever occurs first. 

5-3. /nteragmcy lnformalion Strurily Cammi/tu. 

5-30 I. There is est.iblished an Interagency Infonnation Security Committee 
which shall be chaired by the Director and shall be comprised of representatives of 
the Secretaries of State, Defense, Treasury, and Energy, the Attorney General, the 
Director of Central Intelligence. the National Security Council, the Domestic Policy 
Staff. and the Archivist of the United States. 

5-302. Representatives of o ther agencies may be invited to meet with the 
Committee on matters of particular interest to those agencies. 

5-303. The Committee shall meet at the call of the Chairman or at the request 
of a member agency and shall advise the Chairman on implementation of this order. 

5-4. Gm,:ra/ Rtspo11Jibi/it~s. 

5-10 I. A copy of any infonnation security regulation and a copy of any guide­
line for systematic declassification review which has been adopted pursuant to this 
Order or implementing directives, shall be submitted lo the Information Security 
Oversight Office. To the extent practicable, such regulations and guidelines should 
be unclassified. 

5-102. Unclassified regulations that establish agency information security policy 
and unclassified y;,1idelines for systematic declassification review shall be published 
in the FEDERAL REGISTER. 

5--t03. Agencies with original classifica1ion authority shall promulga1e guides 
for security classification that will facilitate the ideniification and uniform classifica• 
tion of information requiring protection under the provisions of this Order. 

5-104. Agencies which originaie or handle classified information shall: 
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(a) designate a senior agency official to conduct an active oversight program to 
ensure effective implementation of this Order; 

(b) des ignate a senior agency official to chair an agency commiuee with auchori­
ty to ace on all suggestions and complaints wich respecc 10 the agency's administra­
cion of che informacion security program; 

(c) establis!l a process to decide appeals from denials of declassification re­
quests submiued pursuant 10 Seccion 3-5; 

(d) establish a program to familiarize agency and other personnel who have 
access to classified information with the provisions of this Order and implementing 
direc!i\·es . This program shall impress upon agency personnel !heir responsibility 10 
exercise vigilance in complying wich chis Order. The program shall encourage 
agency personnel !O challenge, through ~andacory Review and ocher appropriate 
procedures, chose classificacion decisions they believe 10 be improper; 

(e) promulgace guidelines for syscematic review in accordance wich Section 3-
402; 

(f) establish procedures to prevent unnecessary access co classified information, 
including procedures which require cha! a demonstrable need for access !O classified 
infvrma!ion is escablished before inicia!ing adminiscracive clearance procedures, and 
which ensures cha! ch~ number of people granted access co classified informacion is 
reduced 10 and maintained ac che minimum number thac is consiscent wich oper­
a!ional requirements and needs; and 

(g) ensure that practices for safeguarding information are systemacically re­
viewed and chat those which are duplicative or unnecessary are eliminaced. 

5-405. Agencies shall submit 10 che Information Securicy Oversighc Office such 
information or reports as the. Director of che Office may find necessary to carry ouc 
che Office's responsibilicies. 

5-5. Admini.rtrativt Sanctions. 

5- 50 I. If che Information Security Oversight Office finds chat a violation of chis 
Order or any implementing directives may have occurred. it shall make a report to 
the head of the agency concerned so cha! correccive S!eps may be caken. 

5-502. Officers and employees of che Uniced S1a1es Govemmem shall be sub­
ject to appropriace adminiscracive sanccions if chey: 

(a) knowingly and willfully classify or continue the classificacion of information 
in violation of chis Order or any implementing directives; or 

(b) knowingly, willfully and wichouc auchorization disclose information properly 
classified under this Order or prior Orders or compromise properly classified infor­
mation through nrgligence; or 

(c) knowingly and willfully violate any ocher provision of this Order or imple­
menting directive. 

5-503. Sanc!ions may include reprimand, suspension withouc pay, removal, 
cerminacion of classification authority, or other sanccion in accordance wich applica­
ble law and agency regulations. 
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5- 504. Agency heads shall ensure that appropriate and prompt corrective action 
is taken whenever a ,·iolation under Section 5- 502 occurs. The Director of the 
Information Security Oversight Office shall be informed when such violations occur. 

5- 505. Agency heads shall report to the Attorney General evidence reflected in 
classified information of possible violations of Federal criminal law by an agency 
employee and of possible violations by any other person of "those Federal criminal 
laws specified in guidelines adopted by the Attorney General. 

SECTION 6. GENERAL PROVISIONS. 

6-1. Definitions. 

6-10 l. "Agency" has the meaning defined in 5 U.S.C. 552(e). 

6-102. "Classified information" means information or material, herein collec­
tively termed information, that is owned by, produced for or by, or under the 
control of, the United States Go,·ernment, and that has been determined pursuant 
to this Order or prior Orders to require protection against unauthorized disclosure, 
and that is so designated. 

6- 103. "Foreign government information" means information that has been 
provided to the United States in confidence by. or produced by the United States 
pursuant to a written joint arrangement requiring confidentiality with, a foreign 
government or international organization of governments. 

6- 104. "National security" means the national defense and foreign relations of 
the United States. 

6-105. "Declassification event"· means an event which would eliminate the need 
for continued classification. 

6-2. Genna/. 

6-201. Nothing in this Ord~r shall supersede any requirement made by or 
under the Atomic Energy Act of 1954, as amended. "Restricted Data" and informa­
tion designated as "Formerly Restricted Data" shall be handled, protected, classi­
fied, downgraded, and declassified in conformity with the provisions of the Atomic 
Energ}' Act of I 954 , as amended, and regulations issued pursuant thereto. 

6-202. The Attorney General, upon request by the head of an agency, his dulv 
designated representative, or the Director of the Information Security Oversight 
Office, shall personally or through authorized representatives of the Department of 
Justice render an interpretation of this Order with respect to any question arising in 
the course of its administration. 

6- 203. Executive Order No . 11652 of March 8, I 9i 2. as amended by Executive 
Order No . 11714 of April 24. I 9i3. and as further amended by Executive Order No . 
11862 of June 11. 1975, and the National Security Council Directi,·e of Mav 17, 
l 9i2 (3 CFR I 085 ( 1971 - 75 Comp.)) are revoked. 

6- 204. This Order shall become e!Tective on December I. 1978, except that the 
funct ions of the Information Sccuritv Oversight Office spcciried in Sect ions 5-
202(d) and 5- 202(0 shall be effective immediately and shall be performed in the 
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interim by 1he In1eragency Classifica1ion Review Commiuee established pursuant to 
Executive Order No. 11652. 

THE WHrn: HOUSE, 
juM 28, J978. 

JIMMY CARTIR 

Eo1To•••L Natt! The President's S1a1emen1 of June 29, 1978, on issuing Execulive Order 12065, is 
prin1ed in 1he Weelr.Jy Compila1ion of l'Tesiden1ial Documenu (vol. 14, p. 1193). 
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