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IN THE
UNITED STATES COURT OF APPEALS

FOR THE DISTRICT OF COLUMBIA

No. 79-1700

HAROLD WEISBERG,
Plaintiff-Appellant

ve.

CLARENCE M. KELLEY, ET AL.,

Defendants-Appellees

-

On Appeal from the United States District Court for the
District of Columbia, Hon. John Lewis Smith, Jr., Judge

BRIEF FOR PLAINTIFF-APPELLANT

STATEMENT OF ISSUES

l. Whether dispute as to adequacy of search for records re-
sponsive to plaintiff's Fréedom of Information Act request pre-
cluded summary judgment.

2. Whether 5 U.S.C. § 552(b) (1) exempts from disclosure
purportedly classified information which is in fact public knowl-

edge.



3.

Whether it was-error for the District Court to uphold

agency claims of temption under 5 U.S.C. § 552(b) , (2),

(7) (C),

(7) (D), and (7) (E) on the basis of vague, conclusory, and

false government affidavits, and without allowing plaintiff to

conduct any discovery.

4,

Whether an agency can properly excise information under

5 U.5.C. § 552(b) (7) where the records sought were not compiled

for law enforcement purposes.*

STATUTES AND REGULATIONS

The Freedom of Information Act, 5 U.S.C. § 552, provides in

pertinent part:

(b) This section does not apply to matters
that are--

(1) (A) specifically authorized under cri-
teria established by an Executive order to be
kept secret in the interest of national defense
or foreign policy and (B) are in fact properly
classified pursuant to such Executive order;

(2) related solely to the internal personnel
rules and practices of an agency;

* %* *

(7) investigatory records compiled for law
enforcement purposes, but only to the extent
that the production of such records would ***
(C) constitute an unwarranted invasion of per-
sonal privacy, (D) disclose the identity of a
confidential source and, in the case of a rec-

*This case has not previously been before this Court, or any
other Court (other than the Court below), under this or any other

title.



ord compiled by a criminal law enforcement
authority in the course of a criminal investi-
_ . 1, or by an agency conducting l: ful
national security intelligence investigation,
confidential information furnished only by the
confidential source, (E) disclose investigative
technigques or procedures ***

Because of their length, Executive order 11652, Executive or-
der 12065, and the National Security Council directive of May 19,
1972 implementing E.O. 11652 are set forth in the addendum to

this brief.

REFERENCES TO PART™TFS AND Pr'TINGS

The parties to this litigation are Harold Weisberg,
plaintiff-appellant, and Clarence M. Kelley, Hon. Griffin Bell,

e ! i« States Department of Justice, defendants-appellees.

On February 15, 1979, United States District Court Judge
John Lewis Smith awarded summary judgment to the defendants. His
opinion is found at pages 269-272 of the Appendix. On March 29,
1979, Judge Smith entered an order denying plaintiff'’s motion for

reconsideration. [App. 530]

STATFM@VM™ OF THE CASE

A. Background
On May 23, 1966 plaintiff Harold Weisberg ("Weisberg") wrote

then-FBI Director J. Edgar Hoover a letter suggesting that there

were at least five bullets involved in the assassination of Pres-



ident Kennedy rather than the three alleged by the Warren Commis-
sion. He brought to Hoover's att: : certain matters which he
believed "require immediate unequivocal explanations," and he
called upon Hoover to make "immediately available" the spectro-
graphic analysis which the FBI had performed upon the intact bul-
let alleged to have woﬁnded both President Kennedy and Governor
Connally and upon various bullet fragments said to have been con-
nected to the shooting. A June 6, 1966 memorandum from Alex
Rosen to Cartha Deloach recommended "[t]hat Weisberg's communica-
tion not be acknowledged." See Exhibit 2 to 2/21/79 Weisberg Af-
fidavit. [App. 439] It never was.

After the Freedom of Information Act ("FOIA") became effec-
tive on July 1, 1967, Wei;berg submitted numerous requests to the
FBI for information pertaining to the assassinations of I ldes
Kennedy and Dr; Martin Luther King, Jr. Years passed without any
response to his requests.

On December 6, 1977, Weisberg received a letter from Mr.
Allen McCreight, Chief, Freedom of Information/Privacy Acts
Branch, Records Management Division, Federal Bureau of Investiga-
tion, in which McCreight informed him--for the first time~-that on
December 7, 1977 the FBI would be releasing the first of two seg-
ments of Headquarters records on the assassination of President
Kennedy, and that the two segments together would total approxi-
mately 80,000 pages.

In replying to McCreight, Weisberg pointed out that he had

filed "two dozen or more" FOIA requests for records on President



Kennedy's assassination but that there had been no compliance. In
addition to soliciting "any explanation you would care to provide
for this persisting non-compliance,” Weisberg made a new informa-
tion request which asked for:

1. All worksheets related to the processing of FBI Headgquar-
ters records on the assassination of President Kennedy;

2. All other records related to the processing, review, and
release of these records;

3. Any other records which indicated the content of FBI
Headgquarters records on the assassination of President Kennedy,
and,

4. Any separate list or inventory of FBI records on Presi-
dent Kennedy's assassination not yet released. [App. 55]

On February 13, 1978, there having been no response to his
December 6, 1977 FOIA regquest, Welsberg filed suit in District
Court.

A week after Weisberg filed suit, the Department of Justice
replied to his January 19, 1978 appeal. Writing in the name of
Acting Deputy Attorney General Benjamin Civiletti, Mr. Quinlan J.
Shea, Jr., Director of the Office of Information and Privacy Ap-
peals, informed Weisberg that:

Even prior to the receipt of your letter of
January 19, I had been discussing with the Bu-
reau the matter of the possible release of its
worksheets; that was in the general sense--not
just the Kennedy case-~-and resulted from my tes-
timony before the Abourezk Subcommittee late

last year. At that time, former Deputy Attor-
ney General Flaherty and I assured the Subcom-



mittee that we would give serious attention

to the problem of giving requesters more in-
formation, at the initial stage, about the na-
ture and quantity of records to which access
is denied. ***

With reépect to the actual Kennedy assas-
sination worksheets, it may possibly turn out
not to be necessary for me to act formally.
The Bureau is still considering whether to put
"clean" copies of the final version of these
items into the reading room and otherwise to
make them available to interested persons.
[App. 11]

By letter dated March 6, 1978, Chief McCreight responded to
Weisberg's December 6, 1977 FOIA request, telling him: "Please be
assured that we are making every effort to proceSs your request
promptly." [App. 13] On April 12, 1978, McCreight sent Weisberg
"2,581 pages of inventory worksheets utilized in the processing of
files pertaining to the investigation into the Assassination of
President John F. Kennedy." [App. 57] However, no records other

than these worksheets were provided.

B. Proceedings in District Court

1. Government's Motion to Dismiss/Summary Jwa~—~=+

On April 18, 1978, the government told the District Court
that "defendants will move for summary judgment within the next
thirty (30) days." The thirty days, it asserted, "is necessary in
order that defendants might be afforded an opportunity to prepare
proper affidavits." It also mentioned the workload of government

counsel."



Two and a half months later, on July 3, 1978, the government
filed a motion to dismiss or, alternatively, for summary Jjudgment.
The motion was supported by the affidavits of two FBI Special
Agents, David M. Lattin and Horace P. Beckwith. Both affidavits
were executed on April 28, 1978; both consisted largely of famil-
iar FBI boilerplate. Beckwith's affidavit primarily dealt with
excisions made on the worksheets on the basis of Exemptions 2,
7(C), 7(D) and 7(E). In large measure it was identical in con-
tent and language to the affidavit he had executedljust eleven
days earlier, on April 17, 1978. A key paragraph, identical to
one in his earlier affidavit, asserted that:

(7) The release of these inventory work-
sheets is pursuant to plaintiff's request for
records relevant to the processing 1d release
of the original records. These worksheets

represent the only documents available within
the FBI which are responsive to plaintiff's

request.
iphasis add¢ - [App. 54] .

The Lattin Affidavit attempted to justify, in extremely vague
and conclusory language[ 19 excisions made on the worksheets under
Exemption 1. All 19 excisions were said to be classified "confi~
dential." Lattin swore that he had determined that "the proper
classification has been assigned and that they have been appropri-
ately marked in accordance with EO 11652 and Section 4(a), énd
28 C.F.R. 17.40, et seg." Lattin Affidavit, 19. [App. 49]

Of the 19 classified items on the worksheets, Lattin stated
that 13 were classified because they would "reveal cooperation with

foreign police agencies." Lattin Affidavit, Y6. [App. 46] Four items



were allegedly classified because they "could identify an intel-
ligence method," one which Lattin described as "a method that was
directed at establishments of foreigﬁ governments within the Uni-
ted States." Lattin Affidavit, 7. [App. 46] Finally, two of the
items were purportedly classified because they would identify in-~
telligence sources., According to Lattin, "[bloth of these sources
are foreign nationals having contacts with foreign establishments
or individuals in foreign countries." Lattin Affidavit, 48. [2App.
47-48]

Lattin did not state that he had examined the underlying doc-
uments, i.e., the FBI documents from which the "classified" infor-
mation on the worksheets had been extracted, and he did not state
that the underlying ents were actually properly classified
under E.O. 11652. Nor did he state that the "classified" informa-
tion on the worksheets was not already a matter of public knowl-

ed

2. Plaintiff's Opposition

On August 2, 1978, plaintiff filed an Opposition to the gov-
ernment's motion to dismiss/summary judgment. The Opposition was
supported by two lengthy affidavits by Harold Weisberg, dated
July 10 and July 19, 1978, and numerous exhibits. The Opposition
and t 3 supporting materials disputed the government's conten-
tions as to the adequacy of the search for recordé responsive to
the request and all claims of exemption for the excisions made on

the worksheets.



3, Plaintiff's Attempts to Exercise Discovery

On August 16, 1978, plaintiff noted the depositions of FBI
Agents Allen H. McCreight and Horace P. Beckwith and issue a
subpoena duces tecum requiring them to bring certain records with
them. The notice of deposition specified that the depositions
would be taken on August 30, 1978. However, the day before the
depositions were to be taken, Weisberg's counsel was told, upon
phoning defendants' attorney, that Agents Beckwith and McCreight
would not appear and that the government was filing a motion to
quésh the depositions. Consequently, no depositions were taken.

On October 4, 1978, Weisberg again noted the depositions of
Beckwith and McCreight, this time for October 31, 1978. No sub-
poena duces te~™ was issued in connec wit~ -~ "3 deposition.
On October 16, 1978, the government again moved for a protective
order, asserting that the court should act on pending dispositive
motior prior to any discovery, and that the deposit: "y
indeed be burdensome and possibly a waste of resources." Defen-
dant's 10/16/78 Memorandum in Support of Motion for a Protective
Order, p. 3. [App. 210]

On October 25, 1978, the District Court issued an order
granting the Motion for a Protective Order. The Court made no

findings and stated no grounds for its order. [App. 215]

4. Oral Argument

On January 10, 1979, oral argument was held on the govern-

ment's Motion to Dismiss/Summary Judgment. At cral argument Weis-
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berg pointed out that E.0. 12065, the new Executive order govern-
ing national security classification, had become effective on De-
cember 1, 1978. He argued that because E.0. 12065 significantly
changed the security classification standards, the determinations
made by Special Agent Lattin under E.O. 11652 were no longer valid.

On January 12, 1979, the District Court ordered the govern-
ment to submit within ten days "an affidavit by the aépropriate
person regarding classification status under Executive Order 12065
of those documents at issue in this action previously classified
pursuant to Executive Order 11652." His order also gave Weisberg
just five days to respond to the government's new security classi-
fication affidavit. [App. 248]

On January 22, 1979,'the'government file = an affidavit by FBI
Special Agent Bradley B. Benson which asserted that the informa-
tion previously said to have been properly classified under E.O.
11652 w¢ a. > classified under E.O. 12065.

Weisberg's counsel did not receive a copy of the Benson af-
fidavit until January 25, 1979. The following day he filed a mo-
tion for an extension of time in which to respond to the Benson
affidavit. 1In the motion he represented that he had mailed a copy
of the affidavit to Weisberg the day he feceived it, but that Weis-
berg might not get it until January 29th; that Weisberg would un-
doubtedly want to file a counteraffidavit, but that he had been un-
able to reach him by phoning him at his Frederick, Maryland home;
that Weisberg should be allowed several days to check his own rec-

ords and to prepare a counteraffidavit; and that he himself would
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be working for the next several days to complete a brief due in
the Court of Appeals in another Weisberg case.

ThevDistrict Court granted the motion for an extension of
time to and including February 8, 1979. On February 9, 1979,
Weisberg moved for a further extension of time, to and including
February 17, 1979, within which to respond to the Benson affida-
vit. Weisberg's counsel represented to the Court that Weisberg
had nearly completed his counteraffidavit, but that he suffered
from circulatory problems and had not been feeling well; that
in recent weeks he had passed out on one occasion and had nearly
done so again "only last week"; that he had been forced to take
time out to see his physician and to undergo medical testing;
and that because of his personal situation, he had also had to
spend time battling to keep his 100-yards long country lane free
of ice and snow. The motion concluded by noting that, weather
and health permitting, Weisberg would be coming to D.C. on Febru-
ary 13, 1979, to hear oral argument in the Court of Appeals on
one of his cases, and that at that time he should be able to furn-
ish his counsel with a completed draft of his affidavit. He re-
guested an additional four days after this date so his counsel
could make any necessary revisions in the affidavit and draw up a
memorandum to accompany it.

On February 12, 1979, the District Court denied the motion
for a further extension of time in which to respond to the affida-

vit of Special Agent Benson. [App. 268]
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5. District Court's Ooinion

On February 15, 1979, the District Court issued an Opinion
and an order granting summary judgment in favor of the government.
" [App. 269-272] The Opinion recited that Weisberg "seeks the dis-

closure of worksheets and records relating to the processing, re-

view and release of the material on the assassination of President

Kennedy made public by the Fede=~? ®w~~-u of Investigation on De-

7, 1977 and thereafter." (Emphasis added) [App. 269] Although

~~1y worksheets had been provided Weisberg, the District Court

made no finding as to whether an adequate search--or any search at
all--had been made for other records relevant to his request.

With respect to Exemption 1, the District Court found that
"the FBI affidavits show that the documents are classified accord-
ing to the proper procedural criteria and that they are correctly
withheld under both Executive Orders 11652 and 12065." Relying
upon W~icsman v. CIA, 184 U.S.app.D.C. 117, 565 F.2d 692 (1977),
and the fact that the legislative history of the Freedom of Infor-
mation Act contains a statement that "substantial weight" is to be
accorded to agency affidavits setting forth the basis for claims
of exemption under 5 U.S.C. § 552(b) (1), the Court found that
Weisberg had made no showing of lack of good faith on the part of
the FBI, and that "[t]lhe defendants have sustained their burden of
showing that the withheld material is protected from disclosure
under Exemption 1." [App. 2701

With respect to Exemption 2, the District Court found that

the deletion of informant file and symbol numbers was related to
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the internal practices of an agency, that release of these num-
bers "could result in the disclosure of the identity of the in-
formant, protected under 7(D)," and that "[i]t is obvious that

the public's interest in knowing the names of FBI informants is
neither significant nor genuine when compared with the FBI's need
to keep this information confidential." Therefore he found that
"the numbers utilized by the FBI have been properly withheld pur-
suant to Exemptions 2 and 7(D)." [App. 270]

In regard to Exemption 7(C), the Court found that the govern-
ment had invoked it "to withhold the names, background data and
other identifying information involving third parties as well as
the names of FBI agents who produced the worksheets." Asserting
that the withheld information "pertains to individuals coming to
the attention of the FBI who were not the subject of the investi-
gation," the Court held that "[t]lhe public interest in disclosing
this information does not outweigh the privacy interests of these
individuals." [App. 271]

Turning to Exemption 7 (D), the Court asserted that the gov-
ernment had invoked it "to withhold the identity of confidential
informants and the information supplied by them." He went on to
construe the phrase "confidential source" as used in Exemption
7 (D) to include "any source whether it be an individual, an agency
or a coar 3:rcial or institutional source." On this basis he ruled
that all material withheld under 7(D) is exempt from disclosure.

[App. 272]
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Finally, with respect to Exemption 7(E), the Court stated
that the FBI had asserted it "to protect two investigative tech-
nigues from disclosure." On the basis of this meagher assertion,
the Court conlcuded only that "[tlhis is consistent with the pur-
pose of the exemption."” [App. 272]

The Court made no finding that any of the information sought
by Weisberg had been "compiled for law enforcement purposes," as

required by Exemption 7.

6. Motion for Reconsider-+i~n g=4 Clarification

On February 16, 1979, Weisberg filed a Motion for Reconsidera-
tion and Clarification Pursuant to Rules 52(b) and 59 of the Fed-
eral Rules of Civil Procedure. The motion was supported by three
affidavits by Weisberg and numerous exhibits. We¢ ~ :rg had origi-
nally intended to file one of these affidavits--thé one executed
on February 14, 1979~-in opposition to the Benson Affidavit. How-
ever, because the Di :rict Court refu: | to give Weisberg 7
more days to complete his counteraffidavit, even though counsel
had répresented to the Court that he was in ill health, the affi-
davit was filed after the Court's decision rather than before it.

The Motion for Reconsideration provided new materials bearing
directly on the government's claims and the Court's findings. For
example, on the issue of whether he had been provided all materi-
als within the scope of his reguest, Weisberg provided incontro-
vertible documentary evidence of another set of worksheets, dif-

fering in many particulars from the one provided to him but in-
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tended to describe the same records. This different set of work-
sheets had been sent to a different requestor on October 8, 1977,

a month prior to Weisberg's FOIA request. See 2/21/79 Weisberg Af-
fidavit, Y947-51, 70 [App. 412-412, 417]; Exhibits 6-7 [App. 454~
455].

The Benson Affidavit marked the first time that the govern-
ment had identified any excisions in a way which made it possible
to locate them on the 2,581 pages of worksheets. While this itemi~-
zation was limited to the 19 excisions allegedly based on national
security grounds, it did make it possible for Weisberg to check
Benson's representations concerning these excisions with the under-
lying.documents or routing slips which referred to them.

The materials attached to Weisb: y's I ~ ¢ ; 14 affidavit,
garnered as a result of the time-consuming check he made, showed
that many, if not most, of the excisions made under Exemption 1
consisted of 1 3king t] initials "RCMP," standing for "Ro:
nadian Mounted Police." The documents produced by Weisberg also
established that the cooperation of the Royal Canadian Mounted Po-
lice with the FBI in the investigation of the assassination of
President Kennedy had already been disclosed by the FBI's release
of routing slips with this information on them. See 2/14/79 Weis-
berg Affidavit, (466-70: [App. 298-299]; Exhibits 12-14 [App. 346~
348].

‘ In addition, Weisberg swore that the fact that the Mounties
had cooperated with the FBI during the investigation of the Pres-

ident's assassination had long been public knowledge; that this
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information is available in the National Archives; and that Weis-
berg had himself published records showing the cooperation of the
Mounties and the FBI. See 2/14/79 Weisberg Affidavit, ¢499-107.
[App. 306-309]

Weisberg's Motion for Reconsideration also pointed out that
Benson's affidavit made it apparent that the worksheets had not
been classified until after he filed suit for them. Because Exec-
utive Order 11652 provided that classification was to occur at the

time of origination, this disclosure contradicted the Lattin A{ ™" -

davit, which swore that the proper classification procedures under
E.O. 11652 had been followed.
On March 22, 1979, Weisberg filed a motion to vacate the Pro-

tective Order which the Court had issued on October 25, 1979. At

the same time, he also filed a motion for a Vaughn v. Rosen index.
The government filed an Opposition to the Motion for Recon-
side: “m on M: :h 22nd. On March 29th the District Court denied

the Motion for Reconsideration. [App. 530]

SUMMARY OF ARGUMENT

This is a Freedom of Information Act lawsuit for all work-
sheets related to the processing of FBI Headquarters records on
the assassination of_P;esidgnt Kennedy; all other records relating
to the processing, review, and release of these records; and any

inventories of JFK assassination records. The FBI claimed that
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the only records responsive to the request were 2,581 pages of
worksheéts which it released to plaintiff Weisberg. However, Weis-
berg established by documentary evidence that other records exist
which come within the scope of his request, including other sets

of inventory worksheets. These records were not provided. The
District Court made no finding as to whether all records within

the scope of the request had been provided, nor did he rule on the
adequacy of the search which was made for such records. Because

an agency must prove in a FOIA case that each document which falls
within the class requested either has been produced, is unidentifi=-
able, or is wholly exempt, summary judgment is improper. National

Cable Television A--~-<iation v. F.C.C., 156 U.S.App.D.C. 91, 1974,

479 F.2d 186 (1973).
The government claimed that certain excisions made on the
worksheets were justified under Exemption 1. The District Court,

erroneously relying upon .ssr 1 v. CIA, 184 U.S.App.D.C. 117,

565 F.2d 692 (1977), which had previously been substantially modi-

fied by Ray v. Turner, 190 U.S.App.D.C. 290, 587 F.2d 1187 (1978),

and giving conclusive weight to the FBI's affidavits, upheld the
government's claims. However, Weisberg demonstrated by documentary
evidence that many, if not most of the materials deleted under Ex- .
emption 1 consisted of nothing more than the initials "RCMP",
standing for "Royal Canadian Mounted Police", that cooperation be—':
tween the Mounties and the FBI dufing the investigation of Presi-
dent Kennedy's assassination had been public for years, and that

the FBI itself had already released the withheld information.
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In addition, despite deceptively worded FBI affidavits to
the contrary, the proper classification procedures were not
followed. In violation of the procedures required by E.O. 11652,
as implemented by the National Security Council Directive of May
17, 1972, and the Justice Department's own regulations, the work-
sheets were not classified until several months after Weisberg's
FOIA request. The failure to follow classification procedures
prescribed by Executive order, including the time of classifica-
tion, can compel disclosure. Schaffe~  ¥Yissinger, 164 U.S.App.
D.C. 282, 505 F.2d 389 (1974). Where proper classification pro-
cedures have not been followed and the government alleges that dis-
closure would constitute a grave danger to national security, the
District Court should examine the materials in camera to determine
whether they may be withheld according to the exacting standard em-
ployed in First Amendment cases involving prior restraint. Halper-

] of State, 184 U.S »p.D.C. 124, 131-1. . 5 F. |

699, 706-707; Ray v. Turner, 190 U.S.App.D.C. 290, 318, 587 F.2d

1197, 1215, note 62 (concurring opinion of Chief Judge Wright).
Because materials which are already publicly known cannot be
properly classified according to the substantive criteria of either
E.0. 11652 or E.O. 12065, the "RCMP" excisions mus£ be restored.
The government's conclusory affidavits do not provide an adequate
basis for awarding summary judgment with respec;-to any other Ex-
emption 1 exciéions. Moreover, under E.O. 12065 even if the unau-

thorized disclosure of information would result in identifiable
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harm to the national security, such information is protected by
Exemption 1 only if that identifiable harm is not outweighed by
the public interest in disclosure. The affidavit of the FBI Spe-
cial Agent who examined the Exemption 1 excisions under the pro-
visions of E.O0. 12065 fails to recite that he made this determina-
tion.

The District Court also upheld the government's excision of
informant symbol and file numbers under Exemption 2, ruling that
these numbers "relate to the internal practices of an agency."
This ruling is defective in two regards. First, it does not as-
sert that these numbers relate solely to such practices, eveﬁ
though this is plainly a requirement of the law. Secondly, it has
been held that in the phrase "internal personn¢ rules and prac-
tices of an agency", the phrase "internal personnel" modifies both

"rules" and "practices". Jordan v. United States Dept. of Justice,

192 U.S.App.D.C. . 1, 155, 591 r.2d 764 (1978). FBI made no
showing that the informants represented by the excised symbol and
file numbers were FBI personnel. Weisberg provided documentary
evidence of one FBI informant coﬁered by a symbol number who was
required to sign a statement that he was not an FBI employee.
Because the disclosure of ihformant file and symbol numbers
does not reveal the names or identities of informants, there is no
harm to governmental interests. On the other hand, there is a gen-
uine and substantial public interest in the disclosure of these

numbers because they provide a means of evaluating the content and
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significance of events and information. They also enable an eval-
uation of the FBI's performance in its investigation of President
Kennedy's assassination. On balance the public interest in dis-
closure clearly predominates. Thus, even if such numbers fall
within the purview of Exemption 2, they must be disclosed.

The government alsc made excisions on the worksheets under
Exemptions 7(C), (D), and (E). Weisberg contends that this Exemp-—
tion is inapplicable because the government did not make a required
preliminary showing that the FBI compiled these records for "a law
enforcement purpose." In this regard he notes that FBI Director
J. Edgar Hoover testified before the Warreh Commission that there
was no Federal jurisdiction to investigate the assassination of
the President, and that the Warren Commission stated it had no law
enforcement purposes.

The FBI excised the names of the FBI agents who prepared the
inventory worksh on the grounds that the re! 3 ~ their names
"could cause public exposure or harassment of Special Agents and
their families . . . ." These excisions are unjustifiable and the
reason advanced for them is preposterous. FBI agents "have no
legitimate privacy right to deletion of their names. Their in-
volvement in investigaﬁive activities for the FBI is not a 'pri-

vate fact'." Feréuson v. Kelley, 448 F.Supp. 919, 923 (N.D.I1ll.

1977) Moreover, the overriding public interest in the fullest pos-
sible disclosure of information about the assassination of Presi-
dent Kennedy would have to be given substantial weight in balancing

privacy considerations against the public interest were any valid

h
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privacy interest really presented.

With respect to 7(C) excisions made to protect the names and
other identifying information on third parties, the District Court
failed to take into account the overriding public interest in dis-
closure of information about the Kennedy assassination and the ob-
vious liklihood that most such information in FBI files has alréady
been publicly disclosed through books, the news media, congressio-
nal hearings and the like. The FBI made no claim that its 7(C) ex-
cisions do not include information alreadly publicly known. In
addition, in view of the numerous examples Weisberg adduced of the
FBI's inconsistent appiication of 7(Cc), the refusal of the District
Court to allow him to undertake discovery and the failure of the
FBI to provide a Vi thn v. Ros -type " idex made summary judgment
inappropriate.

The FBI's invocation of 7(D) presents similar issues. The
government failed to make any showing t t: 1 withheld
under this claim of exemption was confidential or that there was
an agency promise or implicit agreement to hold the matter in con-

fidence. Rural H~r- =~ *lljance v. U.S.Dept. of Agriculture,

162 U.S.App.D.C. 122, 498 F.2d 73 (1974); Local 32 v. Irving, 91

LRRM 2513 (W.D.Wash. 1976). In addition, the FBI made no claim
that the information excised under 7(D) was not already public

domain and it did not provide an index and itemization of these
excisions. Conseqguently, there was not a sufficient basis upon

which to base an award of summary judgment.
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The District Court's ruling that the phrase "confidential
source" as used in 7(D) applies to an agency or a commercial or
institutional source is clearly wrong since the legislative his-
tory of the Act shows that it was intended to refer only to human
sources.

The FBI also deleted information on thé worksheets under Ex-
emption 7(E) because it would reveal "investigative techniques and
procedures." The legislative history of 7(E) shows that it is not
intended to apply to matters which are already publicly known.

See Conference Report, H.Rep.No. 93-1380, 93d Cong., 2d Sess. 13
(l9f4). The FBI failed to state that the investigative techniques
it excised are not publicly known. Accordingly, summary judgment

was improperly granted with respect to these claims also.
ARGUMENT

I. SUMMARY JUDGMENT WAS IMPROPER WHERE ADEQUACY OF SEARCH FOR
DOCUMENTS RESPONSIVE TO FOIA REQUEST WAS IN DISPUTE

A motion for summary judgment is properly granted only when
no material fact is genuinely in dispute, and then only when the
movant is entitled to prevail as a matter of law. Fed.R.Civ.P.

56(c); Adickes v <.H. ¥Yvess & Co., 398 U.S. 144, 157 (1970);

Bouchard v. Washington, 168 U.S.App.D.C. 402, 405, 514 F.2d 824
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827 (1974); Nyhus v. Travel Management Corp., 151 U.S.App.D.C.

269, 271, 6 F.2d 440, 442 (1972). 1In assess. | the mo " n,
"inferences to be drawn from the underlying facts contained in
[the movant's] materials must be viewed in the light most favor-

able to the party opposing the motion." U~++ed States v. Die-

bold, Inc., 369 U.S. 654, 655 (1962). The movant must shoulder
the burden of showing affirmatively the absence of any meaningful

factual issue. Bloomgarden v. Coyer, 156 U.S.App.D.C. 109, 113-

114, 479 F.2d 201, 206-207 (1973). That responsibility may not

be relieved through adjudication since "[t]he court's function is

limited to ascertaining whether any factual issue pertinent to the
controversy exists [and] does not extend to the resolution of any

such issue." Nyhus, supra, note 32, 151 U.S.App.D.C. at 271, 466

F.2d at 442,

In a Freedom of Information Act lawsuit, National Cable

Television Association v. F.C.C., 156 U.S.App.D.C. 91, 94, 479 F.

2d 183, 186 (1973), this Court held that in order to prevail on a
motion for summary judgment,
the defending agency must prove that each doc-
ument that falls within the class requested
either has been produced, is unidentifiable,
or is wholly exempt from the Act's inspection
requirements.
In this case Weisberg seeks:
1. All worksheets related to the processing of FBI Headquar-
ters records on the assassination of President Kennedy;

2. All other records related to the processing, review, and

release of these records;
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3. Any other records which indicated the content of FBI
Headquarters records on the assassination of President Kennedy,
and,

4. Any separate list or inventory of FBI records on Presi-
dent Kennedy's assassination not yet released.

The government provided Weisberg with a set of worksheets
said to total 2,581 pages. It then submitted an affidavit by FBI
Special Agent Horace P. Beckwith which asserted that: "These
worksheets represent the only documents available within the FBI
which are responsive to plaintiff's request." 4/17/78 Beckwith
Affidavit, 4. [App. 25]

Agent Beckwith has been used extensively as an affiant in
Wei: s FOIA cases. ! has been pub. 7 :ported as being an
unindicted co-conspirator in FBI illegalities. See 7/10/78 Weis-
berg Affidavit, 4416-19. [App. 99-101] This alone militates
against giving any credence to h: affidavits. In addition, how-
ever, he has misrepresented critical facts in other FOIA cases.
Thus, as a result of an affidavit which Agent Beckwith submitted in

Lesar v. Department of Justice, Civil Action No. 77-0692 (now pend-

ing in this Court as Case No. 78-2305), Weisberg learned that in

another case, Weisberg v. Departme-*+ ~f Justice, Civil Action No.

75-1996, Beckwith ad misrepresented two Atlanta Field Office seri-
als on the assassination of Dr. King as consisting of 2 pages, nei-
ther of which was withheld, when in fact they consisted of 29 pages,
27 of which had been withheld without Weisberg's knowledge. See 7/

10/78 Weisberg Affidavit, 419 [App. 99]; Exhibit 2 [App. 128].
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In this case, Agent Beckwith has again misrepresented the
facts. ¢ v ‘ksheets provided Weis rg we: not "the only docu-
ments available within the FBI which are responsive to [his] re-
quest." Indeed, they are not even the only set of worksheets
responsive to his request. For example, a different set of work-
sheets, one which did not itemize the identical underlying rec-
ords and which contained improper obliterations, was sent to
another requester, a Mr. Paul Hoch. Comparison of the Hoch work-
sheets with those sent to Weisberg reveals "different entries,
different handwriting, different information and other differ-
ences, even though both sets are dated July, 1977." 2/21/79 Weis-
berg Affidavit, 4Y43-51:[App. 411-413]; Exhibits 6-7 [App. 454-455]

Nor is Beckwith's affidavit true with respect to Item 2 of
Welsberg's request, which calls for "[alll records related to the
processing, review, and release of" the FBI's Central Headquarters
files on the assassination of President Kennedy. Weisberg pro-
vided evidence that such records existed when he filed his Opposi-
tion to the government's Motion to Dismiss/Summary Judgment.

For example, Weisberg noted that in connection with Weis»~»~

v. Bell, et al., Civil Action No. 77-2155, FBI Director Clarence

M. Kelley had tried to deny him a total waiver of search fees and
copying costs for the FBI's Kennedy assassination records by rep-
resenting to his counsel--and the District Court=--that "[w]e an-
ticipatevthat additional sets of documents will be produced and

rlaced in other research facilities, such as the Library of Con-
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gress, in the near future.” 1/9/78 letter from Director Kelley
to{ ¢« H. L¢ ar. Opposition Attachi 1t . [App. 79] T ze
days later Office of Privacy and Information Appeals Director
Quinlan J. Shea, Jr. wrote, in the name of Acting Deputy Attorney
General Benjamin R. Civiletti, that in recognition of the histori-
cal importance of the FBI's records on President Kennedy's assas-
sination, "Director Kelley . . . on his own initiative, made ar-
rangements for the released materials to be made available at a
number of different public locations . . . ." 1/12/78 from Quin-
lan J. Shea, Jr. to James H. Lesar. Opposition Attachment B.
[App. 81]

Unless these representations were false--and it bears repeat-
ing that they were made to United States District Judge Gerhard
Gesell, as well as to Weisberg's counsel--then the FBI should have
records relating to the decision to place these documents in other
locations, such as the Library of Congress, as well as records re-
flecting those locations actually selected, the conditions under
which the recipients got them, and the arrangements for their ac-
tual transmittal. No such records were provided to Weisberg.

It is also obvious that the decision to place a set of these
Kennedy assassination records in the FBI reading room did not
spring from the head of Director Kelley as did Athena from the
head of Zeus, fuil-grown, in complete armor, and with a might war-
whoop. Such a decision would not be made without discussions and
memoranda on whether this project should be undertaken, as well

as the costs and mechanics of doing it. One example of this kind
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of record is the November 17, 1977 memorandum from A. J. Decker to
Mr. McDermott which discusses the costs involved in processing

the "approximately 600 sections" of FBI records which comprise

the JFK assassination files. Opposition Attachment C., [App. 83]
It was not provided to Weisberg in response to the FOIA request
which is the subject of this lawsuit, although it should have
been.l/ Nor were any other documents of this kind supplied.

The Decker memorandum states that approximately 60 FOIA re-
quests "of various scope" had been made for FBI records on Presi-
dent Kennedy's assassination. These requests and the administra-
tive records generated in response to them are clearly within the
scope of Item 2 of Weisberg's request. Yet none have been pro-
vided. Also within the scope of Item 2 would be any list of FOIA
requests for Kennedy assassination records. At the September 16,

1976 hearing in Weisberg v. U.S. Department of Justice, Civil Ac-

tion No. 75-1996, FBI Special Agent John Howard testified that
such a list was compiled. Opposition Attachment D. [App. 85] No
such list has been provided to Weisberg.

Finally, Item 4 of Weisberg's request asked for "[alny sepa-
rate list or inventory of FBI records on President Kennedy's assas-
sination not yet released." Weisberg provided the District Court

with documentary evidence that FBI Headquarters had directed all

1/ The Decker memorandum shows on its face that it was distrib-
uted to no less than six FBI officials, not including Decker
or McDermott. It was marked to the attention of FBI Special
Agent Horace P. Beckwith, who twice submitted affidavits de-
claring that the FBI had no records responsive to Weisberg's
FOIA request except the worksheets provided him.
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89 FBI field offices to provide inventories of all records relat-
ing to the assassinations of President Kennedy and Dr.‘King. See
2/21/79 Weisberg Affidavit, {471-73 [App. 417]; Exhibits 11-12
[App. 461, 465]. The FBI did not provide Weisberg with copies of
these or other such inventories.

On this evidence it is obvious that the FBI did not produce
all records responsive to Weisberg's request. It was, therefore,
error for the District Court to grant summary judgment.

The District Court also abused its discretion in granting a
Protective Order forbidding the taking of the depositions of FBI
Agents Beckwith and McCreight. Such orders are " generally re-
garded by the court as both unusual and unfavorable, and most re-

guests of this kind a: T 'ine "~ Corp. v. Hackett, 70

F.R.D. 326, 333-334 (1976), citing Investment Properties Interna-

tional, Ltd. v. Ios, Ltd., 459 F.2d 705, 708 (2d Cir. 1972). 1In

barring Weisberg from taking these depos: ‘ons, the District Court
denied him the opportunity to exercise discovery on the issue of
the adequacy of the search for records responsive to his request.

In Association of “=*3~»3] Advertisers, Inc. v. Federal Trade, et

al., 28 Ad.L.2d 643 (D.D.C. 1976), an FOIA case in which the plain-
tiff challenged the adequacy of the search for responsive records,
then Chiéf Judge Jones of the United States District Court for the
District of Columbia ruled that:
It is clear that civil discovery is a prop-
er method for pursuing factual disputes as to

the adequacy or completeness of an agency search
for records reguested pursuant to FOIA. See
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National Cable Television Ass'n, Inc. v. FTC
479 F.2d 183, 193 (DC Cir. 1973).

It is apparent, therefore, that the District Court also com-
mitted reversible error in denying Weisberg the opportunity to de-
pose Agents Beckwith and McCreight as to the adequacy of the FBI's

search for records responsive to his request.

II. DISTRICT COURT COMMITTED ERROR IN AWARDING SUMMARY JUDGMENT
TO GOVERNMENT ON EXEMPTION 1 CLAIMS

Exemption 1 of the Freedom of Information Act excludes from
its mandatory disclosure requirements matters that are--
(1) (A) specifically authorized under cri-
teria established by an Executive order to be
kept secret in the interest of national de-
fense or foreign policy and (B) are in fact
properly classified pursuant to such Executive
order
The government filed affidavits by three different FBI agents
alleging that information on the worksheets provided to Weisberg
had been excised in the interests of national security. The Dis-
trict Court found that "the FBI affidavits show that the documents
are classified according to the proper procedural criteria and
that they are correctly withheld under both Executive Orders 11652
and 12065." In addition, the Court ruled that "[t]lhere has been
no showing of lack of good faith on the part of the FBI." [App.

270]

A. District Court Erroneously Relied on Weissman v. CIA

" In making its determination, the District Court erroneously

relied upon Weissman v. CIA, 184 U.S.App.D.C. 117, 565 F.2d 692
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(1977), which was substantially modified, if not in fact over-

:d by Ray v. Turner, 190 U.S.App.D.C. 290, 587 F.2d 1187

(1978) , a decision which this Court handed down nearly six months

prior to the District Court's ruling in this case.

B. District Court Misconstrued Weight Reguired To Be
Given To Agency Affidavits

In holding that the government was entitled to summary judg-
ment on its Exemption 1 claims because the legislative history
"clearly indicates that substantial weight is to be accorded to
agency affidavits setting forth the basis for exemption under sub-
section (b) (1)," the District Court relied upon a passage in the
Conference Report on the 1974 Amendments to the Freedom of Infor-
mation Act which states:

« « « the conferees recognize that the Execu-
tive departments responsible for national de-
fense and foreign policy matters have unique
insights into what adverse effects might oc-
cur as a result of public disclosure of a par-
ticular classified record. Accordingly, the
conferees expect that Federal courts, in making
de novo determinations in [Exemption 1] cases
+ « » , will accord substantial weight to an
agency's affidavit concerning the details of
the classified status of the disputed record.
H.R. Rep. No. 1380, 934 Cong., 2d Sess. 12 (1974)

The District Court misconstrued the suggestion of the con-
ferees that "substantial weight" be accorded agency affidavits di-
rected at establishing Exemption 1 claims. He gave no considera-
tion whatsoever to Weisberg's detailed and carefully documented

counteraffidavits. He gave conclusive weight to the FBI's affida-
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vits, even though they were highly conclusory at best and delib-
erately deceptive at worst. This is not what the conferees in-
tended when they stated that they expected the courts to give
"substantial weight" to agency affidavits dealing with the clas-
sified status of withheld information. As one commentator has
written:

This suggestion by the conferees is merely
a reminder that those within the executive
branch authorized to make security classifi-
cations will often be in a better position to
evaluate the need for classification than the
party seeking disclosure. The conferees have
not suggested that the evidence of the party
seeking disclosure should be afforded any less
"substantial weight." 1In fact the legislative
history indicates that it was Congress' intent
that the evidence of both parties be accorded
equal weight, commensurate with the degree of
expertise, credibility, and persuasiveness un-
de Ly. . . More fundamentally, tI ' 1bstan-
tial weight" suggestion of the conferees should
in no way be taken to suggest the imposition of
a presumption favoring the agency. President
Ford vetoed the Act because he felt the con-
feree language failed to create such a presump-
tion; Congress, in its in: L(al consideration of
the 1974 amendments, specifically rejected a
similar presumption contained in the Senate
draft of the bill. (Emphasis added) (Citations
omitted) '

Howard Roffman, Commentary, "Freedom of Information: Judicial Re-

view of Executive Security Classifications," 28 University of -

Flevid= 72w Review 551, 558-559 (Winter 1976).
For the District Court to give the FBI affidavits conclusive
weight was improper. Given the nature of the FBI affidavits and

the totality of the circumstances which had been laid before the
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District Court, according them "substantial weight" was also im-
proper. As Chief Judge Wright stated in his ¢ xn : _ «_inion in

Ray v. Turner:

An affidavit explaining in detail the factors
about particular material that have convinced
the agency that the material should be classi-
fied should and will be quite influential with
a reviewing court. On the other hand, an af-
fidavit stating only in general or conclusory
terms why the agency in its wisdom has deter-
mined that the criteria for nondisclosure are
met should not and cannot be accorded "substan-
tial weight" in a de novo proceeding. To sub-
stitute a presumption favoring conclusory agen-
cy affidavits for the court's responsibility to
make a de novo determination with the burden on
the government would repeal the very aspects of
the 1974 amendments that made it necessary for
the Congress to override the President's veto.
{(Emphasis in original)

Ray v. Turner, supra, 190 U.S.App.D.C. at 316-317, 587 F.2d at

1213-1214.

C. Withheld Information Was Not Classified in Accordance
With Procedural Requirementsof E.Q., 11652

The affidavits which the FBI submitted in support of its Ex-
emption 1 claims were deliberately worded to give the false impres-
sion that, as required by Exemption 1, the withheld information on
the worksheets was classified in accordance with the procedural re-
quirements of E.O. 11652. The District Court expressly ruled that
this information was classified "according to the proper procedural

teria." [App. 270]
The first FBI affidavit to address the classified status of

the information on the worksheets was the April 17, 1978 affidavit
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of FBI Special Agent Horace P. Beckwith, which stated:

[Exemption 1] exempts from disclosure in-
formation which is currently and properly
classified pursuant to Executive Order 11652.
This information contained in the inventory
worksheets in the form of notations and short
phrases is identical to information which is
duly classified in the original documents.
This information, if released, would identify
foreign sources or sensitive procedures,
thereby jeopardizing foreign policy and the
national defense. 4/17/78 Beckwith Affidavit,
13(a). [App. 24]

The Beckwith Affidavit thus gives the clear impression that
certain "notations and short phrases" appearing on the worksheets

had alrec?- been classified in that form, as well as in the under-

lying "original documents." But if the January 22, 1979 affidavit
of FBI Special Agent Brad;ey B. Benson is correet, this impression
is entirely false, since Benson swears that the information on the
worksheets was not classified until April 27, 1978, ten days after
the date of the Beckwith Affidavit. Benson Affidavit, ¢10. ([App.
254-261] ‘
On April 28, 1978, FBI Special Agent David M. Lattin executed
an affidavit in which he swore that:
(9) The affidant has reviewed the worksheets
and has determined that the proper classifica-
tion has been assigned and that they have been

appropriately marked in accordance with EO
11652 and Section 4(A), and 28 C.F.R. 17.40

et seq. [App. 49]
This, too, gives the false impression that the procedural re-
quirements of E.O. 11652 (and Exemption 1) were followed. It is
carefully worded to attain the FBI's objective of misleading both

plaintiff and the District Court while avoiding outright perjury.
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The Lattin Affidavit refers to Section 4(A) of E.0. 11652
because it pertains to the informational content of certain re-
quired classification markings but not to the time when classi-
fication should take place. Yet the National Security Council Di-

rective implementing E.O. 11652 requires that: "At the time of

origination, each document or other material containing classi-
fied information shall be marked with its assigned security clas-
sification and whether it is subject to or exempt from the General
Declassification Schedule."” (Emphasis added) Section 4(a), Na-
tibnal Security Council Directive, 43 Fed.Reg. 10053 (May 17,
1972) . sSimilarly, Lattin's citation to "28 C.F.R. 17.40 et seg"
omits reference to 28 C.F.R. 17.14, which also provides that clas-

sification shall occur "at the time of originat*-- " (Emphasis

added)

Even prior to the enactment of the 1974 amendments to the
] :*dom of 1formation Act, this Court held that failure to comply
with the classification procedures prescribed by Executive order,

includi~~ *h~ +ima of classification, could compel disclosure.

Schaffer v. Kissinger, 164 U.S.App.D.C. 282, 505 F.2d 389 (1974).

The Amended Act clearly provides that in order to qualify for non-
disclosure under Exemption 1, the material withheld must be clas-

sified in accordance with both the substantive and procedural re-

quirements of the relevant Executive order. 5 U.S.C. § 552(b) (1).
The Conference Report on the 1974 amendments explicitly states

that material withheld under Exemption 1 must be properly classi-
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fied "pursuant to both procedural and substantive criteria con-
tained in such Executive Order. H.Rep. No. 93-1200, 934 Cong.,
2d Sess. 12 (1974). (Emphasis added)

The courts have hedged enforcing this provision of the law
as it was written. However, this Circuit has held that where the
proper classification procedures have not been followed and the
government alleges that disclosure would constitute a grave dan-
ger to national security, the District Court should examine the
materials in camera to determine whether they may be withheld ac-
cording to the exacting standard employed in First Amendment cases

involving prior restraint. Hal—-~rin v. Departme-*+ ~€ Sta*~ 184

U.S.App.D.C. 124, 131-132, 565 F.2d 699, 706-707; Ray v. Turner,

190 U.Ss.app.D.C. 290, 318, 587 F.2d 1197, 1215, note 62 (concurr-
ing opinion of Chief Judge Wright).

The Benson Affidavit states that although the worksheets
dated to August, 1977, they were not classified until April 27,
1978. This is some nine months after origination and five months
after Weisberg requested them. This failure to follow proper
procedures requires that the District Court be reversed as to the
Exemption 1 claims.

D. Withheld Information Is Not Properly Classified Under
Substantive Criteria of Executive orders 11652 and 12065

The FBI's justification for withholding information on the
worksheets under Exemption 1 sounds formidable. For example, in

explaining the "identifiable damage" to the national security
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which "could reasonably be expected" from the "unauthorized dis-
closure" of some of the allegedly classified information on the
worksheets, Special Agent Benson declares, at paragraph (8) (a):

If a withheld classified item identifies a for-
eign government source or international organi-
zation source, the item is so identified but
with no further particularity. The information
may not be further described without breaching
the assurance of confidentiality afforded the
foreign source. The revelation of either the
identity of the source or the information fur-
nished could reasonably be expected to cause
identifiable damage to the national security

by the curtailment of such information from
foreign or international sources who demand or
expect confidentiality. The revelation could
harm foreign relations, cause expulsion of Uni-
ted States officials and precipitate a break in
normal diplomatic intercourse. The revelation
could cause physical harm or other personal dis-
ruption in the lives of cooperative foreign of-
7" "1ls and their sources.

The spectre raised by such claims is enough to make all but
the most hardened FOIA recidivist withdraw his information request
forthwith and abjectly request that he be forgiven for his impu-
dence. After all, what right-minded citizen merely questing after
information about the way his government operates wants to cause a
break in diplomatic relations or physical harm to "cooperative
foreign officials"?

But it turns out that the FBI affidavits, though written to
deceive judges and to intimidate them by evoking the horrific pos-
sibility that actual damage to national security might result from
the release of the requested information, are purely haliucino—
genic. What all this claptrap is about is withholding the ini-

tials "RCMP"--standing for "Royal Canadian Mounted Police"-~-under
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the guise that their "disclosure" would actually harm national se-
curity;

Weisberg's February 14, 1978 affidavit establishes that the
earth-shattering news that the Mounties had cooperated with the
FBI in the investigation of President Kennedy's assassination had
already been disclosed by the FBI itself. Moreover, it had long
been public knowledge. This information is freely available at
the National Archives, and Weisberg has himself published records
showing this cooperation. See 2/14/79 Weisberg Affidavit, ¢469-
70, 99-107 [App. 299, 306-309]; Exhibits 12-14 [App. 346-348].

Executive orders 11652 and 12065 both make it clear that the
purpose of security classification is to protect against the "un-
authorized disclosure" of official information which must be pro-
tected in the interests of national security. It is obvious that
information which is already a matter of public knowledge cannot
qualify for security classification under either order.

In addition, even if disclosure would result in identifiable
harm to national security, under E.O0. 12065 such information is
protected by Exemption 1 only if that identifiable harm is not
outweighed by the public interest in disclosure. The affidavit of
Special Agent Benson, who purportedly examined the "classified" in-
formation on the worksheets under the provisions of E.O. 12065,
fails to recite that he de this determination. Because it does
not qualify for classification under the substantive criteria of
either E.O0. 11652 or E.O. 12065, the information on the worksheets

which has been withheld under Exemption 1 must be released.
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III. INFORMATION CANNOT BE WITHHELD UNDER EXEMPTION 7 WHERE
RECORDS WERE NOT COMPILED FOR LAW ENFORCEMENT PURPOSES

The FBI deleted information on the worksheets on the authori-
ty of Exemption 7(C), (D), and (E). By its express terms, Exemp-

tion 7 applies only to "investigatory records compiled for law

enforcement purposes." (Emphasis added) FBI Director J. Edgar

Hoover, testifying before the Warren Commission, stated that there
was no Federal jurisdiction to investigate the assassination of

the President. Hearings Before the President's Commission on the

Asse--ination of Pre~*“4-nt "----<-, Vol. V, p. 98. The Warren Com-

mission explicitly stated that it had no law enforcement purposes.

Report of the President's Commission on the Asssassination of Pres-

ident Kennedy, p. Xiv. See 7/10/78 Weisberg Affidavit, ¢(y41-42.

App. 105]

In Weissman v. CIA, 184 U.S.App.D.C. 117, 120, 565 F.2d 692,

695 (1977), this Court held that where the CIA had conducted an
extensive investigation of an American citizen living at home,
without his knowledge and without authority to do so, "I[i]t cannot
be contended that this activity was for law enforcement purposes.”
In this case the FBI made no showing that the materials with-
held under Exemption 7 were derived from "investigatory. records
compiled for law enforcement purposes." The District Court made no
such finding. Unless and until such a showing is made, any with-

holding under Exemption 7 is improper.



39

Iv. AWARD OF SUMMARY JUDGMENT WITH RESPECT TO EXCISIONS MADE
UNDER EXEMPTIONS 2 AND 7(C), (D), AND (E) WAS IMPROPER

As noted above, a motion for summary judgment is properly
granted only when no material fact is genuinely in dispute, and
then only when the movant is entitled to prevail as a matter of

law. Fed.R.Civ.P. 56(c); Adickes v. S.H. Kress & Co., 398 U.S.

144, 157 (1970); Bouchard v. Washington, 168 U.S.App.D.C. 402,

405, 514 r.2d 284, 827 (1974); Nyhus v. Travel Management Corp.,

151 uUu.S.App.D.C. 269, 271, 466 F.2d 440, 442 (1972). In addition,
on a motion for summary judgment, "[tlhe court's function is lim-
ited to ascertaining whether any factual issue pertinent to the |

controversy exists [and] does not extend to the resolution of any

such issues." Nyhus, supra, note 32, 151 U.S.App.D.C. at 271, 466

F.2d at 442.

The District Court violated thesé principles of summary judg-
ment in upholding the government's claims of exemption. Exemption
1 has already been discussed in this context. A discussion of
what is at issue with respect to the government's other claims of

exemption follows.

A. Exemption 2

Exemption 2 excludes from mandatory disclosure matters that
are: '"related solely to the internal personnel rules and prac-

tices of an agency." Construing this proviéion in Department of

-the Alr Force v. Rose, 425 U.S. 352 (1976), the United States Su-

preme Court held that: "Exemption 2 is not applicable to matters
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subject to . . . a genuine and significant public interest." 1In

so holding, the Court quoted Vaﬁghn v. Rosen, 173 U.SQApp.D.C.

187, 523 F.2d 1136 (1975) to the effect that:

". . . the Senate Report indicates that the
line sought to be drawn is one between minor
or trivial matters and those more substantial
matters which might be the subject of legiti-
mate public interest.

* * *

Reinforcing this interpretation is 'the
clear legislative intent [of FOIA] to assure
public access to all governmental records
whose disclosure would not significantly harm
specific governmental interests.' [Soucie v.
David, 145 U.S.App.D.C. 144, 157, 448 F.2d
1067, 1080 (1971)]"

Department of Air Force v. Rose, supra, at 375.

The two affidavits of Special Agent Beckwith contain a dis
crepancy as to the employment of Exgmption 2. The first affidavit
swears that this exemption was asserted "solely to remove informant
file numbers." (Emphasis added) 4/17/78 Beckwith Affidavit, {(3(b).
[App. 24] The second vows that it was used to remove "informant
file numbers and informant symbol numbers." (Emphasis added) 4/28/
78 Beckwith Affidavit, 46. [App. 52]

The District Court found that both informant file numbers and
informant symbol numbers "relate to the internal practices of an
agency." [App. 270] This finding is defective in two regards.
First, it does not assert that they relate solelz to such prac-
tices, even though this is plainly a requirement of the law. Sec-

ondly, the phrasing of Exemption 2 refers to "internal personnel
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rules and practices of an agency", not "the internal practices of
P

an agency", as the District Court would have it. In Jordan

United States Dept. of Justice, 192 U.S.App.D.C. 144, 155, 591 F.
2d 753, 764 (1978), this Court observed that:

. . e évery court which has considered the spe-

cific language of Exemption 2 has concluded,

for good and sufficient reasons, that the

pPhrase "internal personnel" modifies both

"rules" and "practices". (Citations omitted)
For reasons having to do with basic rules of English grammar, the
legislative history of the exemption, and the general purpose of
the Act, this Court reached the same conclusion. Ibid.

The issues which Weisberg raises in this regard are not aca-
demic. He put before the District Court evidence that the FBI had
claimed Exemptions 2 and 7(D) for the file number of a known FBI
informant who had signed an agreement with the FBI stating that he
was not a Federal employee and would not represent himself as such.
See 3/21/79 Lesar Affidavit, 43 [App. 504]; Attachment A [App. 507].

An informant not employed by the FBI is obviously not covered by an

exemption which pertains only to the "internal ersonnel practices"
y per

of the agency. This raises an issue of fact as to whether the Ex-
emption 2 claims made by the FBI in this case erroneously assert
coverage for non-FBI personnel, thus precluding summary judgment.
The District Court found that release of the informant file
and symbol numbe;s "could result in the disclosure of the identity
of the informant, protected by Exemption 7(D)." [App. 270] Weis-
berg contends that this is another disputed factual issue which the

District Court improperly resolved in awarding summary Jjudgment.
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He insists that disclosing the symbol informant number does not
reveal the names or identities of informants. In addition, the
FBI has not stated that the names and identities of these inform-
ants are not already knoﬁn. Where the informers are publicly
known, there can be no basis . for invoking Exemption 2 to cover
their informant file and symbol numbers, even where they are (or
were) FBI employees.

The District Court also opined that, "[ilt is obvious that
the public's interest in knowing the names of FBI informants is
neither significant nor genuine when compared with the FBI's need
to keep this information confidential." ' (Emphasis added) [App.
27] This does not correctly state the issue, since the disclo-
sure of informant file and symbol numbers does not reveal the
names or identities of informants. In addition, it gives no indi—
cation what factors the District Court considered in weighing the
public interest. It is obvious, however, that there is a very
substantial public interest in evaluating both the information
provided to the FBI in regard to President Kennedy's assassination
and in evaluating the FBI's performance in investigating thds na-
tional tragedy. Informant symbol numbers provide a means of eval-
uating the content and significance of events and information.

For example, if the informant represented by a particulaf symbol
number provides information ki n to be false on any occasion, all
information provided by him must be viewed as suspect unless more

reliably confirmed. In such cases, content cannot be evaluated
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apart from the informant. Yet unless the symbol number is knownm,
it will not be possible to make this sort of evaluation. See
7/10/78 Weisberg Affidavit, Exhibit 3. [App. 143-153]

To give another example, it is obviously important to know
whether the information in several FBI reports on the same subject
came from a single informant or was supplied by two or more inform-
ants. Such information provides a means of ascertaining whether
an informant's account is supported by information supplied by
other inférmants or is contradicted by them. In turn, this pro-
vides a means of evaluating the actions taken or not taken by the
FBI in response to information supplied by an informant. Unless
the symbol informant numbers are divulged, there is no means of
evaluating such considefations.

_aus there is a legitimate public inter¢ : in the disclosure
of informant symbol numbers. Because disclosure of these numbers
does not reveal the names or identities of informants, there is
no harm to governmental interests. Tht public in' :rest pre-

dominates and they should be released.

B. Exemption 7(C)

Exemption 7(C) provides that the FOIA's compulsory disclosure
requirements do not apply to investigatory records compiled for
law enforcement purposes to the exteﬂt that. their production would
"constitute an unwarranted invasion of personal privacy."

The FBI purportedly utilized this information to "protect
names, background data, and other identifying information of third

parties that appear on the inventory worksheets and were withheld

L]
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in the original documents." It was also utilized to excise the
names of the FBI agents who produced the inventory worksheets.

The FBI claims that to release these names "could cause public
exposure or harassment of Special Agents and their families, which
is unwarranted and would inevitably affect their ability to per-
form their responsibilities." ;/28/78 Beckwith Affidavit, Y6(c).
[App. 52-53]

The District Court, in an entirely conclusory ruliﬁg, stated
only that "[hlere the information pertains to individuals coming
to the attention of the FBI who were not the subject of investiga-
tion," and that "{tlhe public interest in discloéing this informa-
tion does not outweigh the privacy interests of these individuals."
[App. 2711

The FBI's utilization of Exemption 7(C) is notoriously incon-
sistent. Drawing on his study of tens of thousands of FBI records,
Weisberg has summarize 2 pattern:

Where the FBI did not like these people, where

they have held political views not approved by

the FBI or where, as in the case of the widow

Oswald, they spoke of the FBI in a manner the

FBI did not like, the FBI displayed no interest

in their privacy.
7/10/78 Weisberg privacy, 9Y14. [App. 98-99] As an example, the
FBI has released ﬁnexpurgated records of Marina Oswald's sexual
dreams and acts and her ¢ ments about the married man with whom
she slept. See 7/16/78 Weisberg Affidavit, 4%13-14 [App. 98-99];
Exhibit 1 [App. 124]

With respect to' FBI Agents, however, the FBI frequently in-

vokes "invasion of privacy" where there is none at all. In this
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regard, it now claims it is an unwarranted invasion of privacy to
release the names of the FBI Special Agents who processed the in-
ventory worksheets, even though it did not excise the names of FBI

agents from the worksheets which accompanied the release of records

on the assassination of Dr. King. 7/10/78 Weisberg Affidavit, {44. -

[App. 106] The FBI holds the privacy of its agenté in such tender
regard that it even deleted the name of one Special Agent from a

newspaper article! [App. 156]

Yet even with respect to the withholding of the names of FBI
Special Agents, the FBI has been inconsistent. It has, for example,
released lists giving the names, home addresses and home telephone
numbers of FBI Agents. See 7/19/78 Weisberg Affidavit, Exhibits
1-3. [App. 191-194]

The practice of excising, albeit inconsistently, the names of
FBI_Special Agents appears to have begun after the Freedom of In-
formation Act was amended in 1974. 7/10/78 Weisberg Affidavit,

150 [App. 107] The Warren Commission published alarge number of
unexpurgated FBI reports in facsimile. "No FBI names were with-
held, no names of those who gave information to the FBI were with-
held from what the Commission published or what was available at
the National Archives." 7/10/78 Weisberg Affidavit, 449. [App. 107]

It appears that the FBI's use of Exemption 7(C) is sometimes
intended as harassment of FOIA litigants. The unjustifiable invo-
cation of this and ot] : exemptions also helps the FBI build sta-
tistics which it can use in its campaign to repeal the FOIA.

The FBI's description of what it has withheld in this case
-uhdef Exemption 7(C) is not sufficiently detailed to provide a

, broper basis for awarding summary judgment. For example, there is
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no statement by the FBI that what it has excised under 7(C) is

not already in the public domain. Weisberg's experience is that
the FBI withholds public information under all exemptions, but
particularly under Exemption 7(C) and (D). Thus it has withheld
from its records exactly the same information that Weisberg has
himself published. 7/10/78 Weisberg Affidavit, 453. [App. 108]

It is also common FBI practice to withhold from the records it
releases what 1s contained in its own news clippings files. 7/10/
78 Weisberg Affidavit, ¢54. [App. 108]

The plain fact is that after 15 years of investigations by
the FBI, the Warren Commission, and several congressional commit-~
tees, not to mention the countless magazine and newspaper articles,
books, radio and T.V. reports that each new developm . has spawned,
there is very little infoermation which is not already public knowl-
edge. Whether the FBI is withholding public information under the
guise that it is protected by 7(C) is a factual issue which properly
precludes summary in favor of the government at this point. The
District Court erred in adjudicating this issue on an insufficient
record, by not requiring the FBI to cross-index its claims of exemp-
tion to its justification for withholding, and by denying Weisberg
the opportunity to take discovery on this issue.

It is apparent that the District Court failed to take into
account the overriding interest in the fullest possible disclosure
of information about the Kennedy assassination, as well as the fact
that most such information is already public. By failing to spell

out the factors that it weighed in coming to the conclusion that
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privacy considerations outweigh the public interest in disclosure,
the District Court provided an insufficient basis for review by
this Court. Therefore, its decision must be reversed for this rea-
son also.

Finally, the District Court was wrong as a matter of law in
holding that the names of FBI Agents are properly withheld under
Exemption 7(C). FBI Agents "have no legitimate privacy right to
deletion of their names. Their involvement in investigative activ-

ities for the FBI is not a 'private fact'." Ferguson v. Kelley,

448 F.Supp. 919, 923 (N.D.Il1l. 1977)

C. Exemption 7 (D)

Exemption 7 (D) protects "investigatory records compiled for
law enforcement purposes" 'to the extent that the the production
of such records would "disclose the identity of a confidential
source and, in the case of a record compiled by a criminal law en-
forcement i :hority in the cc : ¢:~ "1ial investigation . . .
confidential information furnished only by the confidential source."
The FBI justification for excising material under 7 (D) af-
fords no basis for awarding summary judgment in its favor. It
proffers only two facts in support of this claim. First, it as-
serts that 7(D) "was cited in the inventory worksheets correspond-
ing to the same information as excised in the original documents."
4/28/78 Beckwith Affidavit, 46(d). [App. 53] Since there has
been no showing that the material in the "original documents" whiéh

was excised under 7(D) was properly excised under that claim, this

is irrelevant. In addition, this claim makes it evident that
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in processing the worksheets, the FBI simply rubber-stamped the
claims of exemption which were made on the original documents at
the time they were processed. Since the passage of time alone may
errode a justification for withholding information, this procedure
would be defective even if the FBI could show £hat the excisions
on the original documents were proper at the time they were made,
which it can't and hasn't.

Secondly, the PBI asserted that 7(D) was used to remove the
symbol numbefs and file numbers of informants "in order to insure
protection of the identity of sources." 4/28/78 Beckwith Affi-
davit, 46(d). [App. 53] Since by the FBI's own admission these
informant file and symbol numbers "are used to cover the actual
identity of the informant(" the release of these numbers would not
"disclose the identity of a confidential source" as required by
Exemption 7(D).

Moreover, under_Exemption 7(D) the agency has the burden of
showing that the withheld information is confidential and that
there was an agency promise or implicit agreement to hold the mat-

ter in confidence. Rural Housing Alliance v. U ¢ nent, of Agri-

culture, 162 U.S.App.D.C. 122, 498 F.2d 73 (1974); Local 32 v. Irv-

ing, 91 LRRM 2513 (W.D. Wash. 1976). The FBI has not met that bur-
den here. 1Indeed, it has not even stated that the information on
the worksheets which was excised under 7(D) on the basis of similar
claims on the original documents is confidential and that there was
an agency promise or implicit agreement to keep it confidential.

On this basis alone, summary judgment was improper.
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Nor did.the FBI state whether it withheld the identity of in-
of institutional sources and information provided by them under
the auspices of Exemption 7(D). The District Court ruled, however,
that the purpose of 7(D) "would include any source whether it be
an individual, an agency or a commercial or institutional source."
[App. 2727

This ruling is clearlyv wrong. The term "confidential source”
is not defined in the FOIA. However, the legislative history of
the Act indicates that Congress intended it to apply. to human, not
institutional sources. The Senate amendment to Exemption 7 origi-
nally employed the term "informer" rather than "confidential
source." In explaining the substitution, the Conference Committee
said: |

The substitution of the term "confidential
source" in section 552(b) (7) (D) is to make
clear that the identity of a person other than

a paid informer may be protected if the person
provided information under an express assurance

of » z y "1 ¢ rcumstances from
which such an assurance coulrd be reasonably in-
ferred.

(Emphasis added) H.Rep. No. 93-1380, 934 Ccng., 24 Sess. 13 (1974).
This makes it clear that Congress intended to broaden the

term "informer", a term which refers only to persons, to include

persons other than paid informers. It obviously did not contem-

plate that the term would be expanded to include agencies, whether

state, federal or local. If this were the case, it would be vossi-

ble to defeat the intent of Exemption 7 (D) by transferring records

from one federal agency to another under a promise of confidential-



50

ity. MNor did Congress contemplate that "source" would be expanded
to include institutional sources.

Finally, Weisberg again notes that the government failed to
provide any index correlating the claim of exemption 7(D)} on par-
ticular records with the justification for withholding. Nor did
the FBI state that information which is already publicly Xknown
is not being withheld under 7(D). For these reasons, the District
Court's award of summary judgment as to Exemption 7(D) claims must

also be reversed.

D. Exemption 7(E)

Exemption 7(E) bars compulsorv disclosure of information
which would reveal investigative techniques and procedures. In
invoking this exemption the FBI stated only that; "{t]lhese tech-
niques and procedures were deleted in the worksheets in those in-
stances where they were deleted in the original document." [4/28/
78 Beckwith Affidav: y6(e). [App. 53-54] This is irrelevant be-
cause no showing was made that the 7(E) excisions made in the
original documents were proper.

The legislative history of 7(E) shows that it is not intended
to apply to matters which are already publicly known. The Con-
ference Report directly addressed this issue, commenting that:

The conferees wish to make clear that the
scope of this exception against disclosure of
"investigative techniques and procedures"
should not be interpreted to include routine
techniques and procedures already well-known
to the public, such as ballistics tests,
fingerprinting, and other scientific tests or

commonly known technigues.

H.Rep. No. 93-1380, 934 Cong., 24 Sess. 13 (1974)
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The Beckwith Affidavit makes no claim that the investigative
techniques excised from the inventory worksheets are not publicly
known. Numerous investigative technigues employed by the FBI in
connection with its Kennedy assassination investigation, such as
electronic and mail surveillance, pretext, and the "con man" tech-
nigue are all well-known and do not come within the protection af-
forded by 7(E). See 7/10/78 Weisberg Affidavit, Y61 [App. 108];
7/19/78 Weisberg Affidavit, 444-5 [App. 188-~189]

Because the FBI did not provide an index of its claims of
exemption and the District Court refused to allow Weisberg to en-
gage in discovery, there was no basis upon which the District
Court could properly determine that these excisions come within
the scope of Exemption 7(E). -Accordingly, the award of summary
judgment made with respect to Exemption 7(E) excisions must also

be reversed.

CONCLUSION

In a recent book by Sanford Ungar, the Washington Post re-
porter, he guotes the views of the Assistant Director of the Files
and Communications Division and his "number one man” on a new ef-
fort to release FBI records under the terms of the Freedom of In-
formation Act: "It's a young program. . . . We would like to see
it killed in infancy." The FBI, p. 152.

If the FBI cannot kill the Freedom of Information Act out-

right, it can at least wage a war of attrition against it. By
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refusing to conduct an adequate search for the records requested,
by making baseless and inconsistent claims of exemption, by filing
affidavits which are conclusory, obfuscatory, misleading, and
false, the FBI can create "make-work" for its employees, increase
its backlog of FOIA cases, and drive up the cost of FOIA litiga-
tion. Through the use of such tactics it can grind down FOIA
litigants and those who represent them in court. These tactics
an be particularly effective where the FBI finds it has allies
among the district court judges. While bad decisions may be re-
versed on appeal, the cost and delay involved in forcing an FOIA
litigant to appeal inevitably frustrate the purpose of the Freedom
of -Information Act, which is the prompt disclosure of nonexempt
informatioh.

It is time that some thought be given to doing something
more than simply reversing the bad decisions of judges hostile to
the F: om of Infon T Ac * 2 " w in this circuit is suffi-
ciently clear now that there is no excuse for this case having
been handled the way it was. But unless this Court soon finds some
means of disciplining agencies, judges, and government attorneys
who make a mockery of the FQIA, there will be an endless subversion
of it.

In this case the government has continued to withhold alleged-
ly classified information even after Weisberg has shown that the ma-
terial which was excised is a matter of public knowledge and never

justified classification in the first place. This Court may want
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to consider whether the circumstances of this case would warrant
any of the sanctions provided by Rules 11 and 56(g) of the Fed-
eral Rules of Civil Procedure or 28 U.S.C. § 1927.

In any event, appellant Weisberg should be granted the
following relief:

1. The District Court's award of summary judgment should
be reversed on all counts.

2. On remand, the FBI should be required to file a Vaughn
v. Rosen inventory and index.

3. On remand Weisberg should be allowed to take discovery
with regard to the adequacy of the search for records responsive
to his request. In addition, he should also be permitted to
take discovery to determine what standards the FBI employed in
asserting its clims of exemption and whether or not it withheld
information which is already in the public domain.

4. On remand the District Court should be directed to con-
duct an inquiry into why the government continued to withhold
purportedly classified information on the inventory worksheets
even after Weisberg established that it was public knowledge and
had already been released by the FBI itself, with a view towards
determining whether this involved a violation of Federal Rule 1l.
If this Court considers that Judge John Lewis Smith cannot conduct
an impartial inquiry into this matter because he continued to up-
hold the government's claim after Weisberg brought the public na-

ture of the "classified" information to his attention, then this case
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should be remanded to a different judge.

Respectfully submitted,

JAMES H. LESAR

910 Sixteenth Street, N.W., #600
Washington, D.C. 20006

Phone: 223-5587

Attorney for Appellant
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Th: PRESIDENT
DIRECTIVE OF MAY 17, 1972

National Security Council
Directive Governing the
Classification, Downgrading,
Declassification and Safeguarding
of National Security Information

The President has directed that Executive Order 11652, “Classifica-
tion and Declassification of National Security Information and Material,”
approved March 8, 1972 (37 F.R. 5209, March 10, 1972) be imple-
mented in accordance with the following:

I AvutnoritYy To CLaSsIFy

A, Personal and Non-delegable, Classification authority may be ex-
ercised only by those officials who are designated by, or in writing pur-
suant to, Section 2 of Executive Order 11652 (hereinafter the “Order”).
Such officials may classify information or material only at the level au-
thorized or below. This authority vests only to the official dcslgnated
under the Order, and may not be delegated.

B. Observance of Classification, Whenever information or matcrial
classified by an official designated under A above is incorporated in an-

_other document or other material by any person other than the classifier,

the previously assigned security classification category shall be reflected
thereon together with the identity of the classifier.

C. Identification of Classtfier. The person at the highest level authoriz-
ing the classification must be identified on the face of the information or
material classi the identity of such person might disclose sensi-
tive intelligence information. In the latter instance the Department
shall establish some other record by which the classifier can readlly be
1dcnt1ﬁcd

D. Record Requirement. Each Department listed in Section 2(A)
of the Order shall maintain a listing by name of the officials who have
been designated in writing to have Top Secret classification authority,
Each Department listed in Section 2 {A) and (B) of the Order shall also
maintain separate listings by name of the pcrsons designated in writing
to have Secret authority and persons designated in writing to have Con-
fidential authority. In cases where listing of the names of officials having
classification authority might disclose sensitive intelligence information,
the Department shall establish some other record by which such officials
can readily be identified. The foregoing listings and records shall be
compiled beginning July 1, 1972 and updated at least on a quarterly
basis.

E. Resolution of Doubts. If the classifier has any substantial doubt as
to which security classification category is appropriate, or as to whether
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the material should Dbe classificd at all, he should-designate the less re-
strictive treatment. ’

II DowNGRADING AND DECLASSIFICATION

A. General Declassification Schedule and Exemptions. Classified in-

formation and material shall be declassified as soon as there are no longer

any grounds for continued classification within the classification category

definitions set forth in Section 1 of the Order. At the time of origination

the classifier shall, whenever possible, clearly mark on the information or
material a specific date or event upon which downgrading or declassifica-
tion shall occur. Such dates or events shall be as early as is permissible
without causing damage to the national security as defined in Section 1

- of the Order. Whencver carlier dates or events cannot be determined,

the General Declassification Schedule set forth in Section 5(A) of the
Order shall apply. If the information or material is exempted under Sec-
tion 5(B) of the Order from the General Declassification Schedule, the
classifier shall clearly mark the material to show that it is exempt and
indicate the applicable exemption category. Unless impossible, the ex-
empted information or material shall be assigned and clearly marked by.
the classifier with a specific date or event upon which declassification
shall occur. Downgrading and declassification dates or events established
in acordance with the foregoing, whether scheduled or non-scheduled,
shall to the extent possible be carried forward and applied whenever
the classificd information or material is incorporated in other documents
or material.

B. Extracts and Compilations. Whén classified information or mate-
rial from more than onc source is incorporated into a new document or
other material, the document or other material shall be classified, down-
graded or declassified in accordance with the provisions of the Order
and Directives thereunder applicable to the information requiring the
greatest protection. '

C. Material Not O fficially Transferred. When a Department holding

classified information or material under the circumstances described in

Section 3(D) of the Order notifics another Department of its intention
to downgrade or declassify, it shall allow the notified Department 30
days in which to express its objections before taking action,

D. Declassification of Material 30 Years Old. The head of each De-
partment shall assign experienced personnel to assist the Archivist of
the United States in the exercise of his responsibility under Section 5(E)
of the Order to systematically review for declassification all materials
classified before June 1, 1972 and more than 30 years old. Such per-
sonnel will: (1) provide guidance and assistance to archival employecs
in identifying and separating those materials originated in their Depart-
ments which are deemed to require continued classification; and (2)
develop a list for submission to the head of the Department which identi-
fies the materials so separated, with recommendations concerning con-
tinued classification. The head of the originating Department will then
make the determination required under Section 5(E) of the Order and
cause a list to be created which identifies the documentation included
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in the determination, indicates the rcason for continued classification and

specifies the date on which such material shall be declassified.

E. Notification of Expedited Downgrading or Declassification. When
classified information or material is downgraded or declasified in a

‘manner other than originally specified, whether scheduled or exempted,

the classifier shall, to the extent practicable, promptly notify all address-
ees'to whom the information or material was originally officially trans-
mitted. In turn, the addressees shall notify,any other known recipient
of the classified information or material. -

IIT Review oF CLASSIFIED MATERIAL FOR DECLASSIFICATION
Purroses

A. Systematic Reviews. All information and material classified after
the effective date of the Order and determined in accordance with Chap-
ter 21, 44 U.S.C. (82 Stat. 1287) to be of sufficient historical or other
value to warrant preservation shall be systematically reviewed on a timely
basis by each Department for the purpose of making such information and
material publicly available in accordance with the determination regard-
ing declassification made by the classifier under Section 5 of the Order.
During each calendar year each Department shall segregate to the maxi-
mum extent possible all such information and material warranting pres-
ervation and becoming declassified at or prior to the end of such year.
Promptly after the end of such year the Department responsible, or the
Archives of the United States if transferred thereto, shall make the de-
classified information and. material available to the public to the extent
permitted by law.

B. Review for Declassification of Classified Material Over.10 Years

" Old. Each Department shall designate in its implementing regulations an

office to which members of the public or, Departments may direct re-

 quests for mandatory review for declassification under Section 5 (C) and

(D) of the Order. This office shall in turn assign the request to the ap-
propriate office for action. In addition, this officc or the office which has
been assigned action shall immediately acknow  ge receipt of the request
in writing. If the request requires the rendering of services for which fair
and equitable fees should be charged pursuant to Title 5 of the Inde-
pendent Offices Appropriations Act, 1952, 65 Stat. 290, 31 U.S.C. 483a
the requester shall be so notified. The office which has been assigned

“action shall thereafter make a determination within 30 days of receipt

or shall explain the reasons why further time is necessary. If at the end of
60 days from reccipt of the request for review no dctermination has been
made, the requester may apply to the Departmental Committee estab-
lished by Section 7 (B) of the Order for a determination. Should the office
assigned action on a request for review determine that under the criteria
set forth in Section 5(B) of the Order continued classification is required,
the requester shall promptly be notified, and whenever possible, provided
with a brief statement as to why the requested information or material
cannot be declassified. The requester may appeal any such determination
to the Departmental Committee and the notice of determination shall
advise him of this right.

C. Departmental Commitiee Review for Declassification, The Depart-

mental Committee shall establish procedures to review and act within
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30 days upon all applications and appeals regarding requests for declas-
sification. The Department head, acting through the Departmental Com-
mittee shall be authorized to over-rule previous determinations in whole
or in part when, in its judgment, continued protection is no longer re-
quired. If the Departmental Committee determines that continued clas-
sification is required under the criteria of Section 5(B) of the Order it
shall promptly so notify the requester and advise him that he may appeal

" the denial to the Interagency Classification Review Committee.

D. Review of Classified Material Over 30 Years Old. A request by
a member of the public or by a Department under Section 5 (C) or
(D), of the Order to review for declassification documents more than 30
years old shall be referred directly to the Archivist of the United States,

- and he shall have the requested documents reviewed for declassification

in accordance with Part II.D, hereof. If the information or material
requested has not been transferied to the General Services Administra-
tion for accession into the Archives, the Archivist shall, together with the
head of the Department having custody, have the requested documents
reviewed for declassification. Classification shall be continued in either
case only where the head of the Department concerned makes at that
time. the personal determination required by Section 5(E) (1) of the
Order. The Archivist shall promptly notify the requester of such determi-
nation and of his right to appeal the denial to the Interagency Classifica-
tion Review Committee, - '

E. Burdenof Proof for Adminisirative Determinations.” For purposes

of administrative determinations under B., C., or D. above, the burden

of proof is on the originating Department to show that continued classi-
fication is warranted within the terms of the Order.

F. Availability of Declassified Material. Upon a determination under
B., C., or D. above that the requested material no longer warrants classi-
fication it shall be declassified and made promptly available to the
requester, if not otherwise exempt from disclosure under Section 552 (b)
of Title 5 U.S.C, (Freedom of Information Act) or other provision of

law.
G. Classification Review Requests. As required by Section 5{C}) of the

. Order; a request for classification review must describe the document

with sufficient particularity to enable the Department to identify it and
obtain it with a reasonable amount of effort. Whenever a request is
deficient in its description of the record sought, the requester should be
asked to provide additional identifying information whenever possible.
Before denying a request on the ground that it is unduly burdensome, the
requester should be asked to limit his request to records that are reason-
ably obtainable. If none-the-less the requester does not describe the
records sought with sufficient particularity, or the record requested can-
not be obtained with a reasonable amount of effort, the requester shall
be notified of the reasons why no action will be taken and of his right
to appeal such decision. :

IV MARKING REQUIREMENTS
A, When Document or Other Malerial is Prepared. At the time of

origination, each document or other material containing classified in-
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formation shall be marked with its assigned security classification and
whether it is subject to or exempt from the General Declassification

Schedule.

(1) For markingi documents which are subjcct‘ to the General De-

classification Schedule, the following stamp shall be used:
(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED

BY
SUBJECT TO GENERAL DECLASSIFICATION SCHEDULE OF
EXECUTIVE ORDER 11652 'AUTOMATICALLY DOWNGRADED
AT TWO YEAR INTERVALS AND DECLASSIFIED ON DEC. 31

(insert year)
(2) For marking documents which are to be automatically declassified
on a.given cvent or date earlier than the General Declassification Sched-
ule the following stamp shall be used :

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED

BY
AUTOMATICALLY DECLASSIFIED ON (effective date or event)

.(3) For marking documents which are exempt, from the General
Declassification Schedule the following stamp shall be used :

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED

BY ”.
EXEMPT FROM CENERAL DECLASSIFICATION SCHEDULE OF

(2), (3), or (4)) AUTOMATICALLY DECLASSIFIED ON (effective

date or event, if any)

" Should the classifier inadvertently fail to mark a document with one of
the foregoing stamps the document shall be deemed to be subject to the
General Declassification Schedule. The' person who signs or finally ap-
proves a document or other material containing classified information
shall be deemed to be the ¢!  fer. If t classifier is other than such
person he shall be identified on the stamp as indicated.

The “Restricted Data” and “Formerly Restricted Data” stamps (H.
below) are, in themsclves, evidence of exemption from the Gencral

Declassification Schedule.

B. Ouverall and Page Marking of Documents. The overall classifica-
tion of a document, whether or not permanently bound, or any copy or
reproduction thereof, shall be conspicuously marked or stamped at the
top and bottom of the outside of the front cover (if any), on the title
page (if any), on the first page, on the back page and on the outside
of the back cover (if any). To the extent practicable each interior page
-of a document which is not permanently bound shall be conspicuously
marked or stamped at the top and bottom according to its own content,
including the designation “Unclassified” when appropriate,

C. Paragraph Marking. Whenever a classificd document contains
either more than one sccurity classification category or unclassified in-
formation, cach section, part or paragraph should be marked to the cx-
tent practicable to show its classification category or that it is unclassified.
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D. Malerial Other Than Documents. If classified material cannot be
marked, written notification of the information otherwise required in

‘markings shall accompany such material.

E."Transmitial Documents. A transmittal document shall carry on it
a prominent notation as to the highest classification of the information
which is carried with it, and a legend showing the classification, 1[ any,
of the transmittal document standing alone.

-F. Wholly Unclassified Material Not Usually Marked, Normally, un-
classified material shall not be marked or stamped “Unclassified”” unless
the purpose of the marking is to indicate that a decision has been made
not to classify it.

G. Downgrading, Declassification and Upgrading Markings. When-
ever a change is made in the original classification or in the dates of down-
grading ar declassification of any classified information or material it
shall be promptly and conspicuously marked to indicate the change,
the authority for the action, the date of the action, and the identity of the
person taking the action. In addition, all eatlier classification markings
shall be cancelled, if practicable, but in any event on the first page.

(1) Limited Use of Posted Notice for Large Quantilies of Malerial.
When the volume of information or material is such that prompt remark-
ing of each classified item could not be accomplished without unduly

_interfering with operations, the custodian may attach downgrading, de-

classification or upgrading notices to the storage unit in lieu of the re-
marking otherwise required. Each notice shall indicate the change, the
authority for the action, the date of the action, the identity of the person
taking the action and the storage units to which it applies. When individ-

ual documents or other materials are withdrawn from such storage units .
they shall be promptly remarked in accordance with the change, or if the

documents have been declassified, the old markings shall be cancelled.

(2) Transfer of Stored Quantities Covered by Posted Notice. When
information or material subject to a posted downgrading, upgrading or
declassification notice are withdrawn from one storage unit solely for
transfer to another, or a storage unit containing such documents or
other materials is transferred from one place to another, the transfer
may be made without remarking if the notice is attached to or remains
with each shipment. 4

H. Additional Warning Notices. In addition to the foregoing marking
requirements, warning notices shall be prominently displayed on classi-
fied documents or materials as prescribed below. When display of these
warning notices on the do&:umcnts or other materials is not feasible, the
warnings shall be included in’ the written notlﬁcatxon of the assigned
classification. : ;

(1) Restricted Data. For classified information or material containing
Restricted Data as defined in thc Atomic Energy Act of 1954, as

amended: .
“RESTRICTED DATA"

This document contains Restricted Data as defined in the Atomic Encrgy
Act of 1954, Its dissemination or disclosure to any unauthorized person

is prohibited.
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(2) Formerly Restricted Data. For classified information or material
containing solely Formerly Restricted Data, as defined in Section 142.d.,
1Atomic Energy Act of 1954, as amended:

“FORMERLY RESTRICTED DATA"

Unauthorized disclosure subject to Administrative and Criminal Sanc-
tions. Handle as Restricted Data in Foreign Dissemination. Scetion 14+t.b.,
Atomic Energy Act, 1954, :

(3) Information Other Than Restricted Data or Formerly Restricted -
Data. For classified information or material furnished to persons outside
the Executive Branch of Government other than as described in (1) and
(2) above: :

“NATIONAL SECURITY INFORMATION”

Unauthorized Disclosure Subject to Criminal Sanctions.

(4) Sensitive Intelligence Information. For classified information or
material relating to sensitive intelligence sources a}ld methods, the follow-
ing warning notice shall be used, in addition to and in conjunction with
those prescribed in (1), (2), or (3), above, as appropriate:

“WARNING NOTICE--SENSITIVE INTELLIGENCE SOURCES
AND METHODS INVOLVED”

V PRrOTECTION AND TRANSMISSION OF CLASSIFIED INFORMATION

A. General. Classified information or material may be used, held, or
stored only where there are facilities or under conditions adequate to
prevent unauthorized persons from gaining access to it. Whenever such
information or material is not under the personal supervision of an
authorized person, the methods set forth in Appendix A hereto shall be
used to protect it. Whenever such information or material is transmitted
outside the originating Department the requirements of Appendix B
hereto shall be observed.

B. Loss or Possible Compromise. Any person who has knowledge of
the loss or possible compromise of classified information shall immedi-
ately report the circumstances to a designated oflicial of his Department
or organization. In turn, the  jinating Department and other
interested Department shall be notified about the loss or possible tom-
promise in order that a damage assessment may be conducted. An
immediate inquiry shall be initiated by the Department in which the
loss or compromise occurred for the purpose of taking corrective meas-

~ures and appropriate administrdtive, disciplinary, or legal action.

VI ACCESS AND ACCOUNTABILITY

A, General Access Requirements, Except as provided in B. and C.
below, access to classified information shall be granted in accordance
with the following:

(1) Determination of Truslworthiness. No person shall be given
access to classified information or material unless a favorable determina-
tion has been made as to his trustworthiness, The determination of
eligibility, referred to as a sccurity clearance, shall be based on such
investigations as the Department may require in accordance with the
standards and criteria of E.O. 10450 and E.O. 10865 as appropriate.
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(2) Determination of Need-to-Know. In addition to a security clear-
ance, a person must have a need for access to the particular classified
information or material sought in connection with the performance of his
official duties or contractual obligations, The determination of that need
shall be made by officials having responsibility for the classified infor-
mation or material. ’

(3) Administrative Withdrawal of Security Clearance. Each Depart-
ment shall make provision for administratively withdrawing the security
clearance of any person who no longer requires access to classified infor-
mation or material in connection with the performance of his official
duties or contractural obligations. Likewise, when a person no longer
needs access to a particular security classification category, the security
clearance shall be adjusted to the classification category still required
for the performance of his duties and obligations. In both instances, such
action shall be without prejudice to the person’s eligibility for a security
clearance should the need again arise.

B. Access by Historical Researchers. Persons outside the Executive
Branch engaged in historical research projects may be authorized access
to classified information or material provided that the head of the
originating Department determines that:

(1) The project and access sought conform to the requirements of
Section 12 of the Order. ,

(2) The information or material requested is reasonably accessible
and can be located and compiled with a reasonable amount of effort.

(3) The historical researcher agrees to safeguard the information or
material in a manner consistent with the Order and Directives there-
under. ’

(4) The historical researcher agrees to authorize a review of his
notes and manuscript for the sole purpose of determining that no classi-
fied information or ! is containec in.

An authorization for access shall be valid for the period required but
no longer than two years from the date of issuance unless renewed under
regulations of the originating Department.

C. Access by Former Presidential Appointees. Persons who previously
occupied policy making positions to which they were appointed by the
President, other than those referred to in Section 11 of the Order, may
be authorized access to classified information or material which they
originated, reviewed, signed or received while in public office. Upon the
request of any such former official, such information and material as he
may identify shall be reviewed for declassification in accordance with
the provisions of Scction 5 of the Order,

D. Consent of Originating Department to Dissemination by Recipi-
ent. Except as otherwise provided by Section 102 of the National Secu-
rity Act of 1947, 61 Stat, 495, 50 U.S.C. 403, classified information or
material originating in one Department shall not be disseminated outside
any other Department to which it has been made available without
the consent of the originating Department.
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L. Dissemination of Sensitive Intelligénce Information. Information

or material bearing the notation “WARNING NOTICE—SENSI-
TIVE INTELLIGENCE SOURCES AND METHODS IN-

VOLVED? shall not be disseminated in any manner outside authorized

channels without the permission of the originating Department and an
assessment by the senior intelligence official in the disseminating Depart-
ment as to the potential risk to the national security and to the intelligence
sources and methods involved. : .

- F. Restraint on Special Access Requirements. The establishment of

special rules limiting access to, distribution and protection of classified
information and material under Section 9 of the Order requires the
specific prior approval of the head of a Department or his designee.

G. Accountability Procedures. Each Department shall prescribe such
accountability procedures as are necessary to control effectively the dis-
semintaion of classified information or material, Particularly strngent
controls shall be placed on information and material classified Top Secret.

(1) Top Secret Control O fficers. Top Secret Control Officers shall
be designated, as required, to receive, maintain current accountability
records of, and dispatch Top Secret material.

(2) Physical Inventory. A physical inventory of all Top Secret ma-
terial shall be made at least annually. As an exception, repositories stor-
ing large volumes of classified material, shall develop inventory lists or
other finding aids, : :

(3) Current Accountability. Top Sccret and Secret information and
material shall be suliject to such controls including current accountabil-
ity records as the head of the Department may prescribe.

(4) Restraint.on Reproduction. Documents or portions of documents
containing Top Secret information shall not be reproduced without the
consent of the originating office. All other classified material shall be re-
produced sparingly and any stated prohibition against reproduction shall
De strictly adhered to.

(5) Restraint on Number of Copies. The number of copies of docu-
ments containing classified information shall be kept to a minimum to
decrease the risk of compromise and reduce storage costs. ‘

VII Darta INDEX SYSTEM

Each Department originating classified information or material shall
undertake to establish a data index system for Top Secret, Secret and
Confidential information in selected categories approved by the Inter-
agency Classification Review Committee as having sufficient historical or

other value appropriate for preservation. The index system shall contain |

the [ollosing data for cach document indexed: (a) Identity of classifier,
(b) Department of origin, (¢) Addressees, (d) Date of classification, (e)
Subject/Area, (f) Classification category and whether subject to or
exempt from the General Declassification Schedule, (g) If exempt,
which exemption category is applicable, (h) Date or cvent set for declas-
sification, and (i) File designation. Information and material shall be
indexed into the system at the carliest practicable dite during the course
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“of the calendar year in which it is produced and classified, or in any event

no later than March 31st of the succeeding year. Each Department shall
undertake to establish such a data index system no later than July 1,
1973, which shall index the selected categories of information and ma-
terial produced and classified after December 31, 1972,

VIII ComBAT OPERATIONS

The provisions of the Order and this Directive with regard to dis-
semination, transmission; or safekeeping of classified information or ma-
terial may be so modified in connection with combat or. combat-related
operations as the Secretary of Defense may by regulations prescribe.

IX INTERAGENGY CLAssIFICATION REVIEW COMMITTEE

A. Composition of Interagency Commiltee. In accordance with Sec-
tion 7 of the Order, an Interagency Classification Review Committee
is established to assist the National Security Council in monitoring im-
plementation of the Order. Its membership is comprised of senior repre-

- sentatives of the Departments of State, Defense, and Justice, the Atomic

Energy Commission, the Central Intelligence Agency, the National
Security Council staff, and a Chairman designated by the President, '

B. Meetings and Staff. The Interagency Committee shall meet regu-
larly, but no less frequently than on a monthly basis, and take such ac-

tions as are deemed necessary to insure uniform compliance with the -

Order and this Directive, The Chairman is authorized to appoint an
Lxecutive Director, and to maintain a permanent administrative staff.

C. Interagency Committee’s Functions. The Interagency Commitice’
shall carry out the duties assigned it by Section 7(A) of the Order. It
shall place particular emphasis on overseeing compliance with and imple-
mentation of the Order and programs established thercunder by each
Department. It shall seek to develop means to (a) prevent overclassifica-
tion, (b) ensurc prompt declassification in accord with the provision of
the (c) facilitate aci  to declassified material and (d) eliminate
unauthorized disclosure of classified information.

D. Classification Complaints. Under such procedures as the Inter-
agency Committee may prescribe, it shall consider and take action on
complaints from persons within or without the government with respect to
the general administration of the Order including appeals from denials by

Departmental Committees or the Archivist of declassification requests. |

X DEPARTMENTAL IMPLEMENTATION AND ENFORCEMENT

A. Action Programs. Those Departments listed in Section 2 (A) and
(B) of the Order shall insure that adequate personnel and funding are
provided for the purposc of carrying out the Order and Directives
thereunder.

B. Departmental Commitiee, All suggestions and complaints, includ-

ing those regarding overclassification, failure to declassify, or delay in de-
classifying not otherwise resolved, shall be referred to the Departmental
Committee for resolution. In addition, the Departmental Committec shall
review all appeals of requests for records under Section 522 of Title 5,
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U.S.C. (Freedom of Information Act) when the proposed denial is based
on their continued classification under the Order.

C. Regulations and Reports. Each Department shall submit its pro-
posed implementing regulations of the Order and Directives thereunder
to the Chairman of the Interagency Classification Review Committee for
approval by the Committee. Upon approval such regulations shall be
published in the FEDERAL REGISTER to the extent they affect the general
public. Each Department shall also submit to the said Chairman (1)
copies of the record lists required under Part I.D. hereof by July 1, 1972
and thereafter quarterly, (2) quarterly reports of Departmental Com-
mittee actions on classification review requests, classification abuses and

- unauthorized disclosures, and (3) provide progress reports on informa-

tion accumulated in the data index system established under Part VII
hereof and such other reports as said Chairman may find necessary for
the Interagency Classification Review Committee to carry out its respon-

stbilities.

D. Administrative Enforcement, The Departmental Committc& shall
have responsibility for recommending to the head of the respective
Departments appropriate administrative action to correct abuse or viola-

tion of any provision of the Order or Directives thereunder, including

notifications by warning letter, formal reprimand, and to the extent per-

- mitted by law, suspension without pay and removal, Upon receipt of such

a recommendation the head of the Department concerned shall act
promptly and advise the Departmental Committee of his action.-

Publication and Effective Date: This Directive shall be publisﬁed in
the FEpErAL RECISTER and become efective June 1, 1972,

Henry A. KISSINGER,
Assistant to the President for
National Security A fairs.

May 17, 1972.

APPENDIX A
PROTECTION OF IFIED INFORMATION

A. Storage of Top Secret. Top Secret information and material shall be stored in
a safe or safe-type steel file container having a built in three-position dial-type com-
bination lock, vault, or vault-type room, or other storage facility which meets the
standards for Top Secret established under the provisions of (C) below, and which
minimizes the possibility of unauthorized access to, or the physical theft of, such
information or material.-

B. Storage of Secret or Confidential, Secret and Confidential material may be
stored in a manner authorized for Top Secret.information and material, or in a con-

tainer or vault which meets the standards for Secret or Conﬁdcntlal as the case may

be, established under the provisions of {C) below,

C. Standards for Security Equipment, The General Services Administration shall,
in coordination with Departments originating classified information or material,
establish and publish uniform standards, speciﬁcadons and supply schedules for con-
tainers, vaults, alarm systems and associated security devices suitable for the storage
and protection of all categories of classificd information and material. Any Depart-

t may establish for use within such Dcpartmcnt more stringent standards. When-
ever new security equipment is procured, it shall be in conformance with the foregoing
standards and spccifications and shall, to the maximum extent practicable, be of the
type designated on the Federal Supply Schedule, General Services Administration,

D. Exception to Standards for Security Equipment. As an exception to (C) above,
Secret and Confidential material may also be stored in a steel filing cabinet having a
built in, three-position, dial-type combination lock; or a steel filing cabinct equipped
with a steel lock bar, provided it is sccured by a GSA approved changeable com-
bination padlock.
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E. Combinations. Combinations to sccurity equipment and devices shall be changed

“only by persons having appropriate security clearance, and shall be changed when-

ever such equipment is placed in use, whenever a person knowing the combination
is transferred from the office to which the equipment is assigned, whenever a combi-
nation has been subjected to possible compromise, and at least oncc every year.
Knowledge of combinations shall be limited to the minimum number of persons

_nccessary for operating purposes. Records of combinations shall be classified no

lower than the hlghcst category of classified information or material authonzcd for
storage in the security equipment concerned,

F. Telecommunications Conversations, Classified information shall not be revealed
in telccommunications conversations, except as may be authorized under Appendix B
with respect to the transmission of classificd information over approved commumca-
tions circuits or systemns. .

G. Responsibilities of Custodians. Custodians of classified material shall be responsi-
ble for providing protection and accountability for such material at all times and
particularly for locking classified material in approved sccurity equipment whenever
it is not in use or under direct supervision of authorized persons. Custodians shall
follow procedures which insurc that unauthorized persons do not gain access to
classified information or material by sight or sound, and classified information shall
not be discussed with or in the presence of unauthorized persons.

APrexpix B
TRANSMISSION OF CLASSIFIED INFORMATION

A. Preparation and Receipting. Classified infonnation and material shall be en-
closed in opaque inner and outer covers before transmitting. The inner cover shall
be a sealed wrapper or envelope plainly marked with the assigned classification and
address. The outer cover shall be sealed and addressed with no indication of the classi-
fication of its contents. A receipt shall be attached to or enclosed in the inner cover,
except that Confidential material shall require a receipt only if the sender deems it
necessary, The receipt shall identify the sender, addressee, and the document, but shall
contain no classified information. It shall be signed by the recipient and returned to
the sender. .

B. Transmission of Top Secret. The transmission of Top Secret information and
material shall be effected preferably by oral discussions in person between the officials

" concerned. Othenwise the transmission of Top Sccret information and material shall

be by specifically designated personnel, by State Departinent diplamatic pouch, by a
messenger-courier system especially created for that purpoese, over authorized com-
munications circuits in encrypted form or by other means authorized by the National
Security Council; except that in-the case of information transmitted by the Federal
Bureau of Investigation, such means of transmission may be used as are approved by the
Director, Federal Bureau of Investigation, unless express reservation to the contrary
is made in exccptional cases by the originating Department. :

C. Transmission of Secret. The transmission of Sccret material shall be effected in
the followine manner,

(1) ty States, District of Columbia, Puerto Rico. ret information
material may be transmitted within and between the forty-eight contiguous states ana
District of Columbia, or wholly within the Statec of Hawaii, the State of Alaska, or the
Commonwealth of Puerto Rico by onc of the means authorized for Top Secret infor-
mation and material, the United States Postal Service registered mail and protective
services provided by the United States air or surface commercial carriers under such
conditions ds may be prescribed by the head of the Department concerned.

. (2) Other Areas, Vessels, Military Postal Services, Aircraft. Secret information
and material may be transmitted from or to or within areas other than those specified
in (1) above, by one of the means established for Top Secret information and mate-
rial, captains or masters of vessels of United States registry under contract to a De-
partment of the Executive Branch,. United States registered mail through Army,
Navy or Air Force Postal Service facilities provided that material does not at any time
pass out of United States citizen control and does not pass through a foreign postal
system, and commercial aircraft under charter to the United States and military or
other government axrcraft

(3) Canadian Gouemment Installations. Sceret information and material may be
transmitted between United States Government or Canadian Government installations,
or both, in the forty-eight contiguous states, Alaska, the District of Columbia and
Canada by United States and Canadian registered mail with registered mail receipt.

(4) Special Cases. Each Department -may authorize the use of the United States
Postal Service registered mail outside the forty-eight contiguous states, the District of
Columbia, the State of Hawali, the State of Alaska, and the Commonywealth of
Puerto Rico if warranted by sccurity conditions and essential operational requirements
provided that the material docs not at any time pass out of United States Governmei..
and United States citizen control and does not pass through a foreign postal system.
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D. Transmittal of Confidential. Confidential information and material shall be
transmitted within the forty-eight contiguous states and the District of Columbia,
or wholly within Alaska, Hawaii, the Commonwealth of Puerto Rico, or a United
States possession, by one of the means established for higher classifications, or by
certified or first class mail. Qutside these areas, Confidential information and material
shall be transmitted in the same manner 2s authorized for higher classifications.

E. Alternative Transmission of ‘Confidential. Each Department having authority
to classify information or material as “Confidential may issue regulations author-
izing alternative or additional methods for the transmission of material classified
“Confidential” outside of the Dcpartment. In the case of material originated by
another agency, the methad of transmission must be at least as secure as the trans-
mission procedures imposed by the originator,

F. Transmission Within a Department. Department regulations governing the
preparation and transmission of classified information within a Department shall
ensure a degree of security cquivalent to that prescribed above for transmission out-

side the Department. )
[FR Doc.72-7713 Filed 5~17-72;5:04 pm]
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Title 3—The President
EXECUTIVE ORDER 11652

Classification and Declassification of National Security Information ~
and Material ) L

The interests of the United States and its citizens are best served by
making informaton regarding the affairs of Government readily avail-
able to the public. This concept of an informed citizenry is reflected in
the Frecdom of Information Act and in the current public information . 3 .
policies of the executive branch. : LT Lo

" Within the Federal Government there is some official information ]
and material which, because it bears directly on the effectiveness of our .-
national defense and the conduct of our foreign relations, must be sub- ' '
ject to some constraints for the security of our Nation and the safety of ’

our people and our allies, To protect against actions hostile to the United ™

States, of both an overt and covert nature, it is essential that such’ _
official information and material be given only limited dissemination, - .

This official information or material, referred to as classified infor-
mation or material in this order, is expressly exempted from public B
disclosure by Section 552(b)(1) of Title 5, United States Code. Wrong- o
ful disclosure of such information or material is recognized in the Federal :
Criminal Code as providing a basis for prosecution.

To ensure that such information and material is protected, but only
to the extent and for such period as is necessary, this order identifies the
information to be protected, preseribes classification, downgrading, de-
classification and safeguarding procedures to be followed, and establishes’

a monitoring system to ensure its effectiveness.

NOW, 1T 'ORE, by virtue of the authority vested in me by the ,
Constitution and statutes of the United States, it is hereby ordered: s

Section 1. Security Classification Categories. Official information.or "% .
material which requires protection against unauthorized disclosure in the - ' -
interest of the national defense or foreign relations of the United States
(hereinafter collectively termed “national security”) shall be classified
in one of three categories, namely “Top Secret,” “Secret,” or “Confiden-
tial,” depending upon the degree of its significance to national security.
No .other categories shall be. used to identify official inforrrfation or
material as requiring protection in the interest of national security, except -
as otherwise expressly provided by statute, These classification categories
are defined as follows:

(A) “Top Secret.”” “Top Secret” refers-to that national security
information or material which requires the highest degree of protection.
The test for assigning “Top Secret” classification shall be whether its
unauthorized disclosure could reasonably be expected to cause excep- -
tionally grave damage to the national security. Examples of “excep-,. -
tionally grave damage” include armed hostilities against the United
States or its allies; disruption of forcign relations vitally affecting the -
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N . " national security; the compromise of vital national defense plans or

' e complex cryptologic and communications intelligence systems; the
revelation of sensitive intelligence operations; and the disclosure of scien-
tific or technological developments vital to national sccurity, This
classification shall be used with the utmost restraint.

- © (B) “Secret.” “Sccret” refers to that national security information or
-, material which requires a substantial degrce of protection. The test
' for assigning “Secret” classification shall be whether its unauthorized .

disclosure could reasonably be expected to cause serious damage to the .

national sccurity. Examples of “serious damage” include disruption of

~ foreign relations significantly affecting the national security; significant

- } impairment of a program or policy directly related to the national secu-

TR - © - rity; revelation of significant military plans or 'intelligence operations;

IR ‘ and compromise of significant scientific or technological developments

RN relating to national security. The classification “Secret” shall be sparingly

ECE T " (Q) “Confidential” “Confidential” refers to that national security

S : information or material which requires protection. The test for assign-

_ ing “Confidential” classification shall be whether its unauthorized dis-

" .closure could rcasonably be cxpected to. cause damage to the national

. security.

C ~'Sec. 2. Authority to Cla:szfy The authority to ongmally classify in~
' formation or material under this order shall be restricted solely to those
offices within the executive branch which are concerned with matters
of national security, and shall be limited to the minimum number
" - absolutely required for efficient administration. Except as the context
] may otherwise indicate, the term “Department” as used in this order
- o shall include agency or other governmental unit.

(A) The authority to originally classify information or material un-
der this order as “Top Secret” shall be exercised only by such officials as
the President may desxgnate in writing and by: S

R o -.(l) The heads of the _ :partments listed below;

e i e G - TR L

(2) Such of their senior principal deputies and assistants as the heads
of such Departments may designate in writing; and . :

(3) Such heads and senior principal deputies and assistants of major
~._elements of such Departments, as the hcads of such Departments may
de51gnate in writing.

. . Such offices in the Executive Office of the President as the .

President may designate in writing . i
. Central Intelligence Agency

, Atomic Energy Commission |
" - Department of State . !
"~ Department of the Treasury ’ , ‘ {
7" Department of Defense V i
Department of the Army '
"Department of the Navy

;Depa.rtment of the Air Force ]

" United States Arms Control and Disarmament Agency

T oA T ‘\...-,-,,:.,

H
1
)
i
i
i
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Department of Justice ~ L L . : RN
National Aeronautics and Space Administration '
Agency for International Development

2

(B) The authority to originally classify information or material under
this order as “Secret” shall be exercised only by:
(1) Officials who have "‘Top Secret” classification a.uthori'ty;

(2)' Such subordinates as officials with “Top Secret” classification*
authority under (A) (1) and (2) above may designate in writing; and

(3) The heads of the following named Departments and such scmor

prmcup'\l deputics or assistants as they may designate in writing. .. .~ . L
Department of Transportation . R
Federal Communications Commission IR I
Export-Import Bank of the United States -
Department of Commerce - . ST :

United States Civil Service Commzssxon ) .
" United States Information Agency s L
General Services Administration L B R
. Department of Health, Educatiori, and ‘Velfarc o T
Civil Aeronautics Board ) v T
Federal Maritime Commission: ' ) .
Federal Power Commission . IR
National Science Foundation s T
Overseas Private Investment Corporatxon oL

(C) The- authority to originally classify information or material un-" .
der this order as “Confidential” may be exercised by officials who have g
“Top Secret” or “Secret” classification authority and such officials =~ * -
as they may designate in wrmng T .- .- ' = o

(D) Any Department not referred to herein 'md any Dcpartmcnt or :
unit established hereafter shall not have authority to ‘originally classify =~
information or material  ler order, s y tthc d.°
hereafter by an Exccutwc order.

Sec. 3. Authority to Downgrade and Declamfy Thc authonty fo
downgrade and declassify national security information or material shall
be exercised as follows: . . ‘ -~

(A) “Information or m'\tcna] may be downgndcd or declassified by -
the official authorizing the original classification, by a successor in capac- o
ity or by a supervisory official of either. N

(B) Downgrading and declassification autﬁority may a1§o be exér- o Ry
cised by an official specifically authorized under regulations issued by the . e
head of the Department listed in Sections 2(A) or (B) hereof. F o B

(C) In the case of classified information or material officially trans: RS
ferred by or pursuant to statute or Executive order in conjunction with
a transfer of function and not mgrely for storage purposes, the receiving
Department shall be deemed to be the originating Department for all
purposes under this order including downgrading and declassification. ..~
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(D) In the case of classified information or material not oflicially
transferred within (C) above, but originated in a Department which
has since ceased to exist, each Department in possession shall be decmed
to be the originating Department for all purposes under this order. Such
information or material may be downgraded and declassified by the
Department in possession after consulting with any other Departments
having an interest in the subject matter.

"(E) Classified information or material transferred to the General
Services Administration for accession into the Archives of the United
States shall be downgraded and declassified by the Archivist of the

o United States in accordance with this order, directives of the President.
" issued through the National Security Council and pertinent regulations

"-of the Departments.

(F) Classified information or material with special markings, as
" described in Section 8, shall be downgraded and declassified as rcquxrcd
by law and governing regulations. :

Sec. 4. Classification. Each person possessing classifying authority

- shall be held accountable for the propriety of the classifications attrib-

~ uted to him. Both unnecessary clasification and over-classification shall
* be avoided. Classification shall be solely on the basis of national security
. considerations. In no case shall information be classified in order to
conceal inefficiency or administrative error, to prevent embarrassment
to a person or Department, to restrain competition or independent ini-

* tiative, or to prevent for any other reason the release of information
* which does not require protection in the interest of national security.-

_The following rules shall apply to classnﬁcatxon of information under
this order:

(A) Documents in General. Each classified document shall show on
its face its classification and whether it is subject to or exempt from the
General Declassification Schedule. It shall also show the office of origin,
" the date of preparation and classification and, to the extent practicable,

be so marked as to indicate which portions are classified, at what level,
and wk : no' ifiec  or ili g and
. other use. Material containing references to classified materials, which
" references do not reveal classified information, shall not be classified.

" (B) Identification of Classifying Authority. Unless the Department
. involved shall have provided some other method of identifying the
- individual at the highest level that authorized classification in each case,
material classified under this order shall indicate on its face the identity
. of the highest authority authorizing the classification. Where the indi-

"+ vidual who signs or otherwise authenticates a document or item has also

" authorized the classxﬁca.tlon, no further annotation as to his identity
- is required. :

(C)- Information or Material Furnished by a Foreign Government or
International Organization. Classified information or material furnished
to the United States by a foreign government or international organiza-

" “+ tion shall either retain its original classification or be assigned a United

States classification. In either case, the classification shall assure a degree
of protection equivalent to that required by the government.or inter-
national organization which furnished the information or material.
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- /
- (D) Classification Responsibilities. A holder of classified informa-
tion or material shall observe and respect the classification assigned

by the originator. If a holder believes that there is unnecessary classi- -

fication, that the assigned classification is unpropcr, or that the docu-
ment is subject to declassification under this order, he shall so inform
the originator who shall thereupon re-examine the classification.

Skec. 5. Declassification and Downgrading, Classified information and
material, unless declassified earlier by the original classifying authority,
shall be declassified and downgraded in accordarnce wnth the following
rules: :

(A) General Decla.r:iﬁcation‘ Schedule. (1) “Top Secfet.’i Infor- .

mation or material originally classified “Top Secret” shall become
automatically downgraded to “Secret” at the end of the second full
calendar year following the year in which it was originated, down-
graded to “Confidential” at the end of the fourth full calendar year

following the year in which it was originated, and declassified at the

end of the tenth full calendar year following the year in which it was
originated.

(2) “Secret.” Information and material ongmally classxﬁcd “Secret”

shall become automatically downgraded to “Confidential” at the end
of the second full calendar year following the year in which it was

originated, and declassified at the end of the eighth full calendar year = :

following the year in which it was ongmatcd

(3) “Confidential” Information and material ongmally classxﬁcd'

“Confidential” shall become_automatically declassified at the end of the
sixth full calendar year following the year in which it was originated.

(B) Exemptions from General Declassification Schedule. Certain
classified information or material may warrant some degree of pro-
tection for a period exceeding that provided in the General Declassi-
fication Schedule. An official authorized to orginally classify
infor  on or material “Top Secret” may exempt from the Gene
Declassification Schedule any level of classified information or material
originated by him or under his supervision if it falls within one of the

categories described below. In each case such official shall specify in.

writing on the material the exemption category being claimed and,
unless impossible, a date or event for automatic declassification. The
use of the exemption authority shall be kept to the absolute minimum

consistent with national security requirements and shall be restricted-

to the following categories: . .

(1) Classified information or haterial fumlshed by forc1gn govcm-: i
ments or interriational organizations and held by the United States on’

the understanding that it be kept in confidence.

(2) Classified information or material specifically covered by st:itu.tc;

or pertaining to cryptography, or disclosing intelligence sources or
methods, '

(3) Classified information or material dxsclosmgasystcm,'plan,

installation, project or specific foreign relations matter the continuing
protection of which is essential to the national security. -
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(4) Classified information or material the disclosure of which
would place a person in immediate jeopardy. '

(Q) . Mandatory Review of Exempted Material. All classified infor-
mation and material originated after the effective date of this order
. which is exempted under (B) above from the General Declassification
“Schedule shall be subject to a classification review by the originating
Department at any ume after the expiration of ten years from the date

- of ongm provided: ‘ :

(1) A Department or membcr of the public requests a review;

.- (2) The request describes the record with sufficient particularity to .
--enable the Department to identify it; and :

~

(3) The rccord can bc obtamcd with only a reasonable amount of
effort, .

Information or material which no longer qualifies for exemption under
(B) above shall be declassified. Information or material continuing to
_ qualify under (B) shall be so marked and, unless impossible, a date for
a.utomatlc declassification shall be set. o ‘

o (D) "Applicability of the General Declassification Schedule to Previ-
T ou:ly Classified Material.. Information or material classified before the
. effective date of this order and which is assigned to Group 4 under

.. Executive Order No, 10501, as amended by Executive Order No. 10964,-

~ shall be subject to the General Declassification Schedule. All other infor-

mation or material classified before the effective date of this order,

. whether or not assigned to Groups 1, 2, or 3 of Executive Order

No. 10501, as amended, shall be excluded from the General Declassifica-

tion Schedule. However, at any time after the expiration of ten years

from the date of origin it shall be subject to a mandatory classification

review and disposition under the same conditions and criteria that apply

to classified information and material created after the effective date of -

this order as set forth in (B) and (C) above.

(E) Declassification of Classified Ir  mation or Mater  After
Thirty Years. All classified information or material which is thirty years
old or more, whether originating before or after the effective date of
this order, shall be declassified under the following conditions:’

(1) All information and material classified after the effective date of
this order shall, whether or not declassification has been requested,
become automatically declassified at the end of thirty full calendar years

~ after the date of its original classification except for such specifically
. identified information or material which the hcad of the originating
-+ Department personally determines in writing at that time to require
" "continued protection because such continued protection is essential to
) " the national security or disclosure would place a person in jmmediate
2l + In such case, the head of the Department shall also “specify
thc pcnod of continued classification.

A

‘ ‘(2) All information and material classified before the effective date
*i"of"this "order and more than thirty years old shall be systematically
_ reviewed for declassification by the Archivist of the United States by the
" - end of the th.lrtxct.h full ca.lenda.r year followmg the year in which it was
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originated. In his review, the Archivist will separate and keep protected

only such information or material as is specifically identified by the
head of the Department in accordance with (E)(1) above. In such
case, the head of the Department shall also spcctfy thc period of
continued classification.

(F) Departments Which Do Not Have. A‘uthon't.y.For Oﬁgin.a'l

Classification. The provisions of this section relating to the declassifica- +

tion of national security information or material shall apply to Depart-
ments which, under the terms of this order, do not have current authority
to originally classify information or material, but which formcrly had
such authority under previous Executive orders,

" SEc. 6. Policy Directives on Access, Marking, Safekeepxng, Accountm

ability, Transmission, Disposition and Destruction of Classified Informa-

tion and Material. The President acting through the National Security .

Council shall issue directives which shall be binding on all Dcpa.rt.mcnts
to- protect classified information from loss or compromise. Such
directives shall conform to the following policies: :

(A) 'No person shall be given access to cla351ﬁed m.formatxon or

material unless such person has been determined to be trustworthy and

unless access to such information is nccasaxy for the performance of his:

duties,

(B) Al classified information and ma.tcnal shall bc a.ppropnatcly
and conspicuously marked to put all persons on clca.r notice of its

classified contents. - T

(C) Classified information and matcrial shéll be used, i)bssescd, and
stored only under conditions which will prevent access by unauthorized

persons or dissemination to unauthorized persons.
7

(D) All classified information and material dxsscmmatcd outsxdc thc‘i
executive branch under Executive Order No. 10865 or othcrwtsc shall

be properly protected.

(E) Appropriate accountabdxty records for d 1cd "information
shall be established and maintained and.such information and material
shall bc protccted adequately during all transmissions.

(F) Classified information and material no longer nccded in cm-rcnt

working files or for reference or record purposes shall be destroyed or -

d.isposcd of in accordance with the records disposal provisions contained

in Chapter 33 of Txr.lc 44 of the United States Codc and other apphcablc .

statu tes,

(G) Classified information or material shall be revxewcd on a sys-"
tematic basis for the purpose of accomplishing downgrading, declassifica~" -
tion, transfer, retirement and destruction at the earliest practicable date, . .

Sec. 7. Impler;zentation and Review Responsnbilities. (A) The Na-.

tional Security Council shall monitor the implementation of this order:

To assist the National Security Council, an Interagency Classifica~

tion Review Committee shall be established, composed of representa-

tives of the Departments of State, Defense: and Justice, the Atomic - s

Energy Commission, the Central Intelligence Agency and the National
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Sccunty Council Staff and a Chairman designated by the President.
Representatives of other Departments in the exccutive branch may be
invited to meet with the Committee on matters of particular interest
to those Departments. This Committee shall meet regularly and on a
continuing basis shall review and take action to ensure compliance with
this order, and in particular:

(1) The Committee shall oversee Department actions to ensure com-
~ pliance with the provisions of this order and implementing directives
© " issued by the President through the National Security Council,

-

' ‘(2) The Committee shall, subject to procedures to be established by

" it, receive, consider and take action on suggestions and complaints from

persons within or without the government with respect to the admin-

istration of this order, and in consultation with the affected Department

or Departments assure that appropnatc action is taken on such sug-
gwtxons and complaints.

(3) Upon request of the Committee Chairman, any Department shall
“furnish to the Committee any particular information or matenal needed
by the Committee in carrying out its functions.

L '4 . ~{B) To promote the basic purposes of this order, thc head of each
: ' Department ongmat.mg or handling classified mformatmn or material
- sha.ll A

(1) Prior to t.hc eﬁ'ectwe datc of this order submit to the Interagency

’ 1t proposts to adopt.pursuant to this order.

(2) Designate a senior member of his staff who shall ensure effec-

.. tive compliance with and implementation of this order and shall also

chair a Departmental committee which shall have authority to act

L P on all suggestions and complaints’ with respect. to the Departments
;oD% 0 administration of this order.

(3) Undertake an initial program to familiarize the employees of
his D¢ w. the  vis  of this order. He shall also estab-
: _lish and maintain active training and orientation programs for em-
Lo ployees concerned with classified information or material. Such programs
"""+ . shall include, as a minimum, the briefing of new employees and periodic
" reorientation during employment to impress upon each individual his
/. responsibility for exercising vigilance and care in complying with the
* provisions of this order. Additionally, upon teimination of employ-
» ment or contemplated temporary separation for a sixty-day penod or
"more, employees shall be debriefed and each reminded of the provisions
i of the Criminal Code and other applicable provisions of law rclating
jto penalties for unauthorized disclosure.

+(Q) :The Attorncy General, upon request of the head of a Depart-
mcnt, his duly designated representative, or the Chairman of the above
" described . Committee, shall personally or through authorized repre-
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Sec. 8. Material Covered by the Atomic Energy Ac;, Nothing in this
order shall supersede any requirements made by or under the Atomic
Energy Act of August 30, 1954, as amended. “Restricted Data,” and '
material designated as ‘“Formerly Restricted Data,” shall be handled,
protected, classified, downgraded and declassified in conformity with .
the provisions of the Atomic Energy Act of 1954, as amended, and the -
regulations of the Atomic Energy Commission.

TP T SR RN SO /L

Sec. 9. Special Departmental Arrangements. The originating De- " -
piartment or other appropriate authority may impose, in conformity
with the provisions of this order, special requirements with respect to, -
access, distribution and protection of classified information and material,”
including -those which presently relate to communications mtclhgencc
intelligence sources and methods and cryptography

A on a4 el

Sec. 10. Exceptional Cases. In an exceptional case when a person
or Department not authorized to classify information originates -
information which is believed to require classification, such person or . .~
Department shall protect that information in the manner prescribed = -
by this order. Such persons or Department shall transmit the informa- - .
tion forthwith, under appropriate safeguards, to the Department having
primary interest in the subject matter w1th a request that a determina-",
tion be made as to classification. - -+ - -

b
i -
(-

8
i
"
1

Sec. 11. Declassification of Prendentzal Paper.r. The Archivist of thc o
United States shall have authority to review and declassify information,
and material which has been classified by a President, his White House . -~
Staff or special committee or commission appointed by him and which . .
the Archivist has in his custody at any archival depository, including a.
Presidential Library. Such declassification shall only be undertaken in’
accord with: (i) the terms of the donor’s deed of gift, (ii) consulta- . ~"."°
tions with the Departments having a primary sub]cct-matter interest, '
and (iii) the provisions of Section 5.

Sec. 12. Historical Resean‘h and Acce:: by Former Government ST
. Officic 1 I in 6(A) that a to ¢ e
A information or material be granted only as is necessary for the perform-:> - - PRI
ance of one’s duties shall not apply to persons outside the executive .
branch who are engaged in historical research projects or who have -
previously occupied policy,making positions to which they were '
appointed by the President; Provided, however, that'in each case thc
head of the originating Department shall:

(i) determine that access is clearly consxstent with thc mtercsts of
national security; and - . o

(ii) take appropriate steps to assure that classified information ‘or .
material is not published or otherwise compromised.

/\ W~ . —Access granted a person by reason of his having previously occuplcd a®
pohcy-makmg position shall be limited to thos¢ papers which thc
R e forner official originated, reviewed, sizned or received while in public

A 7. offite.

Sec: 13. Administrative and Judicial Action. (A) Any officer ‘or.
. - employee of the United States who unnecessarily classifies or over-
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- classifies information or material shall be notified that his actions are in
5 violation of the terms of this order or of a directive of the President
4 .. " issued through the National Security Council. Repeated abuse of the
", ... o classification process shall be grounds for an administrative reprimand.
" In any ¢ase where the Departmental committec or the Interagency Classi-

- ‘fication Review Committee finds that unnecessary classification or over-
“classification has oceurred, it shall make a report to the head of the

Department concerned in order that corrective steps may be taken

- (B) The head of each Department is directed to take prompt and —_ )
] . st.rmgent administrative action against any officer or employce of the ~ ;‘,f
" United States, at any level of employment, determined to have been re- i

« sponsible for any release or disclosure of national security information or L e

. material in 2 manner not authorized by or under this order or a directive
' of the President issued through the National Security Council. Where a

~ = violation of criminal statutes may be involved, Departments wxll refer
a.ny such case promptly to, the Dcpartmcnt of Justice.

.,SEG 14. Revocation of Executive Order No. 10501. Executive Order
: No, 10501 of November 5, 1953, as-amended by Executive Orders No.
10816 of May.8, 1959, No. 10901 of January 11, 1961, No. 10964 of
. September 20, 1961, No.. 10985 of January 15, 1962, No. 11097 of

- March 6, 1963 and by Section 1(a) of No. 11382 of November 28, 1967,
$ is supersedcd asof t.hq eﬁccuvc dateof thxs order.

Sec. 15,4Eﬁec_tive date, Thls order shall become eﬁecuve on June 1

o e ¢ e e e % e -
[N S

= Tm-: WHITE Housz, R
: March '8, 1972
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Title 3—The President

Executive Order 12065 U

National Security Information

June

28, 1978

By the authority vested in me as President by the Constitution and laws of the
United States of America, in order to balance the public’s interest in access to
Government information with the need ta protect certain national security informa-
tion from disclosure, it is hereby ordered as follows:
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Executive Orders E.Q. 14

SECTION 1. ORIGINAL CLASSIFICATION.
1-1. Classification Designation.

1-101. Except as provided in the Atomic Energy Act of 1954, as amended, this
Order provides the only basis for classifying information. Information may be
classified in one of the three designations listed below. If there is reasonable doubt
which designation is appropriate, or whether the information should be classified at
all, the less restrictive designation should be used, or the information should not be
classified.

1-102. “Top Secret” shall be applied only to information, the unauthorized
disclosure of which reasonably could be expected to cause exceptionally grave
damage to the national secunity.

1-103. *“Secret” shall be applied only to information, the unauthorized disclo-
sure of which reasonably could be expected to cause serious damage to the national
secunity.

1-104. "Confidential” shall be applied to information, the unauthorized disclo-
sure of which reasonably could be expected to cause identifiable damage to the

national security.
1-2, Classification Authonty.

1-201. Top Secret. Authority for original classification of information as Top
Secret may be exercised only by the President, by such officials as the President may
designate by publication in the FEDERAL REGISTER, by the agency heads listed below,
and by officials to whom such authority is delegated in accordance with Section 1-

204:

The Secretary of State

The Secretary of the Treasury

The Secretary of Defense

The Secretary of the Army

The Secretary of the Navy

The Secretary of the Air Force

The Attorney General

The Secretary of Energy

The Chairman, Nuclear Regulatory Commission

The Director, Arms Control and Disarmament Agency

The Director of Central Intelligence

The Administrator, National Aeronautics and Space Administration

The Administrator of General Services (delegable only to the Director, Federal
Preparedness Agency and to the Director, Information Security Oversight Office)

1-202, Secret. Authority for original classification of information as Secret may
be exercised only by such officials as the President may designate by publication in
the FEDERAL REGISTER, by the agency heads listed below, by officials who have Top
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Secret classification authority, and by officials to whom such authority is delegated
in accordance with Section [-204:

The Secretary of Commerce

The Secretary of Transportation

The Administrator, Agency for International Development
The Director, International Communication Agency

1-203. Confidential. Authority for original classification of information as Conlfi-
dential may be exercised only by such officials as the President may designate by
publication in the FEDERAL REGISTER, by the agency heads listed below, by officials
who have Top Secret or Secret classification authority, and by officials to whom
such authority is delegated in accordance with Section 1-204:

The President and Chairman, Export-Import Bank of the {nited States

The President and Chief Executive Officer, Overseas Private Investment Corpo-
ration _

1-204. Limitations on Delegation of Classification Authority.

(a) Authority for original classification of information as Top Secret may be
delegated only to principal subordinate officials who have a frequent need to
exercise such authority as determined by the President or by agency heads listed in
Section 1-201.

(b) Authority for original classificatiori of information as Secret may be delegat-
ed only to subordinate officials who have a frequent need to exercise such authority
as determined by the President, by agency heads listed in Sections 1~201 and 1-202,
and by officials with Top Secret classification authority.

(¢) Authority for original .classification of information as Confidential may be
delegated only to subordinate officials who have a frequent need to exercise such
authority as determined by the President, by agency heads listed in Sections 1-201,
1-202, and 1-203, and by officials with Top Secret classification authority.

(d) Delegated original classification authority may not be redelegated.

(e) Each delegation of original classification authority shall be in writing by
name title of position held.

(f) Delegations of original classification authority shall be held to an absolute
minimum. Periodic reviews of such delegations shall be made to ensure that the
officials so designated have demonstrated a continuing need to exercise such
authority.

1-205. Exceptional Cases. When an employee or contractor of an agency that does
not have original classification authority originates information believed to require
classification, the information shall be protected in the manner prescribed by this
Order and implementing directives. The information shall be transmitted promptly
under appropriate safeguards to the agency which has appropriate subject matter
interest and classification authority. That agency shall decide within 30 days whether
to classify that information. If it is not clear which agency should get the informa-
-tion, it shall be sent to the Director of the Information Security Oversight Office
established in Section 5~2 for a determination.
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1-3. Classification Requirements.

1-301. Information may not be considered for classification unless it concerns:

(a) military plans, weapons, or operations;

(b) foreign government information;

(c} intelligence activities, sources or methods;

(d) foreign relations or foreign activities of the United States;

(e} scientific, technological, or economic matters relating. to the national
security; .

(f) United States Government programs for safeguarding nuclear materials or
facilities; or

{g) other categories of information which are related to national security and

which require protection against unauthorized disclosure as determined by the
President, by a person designated by the President pursuant to Section 1-201, or by
an agency head.

1-302. Even though information is determined to concern one or more of the
criteria in Section 1-301, it may not be classified unless an original classification
authority also determines that its unauthorized disclosure reasonably could be ex-
pected to cause at least identifiable damage to the national security.

1-303: Unauthorized disclosure of foreign government information or the iden-
tity of a confidential foreign source is presumed to cause at least identifiable damage
to the national secunty.

1-304. Each determination under the criterion of Section 1-301(g) shall be
reporied promptly to the Director of the Information Security Oversight Office.

1. Duration of Classification.

1—01. Except as permitted in Section 1-402, at the time of the original classifi-
cation each original classification authority shall set a date or event for automatic
declassification no more than six years later.

1—02. Only officials with Top Secret classification authority and agency heads
listed in Section 1-2 may classify infor for more than six years from the date
of the original classification. This authority snall be used sparingly. In such cases, a
declassification date or event, or a date for review, shall be set. This date or event
shall be as early as national security permits and shall be no more than twenty years
after original classification, except that for foreign government information the date
or event may be up to thirty years after original classification.

1-5. /dentification and Markings.

1-301. At the time of original classification, the following shall be shown on the

face of paper copies of all classified documents: i

(a) the identity of the original classification authority;

(b) the office of ongin;
{c) the date or event for declassification or review; and

(d) one of the three classification designations de. {1 in Section 1-1.

193




e s .

R )

E.Q. 12065 Title 3—The President

1-502. Documents classified for more than six years shall also be marked with
the identity of the official who authorized the prolonged classification. Such docu-
ments shall be annotated with the reason the classification is expected to remain
necessary, under the requirements of Section 1-3, despite the passage of time. The
reason for the prolonged classification may be stated by reference to criteria set
forth in agency implementing regulations. These criteria shall explain in narrative
form the reasoa the information needs to be protected beyond six years. If the
individual who signs or otherwise authenticates a document also is authorized to
classify it, no further annotation of identity is required.

1-503. Only the designations prescribed by this Order may be used to identify
classified information. Markings such as *“For Official Use Only” and ‘“Limited
Official Use” may not be used for that purpose. Terms such as “Conference” or
“Agency” may not be used in conjunction with the classification designations pre-
scribed by this Order; e.g., “Agency Confidential” or “Conference Confidential.”

1-504. In order to facilitate excerpting and other uses, each classified document
shall, by marking or other means, indicate clearly which portions are classified, with
the applicable classification designation, and which portions are not classified. The
Director of the Information Security Oversight Office may, for good cause, grant
and revoke waivers of this requirement for specified classes of documents or infor-
mation.

1-505. Foreign government information shall either retain its original classifica-
tion designation or be assigned a United States classification designation that shall
ensure a degree of protection equivalent to that required by the entity that furnised
the information.

1-506. Classified documents that contain or reveal information that is subject to
special dissemination and reproduction limitations authorized by this Order shall be
marked clearly so as to place the user on notice of the restrictions.

1-6. Prohibitions.

1-601. Classification may not be used to conceal violations of law, inefficiency,
or administrative error, to prevent embarrassment to a person, organization or
agency, or to restrain competition.

1-602. 1  : scientific research information not y ed to the national
security may not be classified.

1-603. A product of non-government research and development that does not
incorporate or reveal classified information to which the producer or developer was
given prior access may not be classified under this Order until and unless the
government acquires a proprietary interest in the product. This Order does not
affect the provisions of the Patent Secrecy Act of 1952 (35 U.S.C. 181-188).

1-604. References to classified documents that do not disclose classified infor-
mation may not be classified or used as-a basis for classification.

1-605. Classification may not be used to limit dissemination of information that
is not classifiable under the provisions of this Order or to prevent or delay the
public release of such information.

1-606. No document originated on or after the effective date of this Order may
be classified after an agency has ei a iest for the document under the
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Freedom of Information Act or the Mandatory Review provisions of this Order
(Section 3-5), unless such classification is consistent with this Order and is author-
ized by the agency head or deputy agency head. Documents originated before the
effective date of this Order and subject to such a request may not be classified
unless such classification is consistent with this Order and is authorized by the
senior official designated to oversee the agency information security program or by
an official with Top Secret classification authority. Classification authority under this
provision shall be exercised personally, on a document-by-document basis.

1-607. Classification may not be restored to documents already declassified and
released to the public under this Order or prior Orders.

SECTION 2. DERIVATIVE CLASSIFICATION.
2-1. Use of Derivative Classification.

2-101. Original classification authority shall not be delegated to persons who
only reproduce, extract, or summarize classified information, or who only apply
classification markings derived from source matenal or as directed by a classification
guide. )

2-102. Persons who apply such derivative classification markings shall:

(a) respect original classification decisions;

(b) verify the information’s current level of classification so far as practicable
before applying the markings; and

(c) carry forward to any newly created documents the assigned dates or events
for declassification or review and any additional authonized markings, in accordance
with Sections 2-2 and 2-301 below. A single marking may be used for documents
based on multiple sources.

2-2. Classification Guides.

2-201. Classification guides used to direct derivative classification shall specifi-
cally identify the information to be classified. Each classification guide shall specifi-
cally indicate how the designations, time limits, markings, and other requirements of
this Order are to be applied to the information.

2-202. Each such guide shall be approved personally and in writing by an
age lis in Section or by an offi  with Top Secret classification
authority. Such approval constitutes an original classitication decision.

2-3. New Material

2-301. New material that derives its classification from information classified on
or after the effective date of this Order shall be marked with the declassification
date or event, or the date for review, assigned to the source information.

2-302. New material that derives its classification from information classified
under prior Orders shall be treated as follows:

(a) If the source material bears a declassification date or event twenty years or
less from the date or origin, that date or event shall be carmied forward on the new
matenial,

(b) If the source matenal bears no declassification date or event or is marked
for declassification beyond twenty years, the new material shall be marked with a
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date for review for declassification at twenty years from the date of original classifi-
cation of the source material,

(¢) If the source material is foreign government information bearing no date or
event for declassification or is marked for declassification beyond thirty years, the
new material shall be marked for review for declassification at thirty years from the
date of original classification of the source matenal.

SECTION 3. DECLASSIFICATION AND DOWNGRADING.

3=1. Declassification Authority.

3-101. The authority to declassify or downgrade information classified under
this or prior Orders shall be exercised only as specified in Section 3-1.,

3-102. Classified information may be declassified or downgraded by the official
who authorized the original classification if that official is still serving in the same
position, by a successor, or by a supervisory official of either.

3-103. Agency heads named in Section 1-2 shall designate additional officials at
the lowest practicable echelons to exercise declassification and downgrading authori-
ty.

3-104. If the Director of the Information Security Oversight Office determines
that information is classified in violation of this Order. the Director may require the
information to be declassified by the agency that originated the classification. Any
such decision by the Director may be appealed to the National Security Council.
The information shall remain classified until the appeal is decided or until one year
from the date of the Director’s decision, whichever occurs first.

3-105. The provisions of this Order relating to declassification shall also apply
to agencies which, under the terms of this Order, do not have original classification
authority but which had such authority under prior Orders.

3-2. Transferred [nformation.

3-201. For classified information transferred in conjunction with a transfer of
functions—not merely for storage purposes—the receiving agency shall be deemed
to be the originating agency for all purposes under this Order.

3-202  r classified information not tr din a dan  with tion
201, but originated in an agency which has ceased to exist, each agency in posses-
sion shall be deemed to be the originating agency for all purposes under this Order.
Such information may be declassified or downgraded by the agency in possession
after consulting with any other agency having an interest in the subject matter.

3-203. Classified information transferred to the General Services Administra-
tion for accession into the Archives of the United States shall be declassified or
downgraded by the Archivist of the United States in accordance with this Order, the
directives of the Information Security Oversight Office, and the agency guidelines.

3-204. After the termination of a Presidential administration, the Archivist of
the United States shall review and declassify or downgrade all information classified
by the President, the White House Staff, committees or commissions appointed by
the President, or others acting on the President's behalf. Such declassification shall
only be undertz in accordance with the provisions of Section 3-504.
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3-3. Declassification Policy.

3-301. Declassification of classified information shall be given emphasis compa-
rable to that accorded classification. Information classified pursuant to this and prior
Orders shall be declassified as early as national security considerations permit.
Decisions concerning declassification shall be based on the loss of the information’s
sensitivity with the passage of time or on the occurrence of a declassification event.

3-302. When information is reviewed for declassification pursuant to this Order
or the Freedom of Information Act, it shall be declassified unless the declassification
authority established pursuant to Section 3-1 determines that the information con-
tinues to meet the classification requirements prescribed in Section 1-3 despite the
passage of time.

3-303. It is presumed that information which continues to meet the classifica-
tion requirements in Section 1-3 requires continued protection. In some cases,
however, the need to protect such information may be outweighed by the public
interest in disclosure of the information, and in these cases the information should
be declassified. When such questions arise, they shall be referred to the agency
head, a senior agency official with responsibility for processing Freedom of Informa-
tion Act requests or Mandatory Review requests under this Order, an official with
Top Secret classification authority, or the Archivist of the United States in the case
of material covered in Section 3-503. That official will determine.whether the public
interest in disclosure outweighs the damage to national security that might reason-
ably be expected from disclosure.

3-4. Systematic Review for Declassification,

3-401. Classified information constituting permanently valuable records of the
Government, as defined by 44 U.S.C. 2103, and information in the possession and
control of the Administrator of General Services, pursuant to 44 U.S.C. 2107 or
2107 note, shall be reviewed for declassification as it becomes twenty vears old.
Agency heads listed in Section 1-2 and officials designated by the President pursu-
ant to Section 1-201 of this Order may extend classification beyond twenty vears,
but only in accordance with Sections 3-3 and 3-402. This authority may not be
delegated. When classification is extended beyond twenty years, a date no more
than ten years later shall be set for declassification or for the next review. That date
shall be marked on the document. Subsequent reviews for declassil on shall be
set at no more than ten year intervals. The Director of the Information Security
Oversight Office may extend the period between subsequent reviews for specific
categories of documents or information.

3-402. Within 180 days after the effective date of this Order, the agency heads
listed in Section 1-2 and the heads of agencies which had original classification
authority under prior orders shall, after consultation with the Archivist of the United
States and review by the Information Secunty Oversight Office, issue and maintain
guidelines for systematic review covering twenty-year old classified information
under their jurisdiction. These guidelines shall state specific, limited categories of
information which, because of their national security sensitivity, should not be
declassified automatically but should be reviewed item-by-item to determine whether
continued protection beyond twenty years is needed. These guidelines shall be
authorized for use by the Archivist of the United States and may, upon approval of
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the issuing authority, be used by any agency having custody of the information. All
information not identified in these guideiines as requiring review and for which a
prior automatic declassification date has not been established shall be deciassified
automatically at the end of twenty years from the date of original classification,.

3-403. Nothwithstanding Sections 3401 and 3-402, the Secretary of Defense
may establish special procedures for systematic review and declassification of classi-
fied cryptologic information, and the Director of Central Intelligence may establish
special procedures for systematic review and declassification of classified informa-
tion concerning the identities of clandestine human agents. These procedures shall
be consistent, so far as practicable, with the objectives of Sections 3-401 and 3-402.
Prior to implementation, they shall be reviewed and approved by the Director of the
Information Security Oversight Office and, with respect to matters pertaining to
intelligence sources and methods, by the director of Central Intelligence. Disapprov-
al of procedures by the Director of the Information Security Oversight Office may
be appealed to the National Security Council. In such cases, the procedures shall
not be implemented until the appeal is decided.

3—104. Foreign government information shall be exempt from automatic declas-
sification and twenty year systematic review. Unless declassified earlier, such infor-
mation shall be reviewed for declassification thirty years from its date of origin.
Such review shall be in accordance with the provisions of Section 3-3 and with
guidelines developed by agency heads in consultation with the Archivist of the
United States and, where appropriate, with the foreign government or international
organization concerned. These guidelines shall be authorized for use by the Archi-.
vist of the United States and may, upon approval of the issuing authority, be used
by any agency having custody of the information.

3—405. Transition to systematic review at twenty vears shall be implemented as
rapidly as practicable and shall be completed no more than ten years from the
effective date of this Order.

3-5. Mandatory Review for Declassification.

3-501. Agencies shall establish a mandatory review procedure to handle re-
quests by a member of the public, by a government employee, or by an agency, to
declassify and release information. This procedure shall apply to information classi-
fied under this Order or prior Orders. Except as provided in Section 3-503, upon
such a request the information shall be reviewed for possible declassification, pro-
vided the request reasonably describes the information. Requests for declassification
under this provision shall be acted upon within 60 days. After review, the informa-
tion or any reasonably segregable portion thereof that no longer requires protection
under this Order shall be declassified and released unless withholding is otherwise
warranted under applicable law.

3-502. Requests for declassification which are submitted under the provisions
of the Freedom of Information Act shall be processed in accordance with the
provisions of that Act.

3-503. Information less than ten vears old which was originated by the Presi-
dent, by the White House Staff, or by committees or commissions appointed by the
President, or by others acting on behalf of the President, including such information
in the possession and control of the Administrator of General Services pursuant to
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44 U.S.C. 2107 or 2107 note, is exempted from the provisions of Section 3-501,
Such information over ten years old shall be subject to mandatory review for
declassification. Requests for mandatory review shall be processed in accordance
with procedures developed by the Archivist of the United States. These procedures
shall provide for consultation with agencies having primary subject matter interest.
Any decision by the Archivist may be appealed (o the director of the Information
Security Oversight Office. Agencies with primary subject matter interest shall be
notified promptly of the Director’'s decision on such appeals and may further appeal
to the National Security Council through the process set forth in Section 3-104.

3-504. Requests for declassification of classified documents originated by an
agency but in the possession and control of the Administrator of General Services,
pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the Archivist 1o the
agency of origin for processing in accordance with Section 3-501 and for direct
response to the requestor. The Archivist shall inform requestors of such referrals.

3-505. No agency in possession of a classified document may, in response to a
request for the document made under the Freedom of Information Act or this
Order’s Mandatory Review provision, refuse to confirm the existence or non-exist-
ence of the document, unless the fact of its existence or non-existence would itself
be classifiable under this Order.

3-6. Downgrading.

3-601. Classified information that is marked for automatic downgrading is
downgraded accordingly without notification to holders.

3-602. Classified information that is not marked for automatic downgrading
may be assigned a lower classification designation by the originator or by other
. authorized officials when such downgrading is appropriate. Notice of downgrading
shall be provided to holders of the information to the extent practicable,

SECTION 4. SAFEGUARDING.

4-1, General Restriclions on Access.

4-101. No person may be given access to classified information unless that
person has been determined to be trustworthy and unless access is necessary for the
performance of official duties.

4-102, All classified information shall be marked conspicuously to put users on
notice of its current classification status and, if appropriate, to show any special
distribution or reproduction restrictions authorized by this Order.

1-103. Controls shall be established by each agency to ensure that classified
information is used, processed, stored, reproduced, and transmitted only under
conditions that will provide adequate protection and prevent access by unauthorized
persons,

4-104. Classitied information no longer needed in current working files or for
reference or record purposes shall be processed for appropriate disposition in
accordance with the provisions of Chapters 21 and 33 of Title 44 of the United
States Code, which governs disposition of Federal records.

4-105. Classified information disseminated outside the Executive branch shall
be given protection equivalent to that afforded within the Executive branch.
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4-2, Special Access Programs,

4-201. Agency heads listed in Section 1-201 may create special access programs
to control access, distribution, and protection of particularly sensitive information
classified pursuant to this Order or prior Orders. Such programs may be created or
continued only by wnitten direction and only by those agency heads and, for matters
pertaining to intelligence sources and methods, by the Director of Central Intelli-
gence. Classified information in such programs shall be declassified according to the
provisions of Section 3.

4-202. Special access programs may be created or continued only on a specific
showing that:

(a) normal management and safeguarding procedures are-not sufficient to limic
need-to-know or access;

(b) the number of persons who will need access will be reasonably small and
commensurate with the objective of providing extra protection for the information
involved; and

(c) the special access controls balance the need to protect the information
against the full spectrum of needs to use the information.

4-203. All special access programs shall be reviewed regularly and, except those
required by treaty or international agreement, shall terminate automatically every
five years unless renewed in accordance with the procedures in Section 4-2.

4-204. Within 180 days after the effective date of this Order, agency heads shall
review all existing special access programs under their jurisdiction and continue
them only in accordance with the procedures in Section 4-2. Each of those agency
heads shall also establish and maintain a system of accounting for special access
programs. The Director of the Information Security Oversight Office shall have
non-delegable access to all such accountings.

4-3. Access by Historical Researchers and Former Presidential Appointees.

4-301. The requirement in Section 4-101 that access to classified information
may be granted only as is necessary for the performance of official duties may be
waived as provided in Section 4-302 for persons who:

(a) are engaged in historical research projects, or

(b) previously have occupied policy-making positions to which they were ap-
pointed by the President.

4-302. Waivers under Section 4-301 may be granted only if the agency with
jurisdiction over the information:

(a) makes a written determination that access is consistent with the interests of
national security;

(b) 1akes appropriate steps to ensure that access is limited to specific categories
of information over which that agency has classification jurisdiction; -

(c) limits the access granted to former Presidential appointees to items that the
person originated, reviewed, signed or received while serving as a Presidential
appointee.
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4~4. Reproduction Controls,

4—01. Top Secret documents may not be reproduced without the consent of
the originating agency unless otherwise marked by the originating office.

4—102. Reproduction of Secret and Confidential documents may be restricted
by the originating agency.

4-403. Reproduced copies of classified documents are subject to the same
accountability and controls as the original documents.

4-404. Records shall be maintained by all agencies that reproduce paper copies
of classified documents to show the number and distribution of reproduced copies
of all Top Secret documents, of all documents covered by special access programs
distributed outside the originating agency, and of all Secret and all Confidential
documents which are marked with special dissemination and reproduction limita-
tions in accordance with Section 1-306.

4—405. Sections 4—01 and 4402 shall not restrict the reproduction of docu-
ments for the purpose of facilitating review for declassification. Howewer, such
reproduced documents that remain classified after review must be destroyed after

they are used.
SECTION 5. IMPLEMENTATION AND REVIEW.

5~1. Oversight.

5-101. The National Security Council may review all matters with respect to the
implementation of this Order and shall provide overall policy direction for the
information security program.

5-102. The Administrator of General Services shall be responsible for imple-
menting and monitoring the program established pursuant to this Order. This
responsibility shall be delegated to an Information Security Oversight Office.

5~2. Information Security Oversight Office.

5-201. The Information Security Oversight Office shall have a full-time Director
appointed by the Administrator of General Services subject to approval by the
President. The Administrator also shall have authority to appoint a stafl for the
Office. :

5-202. The Director shall:

(a) oversee agency actions to ensure compliance with this Order and imple-
menting directives;

(b) consider and take action on complaints and suggestions from persons within
or outside the Government with respect to the administration of the information
security program, including appeals from decisions on declassification requests pur-
suant to Section 3-503;

{c) exercise the authority to declassify information provided by Sections 3-104
and 3-503;

(d) develop, in consultation with the agencies, and promulgate, subject to the
approval of the National Security Council, directives for the implementation of this

Order which shall be binding on the agencies;
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(e) report annually to the President through the Administrator of General
Services and the National Security Council on the implementation of this Order;

(f) review all agency implementing regulations and agency guidelines for sys-
tematic declassification review. The Director shall require any regulation or guide-
line to be changed if it is not consistent with this Order or implementing directives.
Any such decision by the Director may be appealed to the National Security Council.
The agency regulation or guideline shall remain in effect until the appeal is decided
or until one year from the date of the Director's decision, whichever occurs first.

(g) exercise case-by-case classification authority in accordance with Section -
205 and review requests for original classification authority from agencies or offi-
cials not granted original classification authority under Section 1=2 of this Order;
and

(h) have the authority to conduct on-site reviews of the information security
program of each agency that handles classified information and to require of each
agency such reports, information, and other cooperation as necessary to fulfill his
responsibilities. If such reports, inspection, or access to specific categories of classi-
fied information would pose an exceptional national security risk, the affected
agency head may deny atcess. The Director may appeal denials to the National
Security Council. The denial of access shall remain in effect until the appeal is
decided or until one year from the date of the denial, whichever occurs first.

5-3. Interagency Information Security Commiltee.

5-301. There is established an Interagency Information Security Committee
which shall be chaired by the Director and shall be comprised of representatives of
the Secretaries of State, Defense, Treasury, and Energy, the Attorney General, the
Director of Central Intelligence, the National Security Council, the Domestic Policy
Stafl, and the Archivist of the United States.

5-302. Representatives of other agencies may be invited to meet with the
Committee on matters of particular interest to those agencies.

5-303. The Committee shall meet at the call of the Chairman or at the request
of a member agency and shall advise the Chairman on implementation of this order.

5-4. Cencral Responsibilities.

5-401. A copy of any information security regulation and a copy of any guide-
line for systematic declassification review which has been adopted pursuant to this
Order or implementing directives, shail be submitted to the Information Security
Oversight Office. To the extent practicable, such regulations and guidelines should
be unclassified.

5—02. Unclassified regulations that establish agency information security policy
and unclassified guidelines for systematic declassification review shall be published
in the FEDERAL REGISTER,

5-403. Agencies with original classification authority shall promulgate guides
for security classification that will facilitate the identification and uniform classifica.
tion of information requiring protection under the provisions of this Order.

5—04. Agencies which originate or handle classified information shall:
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(a) designate a senior agency official to conduct an active oversight program to
ensure effective implementation of this Order;

(b) designate a senior agency official to chair an agency committee with authori-
ty to act on all suggestions and complaints with respect to the agency's administra-
tion of the information security program;

(c) establish a process to decide appeals from denials of declassification re-
quests submitted pursuant to Section $-5;

(d) establish a program to familiarize agency and other personnel who have
access to classified information with the provisions of this Order and implementing
directives. This program shall impress upon agency personnel their responsibility to
exercise vigilance in complying with this Order. The program shall encourage
agency personnel to challenge, through Mandatory Review and other appropriate
procedures, those classification decisions they believe to be improper;

(e) promulgate guidelines for systematic review in accordance with Section 3~
402; ‘

(f) establish procedures to prevent unnecessary access to classified information,
including procedures which require that a demonstrable need for access to classified
information is established before initiating administrative clearance procedures, and

which ensures that the number of people granted access to classified information is
reduced to and maintained at the minimum number that is consistent with oper-

ational requirements and needs; and

(g) ensure that practices for safeguarding information are systematically re-
viewed and that those which are duplicative or unnecessary are eliminated.

5-405. Agencies shall submit to the Information Security Oversight Office such
information or reports as the Director of the Office may find necessary to carry out
the Office’s responsibilities.

5=5. Administrative Sanctions.

5-501. If the Information Security Oversight Office finds that a violation of this
Order or any implementing directives may have occurred, it shall make a report to
the head of the agency concerned so that corrective steps may be taken.

5-502. Officers and employees of the United States Government shall be sub-
ject to appropriate administrative sanctions if they:

(a) knowingly and willfully classify or continue the classification of information
in violation of this Order or any implementing directives; or

(b) knowingly, willfully and without authorization disclose information properly
classified under this Order or prior Orders or compromise properly classified infor-
tation through negligence; or

(c) knowingly and willfully violate any other provision of this Order or imple-
menting directive.

5-503. Sanctions may include reprimand, suspension without pay, removal,
termination of classification authority, or other sanction in accordance with applica-

ble law and agency regulations.
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5-504. Agency heads shall ensure that appropriate and prompt corrective action
is taken whenever a violation under Section 5-502 occurs. The Director of the
Information Security Oversight Office shall be informed when such viclations occur.

5-505. Agency heads shall report to the Attorney General evidence reflected in
classified information of possible violations of Federal criminal law by an agency
employee and of possible violations by any other person of those Federal criminal
laws specified in guidelines adopted by the Attorney General.

SECTION 6. GENERAL PROVISIONS.
6-1. Definitions.
6-101. “Agency” has the meaning defined in 5 U.S.C. 552(e).

6-102. “Classified information” means information or material, herein collec-
tively termed information, that is owned by, produced for or by, or under the
control of, the United States Government, and that has been determined pursuant
to this Order or prior Orders to require protection against unauthorized disclosure,

and that is so designated.

6-103. “Foreign government information’ means information that has been
provided to the United States in confidence by, or produced by the United States
pursuant to a written joint arrangement requiring confidentiality with, a foreign
government or international organization of governments.

6-104. “National security” means the national defense and foreign relations of
the United States.

6-105. “*Declassification event’ means an event which would eliminate the need
for continued classification.

6-2. General.

6-201. Nothing in this Order shall supersede any requirement made by or
under the Atomic Energy Act of 1954, as amended. 'Restricted Data™ and informa-
tion designated as “Formerly Restricted Data’ shall be handled, protected, classi-
fied. downgraded, and declassified in conformity with the provisions of the Atomic
E 1y Actofl¢ a:  ended, and regulations it  d pursuant thereto.

6-202. The Autorney General, upon request by the head of an agency, his duly
designated representative, or the Director of the Information Security Oversight
Office, shall personally or through authorized represcntatives of the Department of
Justice render an interpretation of this Order with respect to any question arising in
the course of its administration.

6-203. Executive Order No. 11652 of March 8, 1972, as amended by Executive
Order No. 11714 of April 24, 1973, and as further amended by Executive Order No.
11862 of June 11, 1975, and the National Security Council Directive of May 17,
1872 (3 CFR 1085 (1971-75 Comp.)) are revoked.

6-204. This Order shall become effective on December 1, 1978, except that the
functions of the Information Security Oversight Office specified in Sections 5-
202(d) and 5-202(f) shall be effective immediately and shall be performed in the
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interim by the Interagency Classification Review Committee established pursuant to
Executive Order No. 11652,

Jimmy CARTER

Tue WHrTe House,
June 28, 1978.

EprrortaL NoTe: The President's statement of June 29, 1978, on issuing Executive Order 12065, is
printed in the Weekly Compilation of Presidential Documents (vol. 14, p. 1193).
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