
BRIEF FOR PLAINTIFF-APPELLANT 

  

  

IN THE 

NITED. STATES COURT OF APPEALS 

  

  

FOR THE DISTRICT OF COLUMBIA OP fe 
“Cr, 

cme ff VE 

AUS 9 
oy i 

No. 78-2305 Stayt OF x. 979 
“~~ Cote Oth re 

NF app £O 

JAMES H. LESAR, 

Plaintiff-Appellant 

Vv. 

UNITED STATES DEPARTMENT OF JUSTICE, 

Defendant-Appellee 

  

On Appeal from the United States District Court for the 

District of Columbia, Hon. Gerhard A. Gesell, Judge 

  

James H. Lesar 

910 16th Street, N.W., #500 

Washington, D.C. 20006 

Pro se



IN THE 

UNITED STATES COURT OF APPEALS 

FOR THE DISTRICT OF COLUMBIA 

JAMES H. LESAR, 

Plaintiff-Appellant 

sp
 

ff
 

00
 

8
 

No. 78-2305 

ee
 

68
 

U.S. DEPARTMENT OF JUSTICE 

Defendant-Appellee 

CERTIFICATE REQUIRED BY RULE 8(c) OF THE GENERAL 

RULES OF THE UNITED STATES COURT OF APPEALS FOR 

THE DISTRICT. OF COLUMBIA CIRCUIT 
  

Appellant pro se certifies that the following listed parties 

and amici (it any) appeared below: 

James H. Lesar (Plaintiff) 

U.S. Department of Justice (Defendant) 

These representations are made in order that judges of 

this Court, inter alia, may evaluate possible disqualification 

or recusal. 

  

JAMES H. LESAR 
Appellant pro se



TABLE OF CONTENTS 
  

STATEMENT OF TISSUES . . . 2. 2 © © © «© © © © © © © © © © © 2 

STATUTES AND REGULATIONS .. . 2. 2. © «© © «© © © © © © © © © « 

REFERENCES TO PARTIES AND RULINGS . .... « «© «© © «© «© «© « 

STATEMENT OF THE CASE . . . 2. 6 «© © «© © © © © © © © © © © « 

A. Historical Background--Genesis of OPR Task Force . 

B. Plaintiff's FOIA Request ......-+.+.+-+-+e- 

C. Proceedings in District Court .......-e-e.-. 

1. Preliminaries ......- 5+ ee ee eee 

2. Vaughn Response .... . . 26 2. + © 2 2 we ew 

3. Summary Judgment Motions . . . . . 6 « © se « 

4. Oral Argument . . . . 2. 6. 2 6 6 2 we we ee ee 

5. The District Court's Decision ....... . 

SUMMARY OF ARGUMENT . 2. 2. 6 6 2 6 2 © © ee te oe we ee el 

ARGUMENT 2. 2. 6 6 6 8 © © ee ee ew ew 

I. CHANGE IN LAW PENDING APPEAL REQUIRES REMAND FOR 

DE NOVO REVIEW OF EXEMPTION 1 CLAIMS UNDER E.O. 

11652 AND RAY V. TURNER . . . 2. 2 © © © «© © © © @ 

IIL. DISTRICT COURT ERRONEOUSLY GRANTED SUMMARY JUDG-— 

MENT IN FAVOR OF DEPARTMENT ON EXEMPTION 1 CLAIMS 

WITHOUT ALLOWING DISCOVERY OR CONDUCTING AN IN 

CAMERA EXAMINATION . 2. «© © «© © © © © © © «© © © © = 

A. Violation of Classification Procedures ... . 

B. Conclusory Affidavits .....+. ++... .s.- 

III. FEDERAL AGENCY COPIES OF RECORDS OF LOCAL LAW EN- 

FORCEMENT AGENCY ARE NOT ENTITLED TO BLANKET IM- 

MUNITY UNDER (b) (7) (D) . . - 2. 2. 2 2 2 ee ew ew ee 

Iv. INFORMATION CANNOT BE EXCISED UNDER EXEMPTION 7 

WHERE RECORDS WERE NOT COMPILED FOR LAW ENFORCE- 

MENT PURPOSES . 2. 2. 6 26 © © 6 © © © © © 8 ew ee 

ie
 

ll 

il 

16 

18 

19 

21 

23A 

24 

41 

43



VI. 

DISTRICT COURT FAILED TO APPLY PROPER SUMMARY 

JUDGMENT STANDARDS IN THIS CASE . 

MATERIAL WITHHELD UNDER EXEMPTION 2 CAN BE RE- 

LEASED IN A MANNER WHICH ACCOMODATES LEGITIMATE 

PUBLIC INTEREST IN DISCLOSURE WITHOUT HARMING 

GOVERNMENTAL INTERESTS .. .- 

CONCLUSION . 

*Adickes v. 

. 

TABLE OF CASES 

S.H. Kress. & Co., 
  

Bloomgarden v. Coyer 
  

201 (1973) 

Bouchard v. Washington, 168 U.S.App.D.C. 402, 514 F.2d 

> 

, 516 U.S.App.D.C. 
. . . o 

  

824 (1974) . ee e . 

398 U.S. 144 

109, 

(1970) . 

479 F.2d 

. 

. 

*Bradley v. Richmond School Board, 417 U.S. 696 (1974) . 
  

Chamberlain v. Kurtz, 
  

Church of Scientology v. United States Dept. of Justice, 

589 F.2d 827 (5th Cir. 1979) 

  

410 F.Supp. 1297 (C.D.Cal.1976) . . . . 

Church of Scientology v. U.S. Postal Serv., 593 F.2d 
  

902 (9th Cir. 1979). 

*Ferguson v. 
  

Founding Church of Scientology of Washington, D.C., Inc. 

v. Griffin Bell, et al, D.C.Cir. No. 78-1391 (de- 

Kelley, 

cided June 25, 

448 F.Supp. 

1979) .. 

909 

. . » * 

  

*Halperin v. Department of State, 184 U.S.App.D.C. 124, 

565 F.2d 699 (1977) . . 

Lee Pharmaceuticals v. Kreps, 
  

1978) . 

Lesar v. Dept. 

. 

of Justice, 

. ° . . - 

  

eo . . 

e . . 

577 F.2d 610 
e- e . . 

455 F.Supp. 

il 

921 

(N.D.I11.1977) 

- . . . 

(9th Cir. 

° . - » 

(1978) . 

ry 

rd
 

ow (D 

44 

49 

50 

44 

44 

44 

23A, 26 

27 

21 

23C, 47 

40 

233, 
34 

28, 

Nh
 

~J
 

21-23, 

G
Q
)
 

b
o
~



Local 32 v. Irving, 91 LRRM 2513 (W.D.Wash.1976) . 
  

Nix v. United States, 572 F.2d 998 (4th Cir. 1978) 

*NLRB v. Sears, Roebuck & Co., 421 U.S. 132 (1975) . 

« ° . - 

*Nyhus v. Travel Management Corp., 151 U.S.App.D.C. 269, 
  

466 F.2d 440 (1972) . 2. - - © © © © © © ee 

*Ray v. Turner, 190 U.S.App.D.C. 290, 587 F.2d 1187 (1978) . 

*Rural Housing Alliance v. U.S. Dept. of Agriculture, 

162 U.S.App.D.C. 122, 498 F.2d 73 (1974) .. . ° . . . 

*Schaffer v. Kissinger, 164 U.S.App.D.C. 282, 505 F.2d 

389 (1974) 2. 2. 1 we ew we ew ee ee ee ee 

*Thorpe v. Housing Authority of the City of Durham, 

393 U.S. 268 (1969) . . -. «© «© © © © © ew we ew 

United States v. Diebold, Inc., 369 U.S. 654 (1972) 

*Weissman v. CIA, 184 U.S.App.D.C. 117, 565 F.2d 692 

OTHER AUTHORITIES 
  

28 C.F.R. § 17.4 2. © © © © © © © © 6 © © ee ee 

§ 17.14 a 

E.O. 11652, 37 Fed.Reg. 5209 (March 10, 1972) .. - 

E.O. 12065, 43 Fed.Reg. 28949 (July 3, 1978) .. . 

° ° oy ° 

. ° . ° 

(1977) 

- . . - 

37 Federal Bar Journal 1, "The FOIA National Security 
  

Exemption and the New Executive Order ... - 

H.Rep. No. 93-1380, 93d Cong, 2d Sess. (1974) . 

NSC Directive, 43 Fed.Reg. 10053 (May 19, 1972) .. 

5 u.S.Cc. § 552(b) (1) - ww ew we ee eee ee 

§ 552(b) (2) 2. 6 ww we ee ee ee 

§ 552(b) (7) (C) 2. 2 2 ew we ee ee ee 

§ 552 (b) (7) (D) a 

§ 552(b) (/)(E) . 6 ee ee ee ee ee 

*Cases chiefly relied upon are marked by asterisks 

iii 

. . . . 

48 

21 

27 

44-45 

27,34 
38-39 

48 

28 

27 

44 

23-25, 
34-43 

31 
31 

24-25, 
32-33,35 

24-27 

25 

33,42 

28 

23A-27, 
33-38, 45 
49 
43,46-47 
23B, 41- 
43, 45,48 
43



IN THE 

UNITED STATES COURT OF APPEALS 

FOR THE DISTRICT OF COLUMBIA 

  

No. 78-2305 

  

JAMES H. LESAR, 

Plaintiff-Appellant 

Vv. 

UNITED STATES DEPARTMENT OF JUSTICE, 

Defendant-Appellee 

  

On Appeal from the United States District Court for the 
District of Columbia, Hon. Gerhard A. Gesell, Judge 

  

BRIEF FOR PLAINTIPF-APPELLANT 

  

STATEMENT OF ISSUES 
  

1. Whether change in law during pendency of appeal requires 

remand for de novo review of Exemption 1 claims under provisions 

of new Executive order (E.O. 12065) and Ray v. Turner, 190 U.S.App. 

D.c. 290, 587 F.2d 1187 (1978)? 

2. Where records sought by plaintiff were classified after 

agency received his Freedom of Information Act request, was it



error for the District Court to grant summary judgment without 

allowing him to engage in discovery and without conducting in 

camera examination? 

3. Are federal agency copies of the records of a local law 

enforcement agency entitled to blanket immunity under 5 U.S.C. 

§ 552(b) (7) (D)? 

4. Can agency properly excise information under 5 U.S.C. 

§ 552(b) (7) (C) and (D) where records sought were not compiled for 

law enforcement purposes? 

5. Can information withheld pursuant to 5 U.S.C. § 552 (b) 

(2) be released in a manner which accomodates legitimate public 

interest in disclosure without harming governmental interests? 

6. Did genuine issues of material fact preclude award of 

summary judgment in favor of defendant? 

This case has not previously been before this Court, or any 

other Court (other than the Court below), under this or any other 

title. 

STATUTES AND REGULATIONS 
  

The Freedom of Information Act, 5 U.S.C. § 552, provides in 

pertinent part: 

(b) This section does not apply to matters 

that are-- 

(1) (A) specifically authorized under cri- 

teria established by an Executive order to be 

kept secret in the interest of national defense



or foreign policy and (B) are in fact properly 
classified pursuant to such Executive order; 

(2) related solely to the internal person- 
nel rules and practices of an agency; 

(7) investigatory records compiled for law 
enforcement purposes, but only to the extent 

that the production of such records would *** 
(C) constitute an unwarranted invasion of per- 
sonal privacy, (D) disclose the identity of a 
confidential source and, in the case of a rec- 

ord compiled by a criminal law enforcement au- 
thority in the course of a criminal investiga- 
tion, or by an agency conducting a lawful na- 
tional security intelligence investigation, 
confidential information furnished only by the 
confidential source 

Because of their length Executive order 11652, Executive 

order 12065, and the National Security Council directive of May 

19, 1972 implementing Executive order 11652 are set forth in the 

addendum to this brief. 

  

REFERENCES TO PARTIES AND RULINGS 

The parties to this litigation are James H. Lesar, the plain- 

tiff-appellant, and the United States Department of Justice, the 

defendant-appellee. 

On July 28, 1978 United States District Court Judge Gerhard A. 

Gesell filed a memorandum opinion on the issues in this Freedom of 

Information Act suit. This opinion is officially reported in



Lesar v. United States Dept. of Justice, 455 F.Supp. 921 (1978) 

and is reprinted at App. . 

On July 31, 1978, Judge Gesell filed an order and judgment 

granting summary judgment in favor of the defendant. [App. 

] 

STATEMENT OF THE CASE 
  

A. Historical Background--Genesis of OPR Task Force 
  

On November 1, 1975, William C. Sullivan, who had formerly 

served as Assistant Director, Domestic Intelligence Division, 

Federal Bureau of Investigation (FBI), testified to a Senate 

committee about the FBI's campaign of harrassment against Dr. 

Martin Luther King, Jr. He stated that from late 1963 until his 

assassination in April, 1968, Dr. King was the target of an in- 

tensive campaign by the FBI to "neutralize him as an effective 

civil rights leader. He asserted that in the war against King, 

"No holds were barred." (Senate Report No. 94-755, Final Report 

of the Select Committee to Study Governmental Operations with 

Respect to Intelligence Activities, Book II, p. 11) 

On November 24, 1975, as a consequence of Sullivan's testi- 

mony, Attorney General Edward H. Levi directed the Civil Rights 

Division of the Department of Justice to review Department of 

Justice and FBI files to determine whether the investigation of 

Dr. King's assassination should be reopened. On December l, 1975,



Assistant Attorney General J. Stanley Pottinger, Chief of the 

Civil Rights Division, specified that answers to two questions 

should be sought: 

1. What action, if any, was undertaken 

by the FBI which had or may have had an ezr— 

fect, direct or indirect, on the assassina-~ 

tion of Dr. Martin Luther King? 

2. What action, if any, was undertaken 

by the FBI which had or may have had any 

other adverse effect, direct or indirect, 

on Martin Luther King? 

On March 31, 1976, the Chief of the Civil Rights Division's 

Criminal Section, Mr. Robert A. Murphy. submitted a 5l-page re- 

1/ 
port on the results of his inquiry. In a memorandum accompany~ 

ing his report, Murphy recommended against reopening the investi- 

gation into Dr. King's assassination because "there is no evidence 

that the Bureau had anything to do with the shooting of Dr. King." 

Murphy further stated that while he believed that serious viola- 

tions of the privacy of Dr. King and many others had resulted 

from FBI actions, he did not recommend that action be taken against 

any individual because: (1) if criminal acts had occurred, the 

statute of limitations had long since expired; (2) no one had 

filed a civil suit against the Department or the FBI, in spite of 

publicity about the FBI's activities, so no decision had been made 

about what position the Department might take; and (3) no FBI em- 

ployee who was a section chief or higher who was involved in the 

  

1/ Murphy's March 31, 1976 report is one of the records at 

in plaintiff's suit. Initially it was withheld in its 

ty under Exemptions 1, 5, and 7(C) and (BE). [App. _ J]. Most 

of it was later released, but substantial portions remain 

withheld under Exemptions 1 and 7(C). (App. ]



King case still worked for the FBI, so no disciplinary action was 

needed. Murphy's memorandum also stated: 

I recommend against a public report by the 

Department or the appointing of a "blue ribbon” 

committee. The Church committee has largely 

performed that function and the risk of ad- 

versely affecting the reputation of many people 

is too great. I certainly recommend against my 

report being made public. 

The Murphy report, most of which was made public as a result 

of this lawsuit, is almost entirely devoted to the FBI's long 

campaign of harassment against Dr. King. Of its 51 pages, less 

than a page and a half contain material relating to Dr. King's 

assassination. This includes Murphy's statement that, "I saw 

nothing in the files I read that indicates any invovlement of the 

FBI in the assassination of Dr. King.” 

Murphy's report was transmitted to the Attorney General 

along with a covering memorandum by Assistant Attorney General 

J. Stanley Pottinger dated April 9, 1976. Pottinger stated that 

on the basis of the five-month preliminary review of files at FBI 

Headquarters which the Civil Rights Division had performed at his 

his direction, his tentative conclusions were: (1) there was no 

basis to believe that the FBI in any way caused the death of Dr. 

King, (2) no evidence was discovered that the FBI investigation 

of the assassination of Dr. King was not thorough and honest, and 

(3) instances were found indicating that the FBI undertook a sys~- 

tematic program of harasment of Dr. King in order to discredit him 

and harm both him and the movement he led.



Stating that the FBI's campaign of harassment against Dr. 

King "fairly gives rise to the question whether it culminated 

in some action which caused his death, and logically raises the 

question whether the investigation by the Bureau into his death 

was tainted by its institutional dislike for King," Pottinger 

recommended the establishment of a Justice Department Task Force 

"for the purpose of completing the review which we have begun." 

Pottinger also recommended the appointment of an Advisory Com- 

mittee of five to nine distinguished citizens to review the work 

of the Task Force. The Advisory Committee would have total and 

unfettered access to all "files, witnesses, and other information 

available to the Department and the Task Force .. .- .- Its pur- 

pose would be to "have an outside, fresh perspective on the state 

of our present information and the conduct of the investigation 

as it proceeds to its conclusions." 

On April 26, 1976, Attorney General Edward H. Levi directed 

Michael E. Shaheen of the Office of Professional Responsibility 

to continue the review which the Civil Rights Division had begun 

and to furnish him and FBI Director Clarence M. Kelley with answers 

to four specific questions: (1) Whether the FBI investigation of 

Dr. King's assassination was thorough and honest; (2) Whether there 

is any evidence that the FBI was involved in the assassination of 

Dr. King; (3) Whether, in light of the first two matters, there is 

any new evidence which has come to the attention of the Department 

concerning the assassination of Dr. King; (4) Whether tne nature



of the relationship between the Bureau and Dr. King calls for 

criminal prosecutions, disciplinary proceedings, or other appro- 

priate action." The Attorney General also directed that in view 

of the work already done, and the tentative conclusions reached, 

"special emphasis should be be given to the fourth question." 

Ten months later, on February 18, 1977, the "Report of the 

Justice Department Task Force to Review the FBI Martin Luther 

King, Jr. Security and Assassination Investigations" ("Task Force 

Report”) was publicly released. Based on the work of five attor- 

neys and two research analysts who are said to have reviewed more 

than 200,000 documents from FBI Headquarters and Field Office 

files and interviewed some 40 witnesses, it concluded that "the 

FBI had conducted a painstaking and successful investigation of 

the 1968 assassination in Memphis, Tennessee," that the Task Force 

had found "no evidence of FBI complicity" in Dr. King's murder, 

and that the FBI's COINTELPRO-type harassment of Dr. King and its 

efforts to drive him out of the civil rights movement were clearly 

improper. 

B. Plaintiff's FOIA Request 
  

Although not publicly released until February 18, 1977, 

the Task Force Report was released to governmental officials as 

early as January 11, 1977, when it was leaked on Capitol Hill. 

[June 4, 1978 Weisberg Affidavit, 4144] On February 7, 1977,



plaintiff-appellant James H. Lesar ("Lesar") requested that the 

Department of Justice ("the Department") provide him with copies 

of the following records: 

1. Any orders, memorandums, or directives 

instructing the Civil Rights Division to review 

the investigation into the assassination of Dr. 

Martin Luther King, Jr. 

2. The report made by Assistant Attorney 

General J. Stanley Pottinger on the 1975-1976 

review which the Civil Rights Division con- 
ducted of the King assassination, 

3. Any press release relating to a review 

by the Civil Rights Division of the King assas- 

Sination, 

4. Any orders, memorandums, or directives 

instructing the Office of Professional Respon- 

sibility to review the investigation of Dr. 
King's assassination. 

5. Any orders, memorandums, or directives 
to the Project Team which conducted the review 

of Dr. King's assassination for the Office of 

Professional Responsibility. 

6. the 148 page report by the Office of 

Professional Responsibility on its review of the 

King assassination. 

By letter dated February 23, 1977, Michael E. Shaheen, Jr., 

Counsel for the Office of Professional Responsibility (OPR), 

addressed items 4-6 of Lesar's Fredom of Information Act ("FOIA") 

request. In response to item 4, he enclosed the Attorney General's 

April 26, 1976 memorandum instructing OPR "to complete the review 

of the FBI's investigation of the assassination of Dr. King." He 

advised Lesar that there were no “written orders, memoranda or 

directives" responsive to item 5 other than the Attorney General's
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April 26, 1976 memorandum released in response to item 4. In 

response to item 6, he closed a copy of the Task Force Report 

“on the FBI's investigation of the assassination of Dr. King. 

[ ] 

By letter dated March 2, 1977, the Civil Rights Division 

notified Lesar that it was processing his request with respect 

to items 1 and 2 but would need to extend the deadline for re- 

sponse an additional five working days in order to consult with 

"appropriate Department staff prior to making any final determi- 

nation as to what, if any, records may be released... ." 

[App. ] 

By letter dated March 3, 1977, Marvin Wall, Director of 

Public Information, Department of Justice, furnished Lesar with 

copies of press releases on Dr. King and transcripts of of press 

conferences and interviews in which he was mentioned. [App. ___] 

On March 9, 1977, Deputy Assistant Attorney James P. Turner 

of the Civil Rights Division wrote Lesar that as a matter of dis- 

cretion it was releasing the one document it had located respon- 

sive to item 1 of his request, an intra-agency memorandum which he 

asserted was exempt from disclosure as a matter of law under 5 

U.S.C. § 552(b) (5). He informed Lesar that there were two memo~ 

randa responsive to item 2 of his request, an April 9, 1976 memo- 

randum from the Assistant Attorney General, Civil Rights Divsion, 

to the Attorney General, and a March 31, 1976 memoranda from the 

Chief of the Criminal Section, Civil Rights Dvision, to the Assis- 

tant Attoreny General of that Division, which was attached to the
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former and "incorporated in it by reference." [App. sd 

Turner denied access to both these memoranda. He asserted 

that both were classified pursuant to Executive order 11652 and 

therefore exempt under 5 U.S.C. § 552(b) (1). He also claimed 

that the memoranda were exempt under (b) (5) and that portions 

were exempt under (b)(7)(C) and (E). [App. ] 

By letter dated March 10, 1977, Lesar appealed Turner's de- 

nial of item 2 of his request. He noted that the copy of the OPR 

Task Force Report which Shaheen had furnished him did not contain 

Appendix B and that deletions ahd been made in the Appendix A ma- 

terials. He stated that he had intended his FOIA request to in- 

clude all appendix material and appealed the denial of these ma- 

terials. [App. ] 

By letter dated April 8, 1977, Mr. Quinlan J. Shea, Jr., Di- 

rector, Office of. Information and Privacy Appeals, informed Lesar 

that his office had been unable to act upon his appeal within the 

time limits specified by the Freedom of Information Act. [App. 

J 

  

C. Proceedings in District Court 

  

1. Preliminaries 

On April 21, 1977, Lesar brought suit under the Freedom of 

Information Act. After filing an answer which denied the allega- 

tions of the complaint and asked that the action be dismissed with 

prejudice, the Department moved, on June 20, 1977, for a stay of 

judicial proceedings pending review of Lesar's administrative ap-
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peal on the grounds that exceptional circumstances existed and 

it was exercising due diligence in responding to the appeal. 

An affidavit in support of the motion for a stay avowed that 

"each appeal . .. receives the particularized treatment it re- 

guires," and that, "{a]lmost invariably, all of the records in 

question or a representative sampling are reviewed de novo by a 

number of my staff." [June 20, 1977 Shea Affidavit, ql2] 

In the meantime Lesar had received a letter from Shaheen 

dated June 10, 1977, which responded to his March 10 appeal letter. 

Shaheen advised Lesar that material deleted from Appendix A was 

exempt under (b) (1) or (5) or (7) (C). He provided Lesar with a 

copy of Appendix B with a relatively few excisions under (b) (1) 

or (5) or (7)(C). For the first time, Lesar learned that the 

Task Force Report also contained a secret Appendix C. Shaheen 

wrote that Appendix C was not being provided and that material 

contained in it was exempt under (b) (1) and (5). [App. | ] 

On June 24, 1977, Shaheen wrote Lesar again. He stated 

that because “it is the policy of the Department to make a dis- 

cretionary release of documents where it is determined that such 

disclosure would not be detrimental to the Department's interest,” 

a second review had been conducted and "a determination has been 

made to release the Appendix C Index, except for material classi- 

fied pursuant to Executive Order 11652." [App. } The Ap- 

pendix C Index revealed, for the first time, that this Appendix 

consists consists of twenty volumes. (Allegedly because of a 

labelling error, the twenty volumes are numbered I through XVII
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and XIX-XXI) Although this index revealed that several volumes 

consisted of public court documents, Shaheen denied access to all 

documents except the index itself. [App. ] For Volumes 

I-XI and XXI, Shaheen relied upon Exemptions 1 and 5. For Vol- 

umes XII-XX, which include the volumes containing the courtroom 

testimony of James Earl Ray and his brothers, Shaheen cited Exemp- 

tion 7(D) Clause 2. The allegedly classified part of the Appendix 

C Index, which although masked was not marked classified, was the 

description of the contents of Volume VII. The contents of this 

volume ultimately turned out to be the FBI's files on Stanley 

David Levinson, who has frequently been named publicly as an ad- 

visor to Dr. King. 

On July 13, 1977, Lesar filed an opposition to the Depart- 

ment's motion for a stay. On the same date he also filed a Vaughn 

motion to require the Department to file a detailed justification, 

itemization and indexing of withheld records within thirty days. 

Two months later, on September 19, 1977, the Department filed an 

opposition to the Vaughn motion but promised to provide a detailed 

inventory and justification "for whatever records continue to be 

withheld by the Department of Justice as a result of the outcome 

of the appellate administrative review." 

On September 22, 1977, the district court stayed action on 

Lesar's Vaughn motion "until completion of administrative review," 

and ordered the Department to advise plaintiff and the court 

when the review is completed." [App. ]
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By letter dated October 31, 1977, Mr. Quinlan J. Shea, Jr., 

Director of the Office of Information and Privacy Appeals, advised 

Lesar of the results of his administrative appeal. He was pro- 

vided with copies of the two Civil Rights Division memoranda which 

had previously been denied him. However, portions of the memoranda 

had been excised under Exemption 7(C) on the ground that their dis- 

closure "would constitute an unwarranted invasion of privacy of 

certain third persons or of Dr. King's immediate family." Other 

portions were excised under Exemption 1 on the ground that their 

continued classification was warranted by sections 5(B)(2) and (3) 

of Executive order 11652. [App. J 

Shea's October 31 letter also stated that Exhibits 8 and 11 

of Appendix A would be released again with fewer excisions; that 

"Rxhibit 9 will be provided in its entirety and Exhibit 12 will 

be released for the first time, subject to certain excisions;" 

that "minor excisions were made in exhibits 7 and 12 to protect 

the personal privacy of other individuals against unwarranted in- 

vasion," (citing Exemptions 1 and 7(C), and that "classified in- 

formation in exhibits 8, 11, 12, 17 and 18 is being withheld on 

the basis of . .. (b)(1)."  [App.- ] 

With respect to Appendix B, Shea's letter stated that eight 

pages would be released again, this time with no excisions. ther 

excisions of Appendix B materials were upheld on Exemption 1 and 

7(C) grounds. Shea stated that names of Special Agents of the 

FBI were withheld on 7(C) grounds.
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Regarding Appendix C, Shea noted that Volumes XII, XIX, 

and XX contained matters of public record and offered furnish 

copies of them to Lesar. He stated, however, that, 

Volume VII and certain materials in Volumes 
I through VI, VIII through XI and XXI are be- 
ing withheld to protect specific administra- 
tive markings which cannot be released to you 
without actual harm to the operational capa- 
bility of the F.B.I., the names of Special 
Agents, the privacy of certain theird (sic) 
persons against unwarranted invasions, and 
the identities of confidential sources. 5 
U.S.C. 552(b) (2), (7) (C) and (7) (D). 

Stating that "Memphis Police Department documents comprise 

Volumes XIII through XVII," Shea asserted that [als the informa- 

tion is of a confidential nature and was provided in confidence, 

these volumes will continue to be withheld in their entirety," 

for which he invoked Exemption 7(D). 

The review of his administravive appeal having been completed, 

Lesar filed a new Vaughn motion on November 11, 1977. In a sup- 

porting affidavit Lesar noted that "[t]here is very little infor- 

mation about the King assassination which is confidential," and 

that "the FBI has already made many Memphis Police Department docu- 

ments in its files available to Mr. Harold Weisberg" as the result 

of another FOIA lawsuit. He expressed confidence that if provided 

with a Vaughn index to the MPD records, "Mr. Weisberg and I will 

be able to demonstrate that many, if not all, of these documents 

cannot possible be withheld under a claim of confidentiality." 

[November 10, 1977 Lesar Affidavit, 415] 

On December 1, 1977, the Department filed an opposition to 

Lesar's renewed Vaughn motion. It asserted that because records
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in the custody of OPR were in large part "based on highly sensi- 

tive FBI documents which need to be reviewed by the FBI, and many 

of the underlying FBI documents may be duplicates of documents 

which Judge John Lewis Smith has ordered placed under seal in the 

National Archives," it would not be possible to compile a Vaughn 

index and justification within 30 days, but it was believed possi- 

ble to do so within 60 days. A supporting affidavit by FBI Spe- 

cial Agent Horace P. Beckwith2/ stated that, "On November 29, 1977, 

the OPR contacted the FOIPA Branch of the FBI and requested assis- 

tance in complying with plaintiff's request." [Beckwith Affidavit, 

4] This request came a month after the Office of Information and 

Privacy Appeals had completed its allegedly "particularized" and 

"de novo" review of Lesar's administrative review. 
  

By order dated December 6, 1977, the district court denied 

Lesar's renewed motion for a Vaughn showing within 30 days but did 

direct the Department to file "a detailed index and justification" 

of the withheld materials no later than February 1, 1978. [Apov. 

] 

2. Vaughn Response 
  

On February 1, 1978, the Department did file an attempt at 

a Vaughn showing. However, it was inadequate and incomplete. For 

  

2/ The Department has made extensive use of Special Agent Beck- 
with in several FOIA lawsuits brought by Mr. Harold Weisberg. 
Beckwith has been publicly identified as an unindicted co- 
conspirator in some of the FBI's illegal activities.
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example, there was no index or justification provided for the many 

individual documents contained in the five volumes of Memphis Po- 

lice Department records which comprise Volumes XIII-XVII of the 

OPR Report's Appendix C. Instead, the February 1, 1978 affidavit 

of Micahel E. Shaheen, Jr. simply asserted a blanket exemption for 

these records under 5 U.S.C. § 552(b)(7)(D). [App. ] 

The affidavits of Michael E. Shaheen, Jr., James P. Turner, 

Salliann M. Dougherty, and William N. Preusse which were submitted 

as part of the Vaughn filing consisted of generalized and conclu- 

sory allegations of exemptions. 

For example, the January 6, 1978 affidavit of James P. Turner 

asserts that three Civil Rights Division memoranda were located in 

response to Item 2 of Lesar FOIA request; that they were classi- 

fied on April 9, 1976, pursuant to Executive Order 11652; that he 

reviewed them after Lesar's FOIA request was received and found 

that they were exempt under Exemptions 1 and 5, with portions also 

exempt undre 7(C) and (D); and that as a result of Lesar's adminis- 

trative appeal, he reviewed them again and with the "guidance and 

concurrence of the Department of Justice Classification Review Com- 

mittee, the Document Classification and Review Section of the Fed- 

eral Bureau of Investigation and the Chief, Security Programs 

Group” regraded some of the information upward from Secret to Top 

an ., 3 . . 
Secret, but also declassified most of it .2/ {furner Affidavit, 

3/ Turner's affidavit states that he upgraded information 
~ "in accordance with 28 C.F.R. § 17.26. However, that regu- 

lation only authorizes the downgrading and declassification 
of national security information, not its upgrading.
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443-5] He did not provide a detailed justification for withhold- 

ing this information on national security grounds. In fact, he 

did not even assert that he had determined that the unauthorized 

disclosure of such information could reasonably be expected to 

cause damage for the national security. 

And with respect to excisions made in the now "declassified" 

portions of these memoranda, Turner simply made the conclusory 

assertion that they are "of names and other identifying data the 

disclosure of which would constitute a clearly unwarranted inva- 

sion of the personal privacy of Dr. King's family and/or certain 

third parties" and thus are exempt under (b) (7) (c) 4/ [Turner Af- 

fidavit, 5] 

3. Summary Judgment Motions 
  

On May 11, 1978, the parties filed cross motions for summary 

judgment. The Department's motion was supported by the affidavits 

of Lewis L. Small and James F. Walker and the supplemental affida- 

vit of James P. Turner. The Department disowned the affidavits on 

security classified information which it had filed as part of its 

Vaughn showing, declaring that the Small Affidavit was now "the 

primary classification affidavit of all classified documents in- 

volved in this lawsuit and effectively supplants the classifica- 

tion discussions contained in the previous affidavits of James P. 

4/ Although information may be withheld under Exemption 6 

where its disclosure would result in a "clearly unwarranted" 

invasion of personal privacy, Turner claimed only 7(C).
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Turner and William N. Preusse." [Motion for Summary Judgment, p. 

8, £n. 13] 

On May 22, 1978, the Department filed a Reply Memorandum in 

support of its Motion for Summary Judgment. | t was accompanied by 

the affidavits of Horace >, Beckwith and Hugh W. Stanton, Jr. and 

the supplemental affidavit of Lewis L. Small. 

On May 23, 1978, Lesar filed an Opposition to the Depart- 

ment's Motion for Summary Judgment which including a lengthy affi- 

davit by Mr. Harold Weisberg and numerous exhibits. 

At the same time, Lesar also filed an affidavit pursuant to 

Rule 56(£) of the Federal Rules of Civil Procedure which asserted 

that "“[i]ln order to effectively oppose defendant's motion for sum- 

mary judgment, it is essential that I be allowed to undertake dis- 

covery to establish facts which I cannot conclusively or satisfac- 

torily demonstrate absent such discovery." [5/23/78 Lesar Affidavit, 

2] His affidavit also set forth a number of examples of the kinds 

of facts he intended to establish through discovery if allowed the 

opportunity. 

On June 2, 1978, Lesar filed a Supplemental Affidavit of 

James H. Lesar in Opposition to Defendant's Motion for Summary 

Judgment. On June 5, 1978, he filed a second lengthy and detailed 

affidavit by Harold Weisberg. 

4, Oral Argument 

On two occasions, June 9, 1978, and July 20, 1978, the parties 

appeared before Judge Gesell to argue the motions for summary judg- 

ment. On each occasion the Court expressed doubts about the merits



20 

of the Department's case. For example, upon being informed that 

the Department's national security claims did not involve surveil- 

ance of foreign embassies, the Court then inquired what kind of na- 

tional security information he was dealing with. Told that, "[t]hat 

is indicated in the affidavit of Lewis Small," the Court commented: 

"He just says he looked at them and he thinks the national security 

is important." [June 9, 1978 transcript, p. 30.] 

This skepticism towards the Department's claims was not 

limited to national security information. During a discussion of 

whether the Court should inspect some of the documents in camera 

to see whether the excisions were warranted, Department counsel 

sought to suggest that because 7(C) excisions were "often a name 

only" and 7(D) excisions "an informant's name or information about 

an informant," the Court could determine whether they were war- 

ranted by looking at the expurgated copies alone. The following 

colloguy ensued: 

THE COURT: There are some places where you 
have taken out a paragraph, haven't you? 

MR. METCALFE: That is correct, Your Honor. 

I would suggest that the affidavits that are on 
file are adequate to describe that. 

THE COURT: Well, they don't tell me anything. 
If that is what you mean. They just tell me some 
agent of the Bureau has decided he doesn’t want 
me to see it. They don't tell me anything else. 

[June 9, 1978 Transcript, p. 38] 

Similarly, in commenting on the Department's claim that its 

copies of the Memphis Police Department records were entitled to
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blanket protection under 7(D), the Court said that it was diffi- 

cult for him "to see why or how under the statute or in common 

sense" the Memphis records “are entitled to greater confidentiality 

than the records of the Federal Bureau of Investigation.” [July 20, 

1978 transcript, p. 6] Nor did the Court seem impressed with the 

cases the Department cited on this point, notably Nix v. United 

States, 572 F.2d 998 (4th Cir, 1978), and Church of Scientology v. 
  

United States Dept. of Justice, 410 F.Supp. 1297 (C.D.Cal.1976), 

remarking, "It doesn't seem to me they are thoughtful cases par- 

ticularly ..." and ". . . I don't find any argument in any of 

those cases at all, They just state the flat position.” [July 20, 

1978 transcript, p. 7, p. 12] 

  

5. The District Court's Decision 

On July 28, 1978, the District Court granted summary judgment 

in favor of the Department and issued a memorandum opinion which 

set forth the basis of its decision. Essential to the Court's 

holdings throughout was its decision to accept the representations 

made in the Department's affidavits at face value and to disregard 

the conflicting representations contained in the affidavits sub- 

mitted by Lesar.2/ 

  

5/ However, in concluding its opinion, the Court stated: "The 
~ Court in this instance is impressed with the detailed nature 

of the affidavits submitted by both sides, the competence of 
Government counsel, and the apparent care with which the 
matter has been dealt with administratively. Thus reliance 
is placed on the Government's representations.“ lLesar v. 
United States Dept. of Justice, 455 F.Supp. 921, 926. 
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With respect to the records which the OPR obtained from the 

Atlanta and Memphis Police Departments, the Court found that both 

police departments had submitted the records to the Department of 

Justice in confidence. Saying that Lesar's desire to use discovery 

techniques to substantiate his belief that the Memphis Police may 

have disclosed some or all of their records to others would prove 

"fruitless," and holding that “the public interest requires that 

the FBI's cooperative arrangements with local police’ not be 

breached under FOIA compulsion where the cooperating agencies have 

objected and by affidavits continue to insist upon confidentiality," 

the Court sustained the Department's claim of a blanket 7(D) exemp- 

tion for these records. lLesar V, United States Dept. of Justice, 
  

455 F.Supp. 921 at 924, 

With respect to information allegedly withheld on grounds of 

national security, the District Court found that the fact that such 

information was not classified until after Lesar's FOIA request was 

received did not undermine the Department's Exemption 1 claim, Ac- 

6/ The OPR obtained the Memphis Police Department (MPD) records 

from the District Attorney General of Shelby County, Tennesee, 

not the MPD. The MPD filed no affidavit asserting that these 

records have been or should continue to be kept confidential. 

Thus, "the FBI's cooperative arrangements with local police” 

are not at issue. The Atlanta Police Department also has not 

stated that its records have been or should continue to be 

kept confidential. Although unindicted co-conspirator Horace 

P, Beckwith swore in his May 22, 1978 affidavit that the Atlan- 

ta PD transmitted the 29 pages of their records obtained by 

the OPR to the FBI in confidence--at the time of its investi- 

gation into Dr. King's murder--the FEI made some of these same 

pages available to Harold Weisberg in Civil Action No. 75-1996, 

while at the same time concealing the existence of the rest. 

(See June 5, 1978 Weisberg Affidavit, 7494-116)
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cepting the Department's affidavits at face value and relying upon 

this Court's decision in Weissman v. CIA, 184 U.S.App.D.C. 117, 

565 F.2d 692 (1977), the District Court sustained all Exemption 1 

claims without allowing discovery or examining any of the alleged 

national security information in camera. Lesar, supra, at 925. 
  

In regard to the Department's Exemption 2 claims, the District 

Court held: (1) "{t]here is no legitimate public interest in re- 

leasing these symbols," and (2) "such release would aid identifica- 

tion of informers and significantly harm governmental interests." 

Thus he sustained the Exemption 2 claims. Lesar, supra, at 925. 

Finally, with respect to the Department's Exemption 7(C) 

claims, the Court noted that the Department had invoked this exemp- 

tion "to protect certain aspects of the privacy of Dr. King's fami- 

ly and the identity of persons connected with the FBI investigation 

where privacy interests are involved." He asserted that "[p]ri- 

marily these include the names of persons supplying information and 

FBI personnel below the rank of section chief." Declaring that 

"[t]here is no reason to question the bona fides of these deletions," 

and that it would be impossible to undertake discovery on this issue 

without revealing the withheld information, the Court by concluded 

that: "The Court . . . accepts the view that because of the contem- 

7/ 
porary character— of the data, protection of FBI personnel and their 

informants is warranted." Consequently, he upheld the 7(C) claim. 

7/ Virtually all of the information sought in this case is at 
least ll years old. Much of it dates back to the early 
1960s and some to 1953, which makes it 26 years old.
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SUMMARY OF ARGUMENT 

Lesar contends that changes in the law while this case has 

een pending on appeal require that the Exemption 1 claims be re- 

‘manded for a de novo review by the District Court. Significant 

changes in national security classification criteria were accom- 

plished by Executive order 12065, which became effective on De- 

cember 1, 1978, after the decision in this case. Important changes 

in the advice of this Court to the district courts on the handling 

of national security claims under FOIA were made in Ray v. Turner, 

190 U.S.App.D.C. 290, 587 F.2d 1187 (1978). Since an appellate 

court must apply the law in effect at the time it renders its de- 

cision, the District' Courts determinations must be reversed on 

this basis. Bradley v. Richmond School Board, 416 U.S. 696, 71i- 

715 (1974). 

In addition, Lesar contends that the District Court erroneous- 

ly granted summary judgment on the Exemption 1 claims because (1) 

the proper classification procedures under Executive order 11652 

were not follow; (2) the nature of the material withheld and the 

surrounding circumstances indicate that it does pertain to "national 

defense or foreign policy," as required by 5 U.S.C. § 552(b) (1); 

and the government's classification affidavits were conclusory and 

nonspecific. Given the procedural violations--failure to classify 

at time of origination and lack of required warning stamp--the Dis- 

trict Court was required to examine the materials in camera to de- 

termine whether they may be withheld according to the exacting
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standard employed in First Amendment cases involving prior re- 

  

straint. Halperin Vv. Department of State, 184 U.S.App.D.c. 124, 

131-132, 565 F.2d 699, 706-707 (1977). However, the District Court 

did not do this. In addition, given these circumstances, the Dis- 

trict Court erred in denying Lesar an opportunity to conduct dis- 

covery. Ray v. Turner, supra, 190 U.S.App.D.C. at 321, 587 F.2d 
  

at 1218 (concurring opinion of Chief Judge Wright) - 

Lesar further contends that the District Court erred in sus- 

taining the Department's claim of blanket immunity under Exemption 

7(D) for federal agency copies of certain records of the Atlanta 

and Memphis Police Departments. The legislative history of the 

amendments to Exemption 7 makes it clear that "confidential source” 

refers to human sources, not agencies, whether they be state, local 

or federal. Moreover, logic and common sense suggest that Congress 

did not intend that federal agency copies of local law enforcement 

records should receive greater protection than copies of such rec- 

ords which originate with federal agencies. Accordingly, once it 

was determined that these were federal agency records for FOIA pur- 

poses, they were subject to the requirements of a Vaughn v. Rosen 

index and it was error for the District Court to grant summary judg- 

ment as to these records without having required such an index. 

Lesar also argues that information cannot be deleted under 

Exemption 7 unless the records were "compiled for law enforcement 

purposes." Since the FBI's so-called national security investiga- 

tion of Dr. King was not carried out for law enforcement purposes, 

it was error for the District Court to uphold excisions which the



23C 

Department made under Exemption 7(C),(D), and (E) on the records 

pertaining to that investigation. Weissman v. CIA, 184 U.S.App. 

D.C. 117, 120, 565 F.2d 692, 695 (1977). 

In granting summary judgment in favor of the Department, 

the District Court improperly adjudicated disputed issues of ma- 

terial fact against Lesar, rather than confinding his role to that 

of determining whether such factual issues existed. Thus he ruled 

that the Atlanta and Memphis Police records were received under a 

promise of confidentiality even though Lesar filed detailed affi- 

davits contradicting claims that these records or there contents had 

been kept confidential. Moreover, under Exemption 7(C) he upheld 

the deletion of the names of FBI agents from these records. Lesar 

contends that there is no general privacy interest of FBI agents 

in their names as they appear on public records. Ferguson v. Kelley, 
  

448 F.Supp. 919, 923 (N.D.I11. 1977). Also, the District Court 

failed to weigh the fact that these are historically important rec- 

ords and the disclosure of such names is important to writers and 

scholars who inform the public about these events. The District 

Court was, therefore, wrong as a matter of law that such names may 

be withheld under Exemption 7(C). 

Finally, Lesar contends that the release of informant symbol 

numbers does not disclose the identity of informants and that there 

is a legitimate public interest in the disclosure of such numbers. 

However, he also suggests that if this Court agrees with the Dis- 

-trict Court's determination to the contrary, the public interest 

may be accomodated by replacing the symbol numbers with a letter



23D 

(or some other arbitrary designation) to represent each individual 

informant. This will enable him to ascertain how many different 

informants have been used and which informants are responsible for 

which information and thus facilitate a more accurate appraisal of 

the events set forth in these records and their content; for exam- 

ple, it would enable him to evaluate whether an informant was being 

used as an agent provocateur to heat up a situation and which in- 

formation is suspect because it was supplied by an informant who 

had provided other information known to be false.
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ARGUMENT 

I. CHANGE IN LAW PENDING APPEAL REQUIRES REMAND FOR DE NOVO RE- 

VIEW OF EXEMPTION 1 CLAIMS UNDER E.O. 12065 AND RAY V. TURNER 
  

The Freedom of Information Act, 5 U.S.C. § 552(b), exempts 

from disclosure matters that are-- 

(1) (A) specifically authorized under cri- 
teria established by.an Executive order to be 

kept secret in the interest of national defense 
or foreign policy and (B) are in fact properly 
classified pursuant to such Executive order 

When the District Court awarded summary judgment to the Department 

on July 28, 1978, the Executive order governing national security 

classification was E.O. 11652. However, E.O. 11652 was supplanted, 

while this appeal was pending, by E.O. 12065, which became effec- 

tive on December 1, 1978. 43 Fed. Reg. 28949 (July 3, 1978). In 

addition, at the time of the District Court's decision Weissman v. 

CIA, 184 U.S.App.D.C. 117, 565 F.2d 692 (1977), which set forth 

this Court's views on Exemption 1, was in full force and effect. 

Although the District Court relied on Weissman, that case was later 

substantially modified by Ray v. Turner, 190 U.S.App.D.C. 290, 587 

F.2d 1187 (1978). 

E.O. 12065 changes the law as it applies to national security 

classified information. Under the new order, information is pro- 

tected by Exemption 1 only: (a) if it fits within one of seven 

specifically enumerated categories of classifiable information, 

(b) if disclosure would result in identifiable harm to the national
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security, and (c) if that identifiable harm is not outweighed by 

the public interest in disclosure. Each of these requirements 

differs from the provisions of E.O. 11652, and the last two 

changes would seem to have a particularly significant impact on 

the withholding of information under Exemption wd 

Similarly, Ray v. Turner also changed the Freedom of Informa- 

tion law as it relates to Exemption 1. It held, inter alia, 

that: “In camera inspection does not depend on a finding or 

even tentative finding of bad faith." 184 U.S.App.D.C. at 298, 

587 F.2d at 1195. Weissman, on the other hand, held that: "In 

deciding whether to conduct an in camera inspection [the District 

Court] need not go further to test the expertise of the agency, or 

to question its veracity when nothing appears to raise the issue 

of good faith." 184 U.S.App.D.C. at 122, 587 F.2d at 697. 

These changes are especially important in this case. Most 

of the information withheld under Exemption 1 dates to the early 

or mid-1960s and some goes as far back as 1952. Even the dubious 

affidavits which assert that such information is classified state 

only that its release could result in the disclosure of intelli- 

gence sources or methods or some other form of national security 

information, not that it would. And it is apparent that the pur- 

ported national security information in this case generally has 

nothing at all to do with national defense or foreign policy but 

8/ For a discussion of E.O. 12065 see "The FOIA National Se- 

curity Exemption and the New Executive Order,” by William 

F. Fox and Peter N. Weiss, 37 Federal Bar Journal 1 (1978). 
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in fact deals with the FBI's COINTELPRO operations against the 

leader of a domestic political movement who was intensely hated 

by the FBI. [See 5/22/78 Weisberg Affidavit, 4443-44] It is, 

therefore, extremely unlikely that the release of this informa- 

tion would cause identifiable harm to the national security. 

Moreover, because these are historically important records of the 

very FBI COINTELPRO operations which have been the subject of con- 

gressional inquiries and which have brought such heavy censure 

upon the FBI, the public interest in their disclosure is excep~ 

tionally strong. 

In light of these circumstances, as well as others which will 

be detailed later, it seems extremely unlikely that the identi- 

fiable harm to national security required by E.O. 12065 can be es- 

tablished for the kind of information sought by this lawsuit, or 

that if such harm is present, the need to keep the information se- 

cret outweighs the obvious and substantial public interest in its 

disclosure. Moreover, in light of these circumstances Ray Vv. 

Turner requires that Exemption 1 claims not be sustained on sum- 

mary judgment absent adequate adversarial testing through discov- 

ery and/or in camera inspection. 

It is a well-established principle that an appellate court 

must apply the law in effect at the time it renders its decision. 

Bradley v. Richmond School Board, 416 U-S. 696, 711-715 (1974). 
  

This principle has been applied where the Department of Housing 

and Urban Development ordered a new procedural prerequisite for an. 

eviction which became effective pending review by the United States



27 

Supreme Court. Thorpe v. Housing Authority of the City of Durham, 

393 U.S. 268 (1969). It has also been applied in Freedom of Infor- 

mation Act cases. See, e. g., NLRB v. Sears, Roebuck & Co., 421 
  

U.S. 132, 165 (1975); Church of Scientology v. U.S. Postal Serv., 
  

593 F.2d 902 (9th Cir. 1979); Lee Pharmaceuticals v. Kreps, 577 F. 
  

2d 610, 614 (9th Cir. 1978); Chamberlain v. Kurtz, 589 F.2d 827 
  

(5th Cir. 1979). 

This principle requires that the Exemption 1 claims in this 

case be remanded to the District Court for a de novo determination 

as to whether the information withheld is presently classifiable 

under the new standards prescribed by E.O. 12065. NLRB v. Sears, 

Roebuck & Co., supra, at 162. 
  

TI. DISTRICT COURT ERRONEOUSLY GRANTED SUMMARY JUDGMENT IN 

FAVOR OF DEPARTMENT ON EXEMPTION 1 CLAIMS WITHOUT ALLOW-— 

ING DISCOVERY OR CONDUCTING AN. IN CAMERA EXAMINATION 

A. Violation of Classification Procedures 
  

This Court has recently asserted that: 

Exemption 1 now applies only if the District 
Court determines that (1) the material withheld 
is properly classified under the substantive 
criteria set forth in the relevant Executive 
order, and (2) the material has in fact been 
properly classified according to procedures 
outlined in the Executive order. 

Ray v. Turner, 190 U.S.App.D.C. 290, 320, 587 F.2d 1187, 1217 

(1978) (concurring opinion of Chief Judge Wright). 

It is quite clear, therefore, that in order to qualify for 

Exemption 1, material must be classified in accordance with the
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the procedures set forth in the applicable Executive order. Hal- 

perin v. Department of State, 184 U.S-.App.D.C. 124, 131, 565 F.2d 
  

699, 706 (1977). Even prior to the enactment of the 1974 amend- 

ments to the Freedom of Information Act, this Court had held that 

failure to comply with the classification procedures prescribed by 

Executive order, including the time of classification, could com- 

pel disclosure. Schaffer v. Kissinger, 164 U.S.App.D.C. 282, 505 
  

F.2d 389 (1974). 

The information withheld from Lesar was purportedly classi- 

fied pursuant to Executive order 11652. Section 7({A) of E.O. 

11652 provides that "[t]he National Security Council shall monitor 

the implementation of this order." Pursuant to this authority, the 

NSC issued a directive supplementing E.O. 11652 with further de- 

tails. 37 Fed.Reg. 10053(1972). The NSC directive unequivocally 

stated that: 

[a]t the time of origination, each document or 

other material containing classified information 

shall be marked with its assigned security clas- 

sification and whether it is subject to or exempt 

from the General Declassification Schedule. 

  

(Emphasis added.) 

With the exception of two Civil Rights Division memoranda, 

none of the materials withheld from Lesar were classified at or 

. +e . 9 . 
even close to the time of origination.2” Insofar as is known, the 

9/ The Exemption 1 claims in this case involve three categories 

of documents. These are: 

1. Civil Rights Division Memoranda. Two paragraphs of 

the l10-page April 9, 1976 Pottinger memorandum have been ex- 

(footnore continued on following page) 

  

f
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10/ 
Appendix A materials all originated in 1963.” £None of these 

materials were classified until January 17, 1977, six days after 

the OPR Report first leaked on Capitol Hill. [6/5/78 Weisberg 

Affidavit, 4144] Some were not classified until October 25, 1977, 

more than 8 months after Lesar's FOIA request, when Classification 

Officer No. 6922 conducted a second review and classified what 

Officer No. 4915 had not classified during the January 17, 1977 

review. [App. - ] 

Similarly, none of the Appendix C materials were classified 

until May, 1977, some three months after Lesar's FOIA request was 

received, and many were not classified until December, 1977 or Jan- 

9/ (cont.) cized on national security grounds. Exemption 1 
excisions have also been made on 25 pages of the 5l-page 

March 31, 1976 Murphy memorandum. These excisions are exten- 

sive; some pages of the Murphy memorandum have been deleted 
entirely. [See selected pages in the Appendix at - ] 

2. Appendix A Materials. Exhibits 8, ll, and 12 to 
Appendix A of the OPR Report contain Exemption 1 excisions. 

[See Appendix at pages - J] In addition, Exhibits 17 
and 18 have been withheld in their entirety. 

3. Appendix C Materials. These consist of some two 
thousand pages of notes which the OPR Task Force members 
made as they reviewed the FBI's files on its inquiry into 
Dr. King's murder and the so-called "national security" in- 
vestigations of Dr. King, his organization, and his associ- 

ates. Insofar as the investigation of Dr. King's assassina- 

tion is concerned, relatively few excisions have been made 
on grounds of national security. But the notes on the "na- 

tional security" investigation of Dr. King--in reality the 

FBI's campaign of harassment against him--contain numerous 

Exemption 1 deletions. At times these excisions extend to 

entire pages of notes. [A selection of Appendix C materials 

on which national security excisions have been made is found 

in the Appendix at pages - ] 

10/ Exhibits 17 and 18 are withheld entirely, so their dates of 

origination are unknown.
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uary, 1978. As with the Appendix A materials, Classification Of- 

ficer No. 7922.classified what Officer 4915 had not classified 

during the first review of the same materials some 5-8 months ear- 

lier. [A table summarizing the classification of withheld materi- 

als is found in the Addendum to this brief at pages - ] 

The Department's counsel offered three different explana- 

tions for the failure to classify these materials at the time of 

their origination, none of them under oath. First he argued that 

the failure to classify the documents at the time of their origi- 

v 

nation was "not so irregular" given "atypical circumstances," such 

as the fact that the documents were generated when the Task Force 

was "primarily concerned with preparing their final report." At 

the same he asserted that: "It should be noted that the classifi- 

cation resources of the FBI were not as readily at hand when these 

second-generation documents were generated." [Defendant's Reply 

Memorandum in Support of Its Motion for Summary Judgment, p. 6] 

One difficulty with the first explanation is that most of the ap- 

proximately two thousand pages of notes must have been generated 

long before the Task Force was in the throes of its final report. 

Some of the notes may actually have been generated as part of the 

special review which began under AAG Pottinger in December, 1975, 

and, in any event, one does not generate two thousand pages of 

notes overnight. The second explanation is simply false. Since 

the OPR's review of the FBI's records was conducted at the FBI 

Building, its classification resources were readily at hand. [See 

6/4/78 Weisberg Affidavit, 144]
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At oral argument the Department's counsel offered yet a 

third exemption for the failure to classify these materials at 

the time of their origination. Asserting that "the members of the 

Task Force, believe me, have no FOIA knowledge whatsoever," he 

told the Court, "[blecause of that, they did not recognize that 

there was a need to classify them immediately." [dune 9, 1978 

transcript, p. 40] Indeed, there is no evidence that they would 

ever have recognized the need to classify these materials had it 

not been for Lesar's Freedom of Information Act request. 

This "testimony" of the Department's counsel, if true, con- 

stitutes an admission that the Department classified the OPR ma- 

terials not because of their national security content but to pro- 

tect against their being made public as the result of an FOIA re- 

quest. But the need to classify information when it originates 

does not arise from the effect that failure to do so will have upon 

its susceptibility to disclosure under FOIA. Rather, it arises 

from the fact that the national security may be breached if quali- 

fying information is not classified promptly. In the case of the 

OPR materials, their classification when generated was required by 

E.O. 11652, as implemented by the May 19, 1972 NSC directive. In 

addition, the same requirement was also prescribed by Justice De- 

partment regulations. 28 C.F.R. § 17.14. And the members of the 

Task Force were required to familiarize themselves with, and to ad- 

here to the Department's regulations "relating to the classifica- 

tion, declassification, and protection of national security infor- 

mation and material." 28 C.F.R. § 17.4.
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The District Court found that the OPR notes "were not immedi- 

ately classified and lay dormant, unclassified, until [Lesar's] 

FOIA request." However, he sloughed off this fact, asserting that 

"It]his atypical slip-up does not undermine the claimed exemption. 

The working notes receive derivative protection." Lesar v. Dept. 

of Justice, 455 F.Supp. 921 at 925. 

Since the Department made no showing whatsoever that any of 

the underlying documents on which the OPR notes were based were 

ever properly classified, there was no basis upon which the Dis- 

trict Court could properly make a finding that the notes received 

derivative protection." In fact, the affidavit of William N. 

Preusse states that: "Some of the originals of these documents 

from which the summaries came were created at times when the FBI 

did not place a classification marking on documents prepared for 

internal use only, despite the fact that the information contained 

therein would qualify for classification under EO 10450, the pred- 

ecessor of FO 11652." [2/1/78 Preusse Affidavit, (3) (b)] This 

admits that some of the underlying originals were not classified 

at all, much less in accordance with proper procedures. Without 

testimony that the underlying originals on which the OPR notes are 

based have been classified in accordance with the substantive and 

procedural requirements of the appropriate Executive order, and 

that such classified information has not been made public, the Dis- 

trict Court's finding that the OPR notes received derivative pro- 

tection cannot be sustained.
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In addition to the failure to classify the OPR notes when 

they originated, other classification procedures were also vio- 

lated. For example, Section IV(A) (4) of the NSC directive imple- 

menting E.O. 11652 provides that: 

For classified information or material re- 
lating to sensitive intelligence sources and 
methods, the following warning notice shall 
be used .. .: 

"WARNING NOTICE--SENSITIVE INTELLI- 

GENCE SOURCES AND METHODS INVOLVED” 

Yet no such warning notice appears on any of the numerous pages on 

which material has been excised on the grounds that its disclosure 

could allegedly endanger the national security by revealing intel- 

ligence sources and methods. 

The Freedom of Information Act clearly provides that in order 

to qualify for nondisclosure under Exemption 1, the material with- 

held must be classified in accordance with both the substantive 

and procedural requirements of the relevant Executive order. 5 

U.S.C. § 552(b) (1). The Conference Report on the 1974 amendments 

explicity states that material withheld under Exemption 1 must be 

properly classified "pursuant to both procedural and substantive 

criteria contained in such Executive Order." H.Rep. No. 93-1200, 

93d Cong., 2d Sess. 12 (1974). (Emphasis added) 

The courts have hedged enforcing this provision of the law 

as it was written. However, this Circuit has held that where the 

proper classification procedures have not been followed and the 

government alleges that disclosure would constitute a grave danger
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danger to national security, the District Court should examine 

the materials in camera to determine whether they may be withheld 

according to the exacting standard employed in First Amendment 

cases involving prior restraint. Halperin v. Department of State, 

184 U.S.App.D.C. 124, 131-132, 565 F.2d 699, 706-707; Ray v- 

Turner, 190 U.S.App.D.C. 290, 318, 587 F.2d 1187, 1215, note 62 

(concurring opinion of Chief Judge Wright). 

At a minimum therefore, the failure to follow proper classi- 

fication procedures requires that the District Court be reversed 

as to the Exemption 1 claims. If, on remand, the Department does 

not allege that disclosure of these materials will result in grave 

danger to the national security, an order should issue for their 

immediate release, without the necessity of an in camera examina- 

tion. 

B. Conclusory Affidavits 
  

In Weissman v. CIA, 184 U.S.App.D.C. 117, 122, 565 F.2d 692, 

697 (1977), this Court held that: 

If exemption is claimed on the basis of na- 

tional security the District Court must, of 

course, be satisfied that proper procedures 

have been followed, and that by it sufficient 

description the contested document logically 

falls into the category of the exemption in- 

dicated. 

In Ray v. Turner, supra, the Court noted, in citing this passage, 
  

that "[w]hether there is a 'sufficient description’ to establish 

the exemptions is, of course,.a key issue." 190 U.S.App.D.C. at 

297, 587 F.2d at 1195, note 22.
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The affidavits submitted in support of the Department's na- 

tional security claims are of a conclusory nature. The minimal 

test for compliance with the substantive requirements of E.0O. 

11652 is whether the unauthorized disclosure of the information 

"could reasonably be expected to cause damage to the national se- 

curity." The February 1, 1978 Preusse Affidavit filed as part of 

the Department's Vaughn showing makes no such claim. It merely 

lists the documents, or portions thereof, which it says were clas- 

sified by two different classification officers, and then asserts 

that these materials are "exempt from automatic declassification 

as authorized by EO 11652." [2/1/78 Preusse Affidavit, (3) (c)] 

(The apparent reason for having Preusse rather than the two 

classification officers execute the classification affidavit is to 

gloss over the fact that the actual classifiers, who both reviewed 

the same materials, had reached different conclusions as to what 

Materials were classifiable, thus placing the validity of their 

determinations in doubt.) 

Because of the obvious deficiencies in the Preusse Affidavit, 

the Department withdrew it when it moved for summary judgment. In 

its place it substituted the May 11, 1978 affidavit of Lewis L. 

Small. For the most part, the Small Affidavit. parroted the boiler- 

li/ 
plate allegations of the Preusse Affidavit.— It did, however, 

il/ There are some descrepancies between the Preusse and Small 

Affidavits. For example, while the Preusse Affidavit says 

that Volume II-M (Murkin) was classified on December 15, 1977, 
the Small Affidavit says it was classified on December 8, 
1977.



36 

recite Small's conclusion that the disclosure of the materials 

classified by officers 4915 and 6922 "could reasonably be ex- 

pected to cause damage to the national security as specified be- 

low." [Small Affidavit, 6] Small then provides a description of 

“intelligence sources" which encompasses, among others, any journa- 

list, politician, or citizen who has contacted an embassy, foreign 

newspaper office, or other "foreign establishment" in the United 

States; a priest in contact with the Vatican; and anyone who ever 

wrote, phoned, telegrammed, or visited someone in a foreign coun- 

try. [Small Affidavit, {7(A)] 

Exemption 1 protects information that is "specifically autho- 

rized under criteria established by an Executive order to be kept 

secret in the interest of national defense or foreign policy. - . 
  

5 u.S.C. § 552(b) (1) (A). (Emphasis added) The Small affidavit 

does not state that the information withheld from Lesar under Ex- 

emption 1 is even related to national defense or foreign policy. 

Lesar contends that the information being withheld relates not to 

national defense or foreign policy but to the FBI's COINTELPRO- 

type harassment of Dr. King and the domestic political movement he 

led, the Civil Rights Movement. If this is true, then the Depart- 

ment is not entitled to withhold this information on Exemption 1 

grounds. 

The available evidence supports Lesar's contention. Agents 

from the FBI's Internal Security Division are said to have admitted 

to the OPR Task Force that there was no evidence that Dr. King nad
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ever been a member of the Communist Party or espoused its philos- 

ophy or followed a party line. [See Supplemental Lesar Affidavit, 

ql2, Attachment 2] 

The Church Committee reached the same conclusion. It found 

that the FBI's efforts were focused upon trying to destroy Dr. 

King and his reputation rather than upon preventing any alleged 

danger to the national security. Its Report states that "[t]he 

FBI's COMINFIL investigation appears to have centered almost en- 

tirely on discussions among Dr. King and his advisers about pro- 

posed civil rights activities rather than on whether those advisers 

were in fact agents of the Communist Party." Indeed, rather than 

trying to discredit the advisers who were alleged to he communists, 

"the Bureau adopted the curious tactic of trying to discredit the 

supposed target of Communist Party interest--Dr. King.” [Report of 

Senate Select Committee to Study Governmental Operations with Re- 

spect to Intelligence Activities (the "Church Report"), Book III, 

"Dr. Martin Luther King, Jr. Case Study, p. 85] 

In addition, a contemporaneous record shows that where the 

original records pertaining to the FBI's campaign against Dr. King 

were classified at all, it was done not in the interest of pro- 

tecting national defense or foreign policy but “to minimize the 

Liklihood that this material will be read by somone who will leak 

it to King." [1/13/64 Memorandum from Assistant FBI Director Wil- 

liam C. Sullivan to Alan Belmont. Quoted in Church Report, Book 

III, pp. 124-125.]
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This Court has recently noted that the language of protect-— 

ing the CIA's “intelligence sources and methods" which is used in 

50 u.S.C. § 403(d) (3) is “potentially quite expansive" and warned 

that courts "must be particularly careful when scrutinizing claims 

of exemptions based on such expansive terms." Ray v. Turner, su-~ 
  

pra, 190 U.S.App.D.C. at 322, 587 F.2d at 1219 (concurring opinion 

of Chief Judge Wright). The same may be said of the FBI's use of 

“intelligence sources" in this case. 

Proof is available that the FBI has improperly withheld infor- 

mation in this case under the guise that it qualifies for Exemption 

1. Exhibit 8 to the Appendix A materials is an August 30, 1963 

memorandum from Sullivan to Belmont. According to Small, the first 

paragraph was classified "Secret" on January 17, 1977 because "its 

disclosure could reveal an intelligence source, as described above, 

reveal the FBI's interest in a specific foreign relations matter or 

place an individual in physical jeopardy." [App. ] The classi- 

fied segment consists of a quote from FBI Director J. Edgar Hoover 

which reads as follows: "I for one can't ignore the memos re King 

[(b) (1)] et al as having only an infinitesimal effect on the ef- 

1 

forts to exploit the American Negro by the Communists." [App. J 

The Church Committee quotes this-exact language but inserts 

"Advisers A and B" where the (b) (1) deletion occurs on the document 

tiven Lesar. [Church Report, Book III, pp. 107-108] Deleting the 

names of Dr. King's advisers, who are well-known, has nothing what- 

soever to do with protecting national defense or foreign policy.
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At oral argument the District Court tersely summed up the 

conclusory nature of the Small affidavit: “He just says he looked 

at them and he thinks the national security is important." [June 

9, 1978 transcript, p. 9] Nevertheless, he granted summary judg- 

ment in this case before any discovery had occurred, even though 

Lesar had submitted a Rule 56(f) affidavit detaling some of the 

reasons why discovery was necessary. 

This Court has noted that "[i]nterrogatories and depositions 

are especially important in a case where one party has an effec- 

tive monopoly on the relevant information." Ray v. Turner, supra, 
  

190 U.S.App.D.C. at 321, 587 F.2d at 1218 (concurring opinion of 

Chief Judge Wright). The conclusory nature of the Department's 

affidavits made discovery essential in this case. To give but one 

example, when the Small affidavit asserts that disclosure "could 

reveal the FBI's interest in a specific foreign relations matter," 

would that language encompass Dr. King's trip abroad to receive the 

Nobel Peace Prize or his visit to the Pope? If so, why and how 

would these matters endanger the national security? The District 

Court's refusal to allow Lesar to engage in discovery shifted the 

burden of proof from the Department, where the FOIA places it, to 

Lesar, and left him to fend against the Department's conclusory af- 

fidavits with both hands tied behind his back. Given the circum- 

stances presented by this case, it was error for the District Court 

to have granted summary judgment without allowing discovery and/or 

  

conducting an in camera examination.
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Finally, Lesar notes that with respect to the Appendix A ma- 

terials, the Small Affidavit repeatedly states that information 

has been classified because "its disclosure could reveal an intel- 

ligence source as described above, reveal the FBI's interest ina 

specific foreign relations matter or place an individual in physi- 

cal jeopardy." (Emphasis added) [Small Affidavit, 4(9)] This dis- 

junctive phrasing makes it impossible to correlate the material 

deleted with the justification for not disclosing it. Not being 

able to determine which alternative justification applies, the re- 

viewing court cannot gauge the correctness of the agency's claim 

of exemption. This Court recently dealt with an analogous situa- 

tion in which an agency's Vaughn index claimed different exemptions 

for multiple deletions in a specific document without correlating 

them. The Court found that such an index was fatally defective. 

Founding Church of Scientology of Washington, D.C., Inc. v. Griffin 

Bell, et al., D.C.Cir. No. 78-1391 (decided June 25, 1979). 

Exhibit 17 to Appendix A is a glaring example of the inade- 

quacy of a description which states the justifications for withhold- 

ing in the alternative. This is an ll-page document, yet the dis- 

junctive phrasing employed, the same as that quoted in the preceding 

paragraph, makes it impossible to determine which justification 

is claimed. Yet it is entirely implausible that the entire docu- 

ment could be justifiably withheld under either the first or third 

of the three justifications. In addition, there is no statement 

that segregable portions of this document cannot be released with- 

out damaging the national security. In Founding Church, supra, 
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this Court ruled that segregability applies to Exemption 1. (Slip 

Op. at 12) Thus, any such porticns which can be disclosed without 

danger to national security must be released to Lesar. 

III. FEDERAL AGENCY COPIES OF RECORDS OF A LOCAL LAW ENFORCEMENT 

AGENCY ARE NOT ENTITLED TO BLANKET IMMUNITY UNDER (b) (7) (D) 

During its investigation of Dr. King's murder, the OPR Task 

Force obtained copies of certain records of the Atlanta and Memphis 

“Police Departments. The Department asserted a claim of blanket im- 

munity for these records under Exemption 7(D) and refused to pro- 

vide a Vaughn v. Rosen index for them. 

.Exemption 7(D) exempts from compulsory disclosure "investiga- 

tory records compiled for law enforcement purposes,” but only to 

the extent that the production of such records would: 

(D) disclose the identity of a confidential 
source and, in the case of a record compiled by 
a criminal law enforcement authority in the 
course of a criminal investigation, . . . con- 
fidential information furnished only by the con- 
Fidential source. 

The term "confidential source" is not defined in the FOIA. 

However, the legislative history of the Act rules out the possi- 

bility that Congress intended 7(D) to create a blanket exemption 

for federal agency copies of the records of local law enforcement 

agencies. The Senate amendment to Exemption 7 originally em- 

ployed the term "informer" rather than “confidential source." In 

explaining the substitution, the Conference Committee said:
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The substitution of term "confidential 

source" in section 552(b) (7) (D) is to make 

clear that the identity of a person other 

than a paid informer may be protected if the 
person provided information under an express 

assurance of confidentiality or in circum- 
stances from which such an assurance could be 

reasonably inferred. 

(Emphasis added) H.Rep. No. 93-1380, 93d Cong., 2d Sess. 13 (1974) 

This makes it clear that Congress intended to broaden the term 

"informer," a term which refers only to persons, to include persons 

other than paid informers. It obviously did not contemplate that 

the term would be expanded to include agencies, whether state, fed- 

eral, or local. If this were the case, it would be possible to de- 

feat the intent of Exemption 7(D) by transferring records from one 

federal agency to another under a promise of confidentiality. 

In addition to the fact that the legislative history makes it 

clear that Congress limited the meaning of "confidential sources" 

to human sources, logic and common sense suggest that Congress did 

not intend that federal agency copies of local law enforcement rec- 

ords should receive greater protection than copies of law enforce- 

ment records which originated with the federal agencies themselves. 

The District Court erred in upholding the Department's claim 

that these records are entitled to blanket immunity under 7(D). 

Once it was established that the were federal agency records for 

FOIA purposes-~-and the Department never claimed they were not--then 

they were subject to the requirements of a Vaughn v. Rosen index. 

It was, therefore, reversible error for the District Court to grant 

summary judgment as to these records without having required such 

an index.
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IV. INFORMATION CANNOT BE EXCISED UNDER EXEMPTION 7. WHERE 

RECORDS WERE. NOT COMPILED FOR LAW ENFORCEMENT PURPOSES 

Countless excisions have been made under Exemptions 7(C) 

and 7{D), and occasionally 7(E), in the records which pertain to 

Dr. King's murder and the so-called national security investiga- 

tion of him. Insofar as the records of the national security in- 

vestigation are concerned, a threshhold question arises as to 

whether any information can be properly withheld under Exemption 

7. %Lesar contends it cannot. 

By its express terms, Exemption 7 applies only to “investiga- 

  

tory records compiled for law enforcement purposes." Lesar con- 

tends that the so-called national security investigation of Dr. 

King was not conducted for law enforcement purposes but rather as 

part of a personal and political vendetta against him. In support 

of his position, Lesar cites the testimony of Deputy Associate Di- 

rector of the FBI James B. Adams that he saw "no statutory basis 

or no basis of justification" for the actions taken by the FBI to 

discredit Dr. King. [See Church Report, Book III, pp. 83-84] In 

addition, he points out that Dr. King was never charged with any 

crime and that the FBI engaged in numerous acts of harrassment 

against Dr. King which were totally at war with serving law en- 

forcement purposes. Nor has the Department asserted that the "na- 

tional security" investigation of Dr. King was conducted for law 

enforcement purposes. 

In Weissman v. CIA, supra, this Court held that where the 
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CIA had conducted an extensive investigation of an American citi- 

zens living at home, without his knowledge and without authority 

to do so, "[i]t cannot be contended that this activity was for law 

enforcement purposes." 184 U.S.App.D.C. at 120, 565 F.2d at 695. 

The same applies to this case as well. 

V. DISTRICT COURT FAILED TO APPLY PROPER SUMMARY JUDGMENT 

STANDARDS IN THIS CASE 

A motion for summary judgment is properly granted only when 

no material fact is genuinely in dispute, and then only when the 

movant is entitled to prevail as a matter of law. Fed. R. Civ. P. 

56(c); Adickes v. S.H. Kress & Co., 398 U.S. 144, 157 (1970); 

Bouchard v. Washington, 168 U.S.App.D.C. 402, 405, 514 F.2d 824, 
  

827 (1974); Nyhus v. Travel Management Corp., 151 U.S.App.D.C. 
  

269, 271, 466 F.2d 440, 442 (1972). In assessing the motion, all 

"inferences to be drawn from the underlying facts contained in 

[the movant's] materials must be viewed in the light most favorable 

to the party opposing the motion." United States v. Diebold, Inc., 
  

369 U.S. 654, 655 (1962). The movant must shoulder the burden of 

showing affirmatively the absence of any meaningful factual issue. 

Bloomgarden v. Coyer, 156 U.S.App.D.C. 109-114-114, 4779 F.2d 201, 
  

206-207 (1973). That responsibility may not be relieved through 

adjudication since "[t]he court's function is limited to ascertain- 

ing whether any factual issue pertinent to the controversy exists 

[and] does not extend to the resolution of any such issue." Nyhus,
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supra, note 32, 151 U.S.App.D.C. at 271, 466 F.2d at 442. 

The District Court failed to apply these standards to the 

issues in this case. Instead, he accepted the Department's con- 

clusory and untested affidavits at face vaiue and adjudicated 

disputed issues of material fact in favor of the Department. Some 

examples which illustrate the District Court's errors in this re- 

gard are set forth below. 

Exemption 1. Lesar contends that the conclusory nature of 

the classification affidavits, the nature of the materials in- 

volved (i.e., the fact that the underlying originals are from 12- 

27 years old and concern a campaign of harassment against the 

leader of a domestic social and political movement), the failure 

to classify the information at the time of origination, the FBI's 

motive to coverup these embarrassing materials, the failure to as- 

sert that the information being withheld is not already public, 

and the evidence showing that the FBI has employed this exemption 

to delete the publicly-known names of Dr. King's advisers raise a 

guestion of fact as to whether the present disclosure of this in- 

formation "can reasonably be expected to cause damage to the na- 

tional security." | 

Atlanta and Memphis Police Records. In order to sustain its 
  

Exemption 7(D) claim for these records, the Department had to show 

that release of the information would disclose the identity of a 

confidential source. Lesar put into the record detailed affida- 

vits which vigorously disputed any claim of confidentiality with 

respect to these records. Thus, the affidavit of Mr. Harold Weis-
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berg, an authority on the assassination of Dr. King, declared that 

former Memphis DA Phil M. Canale had not kept the files on the 

King assassination in confidence but had made them available to 

other writers; that the FBI had made copies of MPD records avail- 

able to him; that he believed the contents of the MPD records 

withheld from Lesar had been made available to him in many thou- 

sands of pages provided by the FBI in an FOIA suit; and that the 

FBI had in fact given him some of the very Atlanta Police records 

which it withheld from Lesar under a claim that they had been to 

the FBI "with the clear understanding that the FBI would insure 

their confidentiality. Weisberg also pointed out that because of 

court proceedings, news leaks, and the disclosure of FBI files 

containing information obtained from the MPD, "[t]here is very 

little liklihood that any substantial information in the Memphis 

police reports is not public knowledge..." [See 5/22/78 Weis- 

berg Affidavit, 18-38; 6/4/78 Weisberg Affidavit, qq49, 93, 94- 

139] 

Because Weisberg's affidavits directly disputed the Depart— 

ment's claim of: confidentiality with detailed factual allegations 

which were supported in part by documentary evidence, they raised 

issues of fact which made it improper for the District Court to 

grant summary judgment with respect to these police records. 

Exemption 7(C). The District Court held that the names of 

FBI personnel are properly withheld under Exemption 7(C). lLesar 

contends that this wrong aS a matter of law, and that summary 

judgment was therefore improper. FBI agents "have no legitimate
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privacy right to deletion of their names. Their involvement in 

investigative activities for the FBI is not a ‘private fact'." 

Ferguson v. Kelley, 448 F.Supp. 919, 923 (N.D.I11l. 1977) And 

with respect to this category of Exemption 7(C) claims, as with 

the others, the District Court did not consider the fact that 

this case involves historically important records, or that the 

disclosure of these names is important to students, writers, and 

scholars of these events who inform the public about them. 

Lesar has also filed affidavits alleging that the FBI is 

withholding publicly known information under Exemption 7(C) and 

is notorious for using this exemption to delete information that 

has no privacy aspect. For example, the FBI has invoked 7(C) to 

delete the name of an FBI agent from a newspaper article on his 

involvement in the James Earl Ray case and to delete the name of 

the Public Relations Director of Look Magazine. [6/4/78 Weisberg 

Affidavit, 468, Exhibit 8] In this case, for example 7(c) has 

been invoked to delete the names of those with whom Dr. King met 

or talked. Even the name of the person who requested that he 

speak at Illinois State College has been deleted on privacy grounds. 

[7/25/78 Lesar Affidavit, 120] In general, the FBI's privacy 

concerns are slanted and inconsistent. [See Weisberg Affidavit, 

445-71] 

Because these examples show the FBI's Exemption 7(C) claims 

to be inconsistent and far removed from the requirements of this 

exemption, and because the Department's affidavits were extemely 

vague and generalized in specifying the privacy interest involved,
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summary judgment was inappropriate. 

Exemption 7(D). Under this exemption the Department has the 

burden of showing that the withheld information is confidential and 

that there was an agency promise or implicit agreement to hold the 

matter in confidence. Rural Housing Alliance v. U.S.Dept. of Agri- 

culture, 162 U.S.App.D.C. 122, 498 F.2d 73 (1974); Local 32 v. Irv- 

ing, 91 LRRM 2513 (W.D.Washin. 1976). In this case the exemption 

has been used to conceal the number of years that the files of Stan- 

ley Levinson (a King adviser) reflected no communist activities and 

to excise the names of cities in which Klu Klux Klan meetings were 

held. 

While this case was pending on appeal, the House Select Com- 

mittee on Assassinations (HSCA) published a few of the records in- 

volved in this case. As a result, it has been established that the 

name of Cardinal Spellman was deleted from the materials given Lesar 

on 7(D) grounds. [Cf. HSCA Hearings on Investigation of the Assassi- 

nation of Martin Luther King, Jr., Vol, VI, pp. 254-255, with page 

of OPR notes on FBI Headquarters document 100-106670-797 at App. j 

This document deals with the FBI's campaign to undermine Dr. King's 

relationship with Catholic organizations which were honoring him. 

There was no law enforcement purpose whatsoever involved, Cardinal 

Spellman has been dead 12 years now, so there is no protectible pri- 

vacy interest, and the information in the document, including Spell- 

man's name, was all published in the Church Committee's Report. 

[Church Report, Book III, p. 172] 

These examples show that the FBI did not apply Exemption 7(D) 

properly when excising materials in this case; hence, an award of



49 

summary judgment cannot be sustained. 

VI. MATERIAL WITHHELD UNDER EXEMPTION 2 CAN BE RELEASED IN A 
MANNER WHICH ACCOMODATES LEGITIMATE PUBLIC INTEREST IN 
DISCLOSURE WITHOUT HARMING GOVERNMENTAL INTERESTS 
  

The District Court sustained the withholding of informant sym- 

bol numbers under Exemption 2, stating that "[t]here is no legiti- 

mate public interest in releasing these symbols and such release 

would aid in the identification of informers and significantly 

harm governmental interests." Lesar, supra, 455 F.Supp. at 925. 

Lesar contends this ruling was in error. Disclosure of in- 

formant symbol numbers does not reveal the identity of the inform- 

ants, and the FBI not infrequently releases such symbol numbers 

itself. [5/22/78 Weisberg Affidavit, 438] Disclosure of inform- 

ant symbol numbers would give an idea of how many informants were 

used and provide a means of assessing the extent of the FBI's 

coverage. Repetition of a symbol number can show that an agent 

provocateur is heating up a situation. Disclosure of symbol numbers 

makes it possible to evaluate the accuracy and prejudice of a given 

informant without disclosing his identity. This in turn makes it 

possible to evaluate the accuracy and prejudice of the review con- 

ducted by the OPR Task Force. Informant symbol numbers provide a 

means of evaluating the content and significance of events and in- 

formation. For example, if the informant represented by a particu- 

lar symbol number provides information known to be false on any 

occasion, all information provided by him must be viewed as suspect 

unless more reliably confirmed. In cases such as this, content
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cannot be evaluated apart from the informant. There is, there- 

fore, a legitimate public interest in disclosing these informant 

symbol numbers. [See 5/22/78 Weisberg Affidavit, 438; 6/4/78 

Weisberg Affidavit, 4472-89] 

The public interest in learning more about the FBI's use of 

informants is has recently become very obvious, as witness the 

probes of alleged abuses which are being conducted by Congress and 

the Department of Justice itself. 

However, should this Court agree with the District Court that 

release of symbol numbers will disclose the identities of inform- 

ants, Lesar suggests that the public interest can be accomodated 

by replacing the symbols numbers with a letter (or some other arbi- 

trary designation) to represent each individual informant. This 

will enable him to asertain how many different informants have been 

used and which informants are responsible for which information. 

CONCLUSION 

For the reasons stated above, summary judgment in favor of the 

Department should not have been granted on any of the issues in this 

case. The District Court should be reversed and the case should be 

remanded for further proceedings, including discovery on all issues, 

a Vaughn v. Rosen index for the Memphis Police records, and, 1£ after 

discovery has been completed it is still necessary, in camera inspec 

tion of selected documents,with the aid of a classification expert 

where national security is allegedly the basis for withholding.
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THz PRESIDENT 

DIRECTIVE OF MAY 17, 1972 

National Security Council 

Directive Governing the 

Classification, Downgrading, 

Declassification and Safeguarding 

of National Security Information 
The President has directed that Executive Order 11652, “Classifica- 

tion and Declassification of National Security Information and Material,” 

approved March 8, 1972 (37 F.R. 5209, March 10, 1972) be imple- 

mented in accordance with the following: 

J Autuoriry To CLassiry 

A. Personal and Non-delegable. Classification authority may be ex- 

ercised only by those officials who are designated by, or in writing pur- 

suant to, Section 2 of Executive Order 11652 (hereinafter the “Order”). 

Such officials may classify information or material only at the level au- 

thorized or below. This authority vests only to the official designated 

under the Order, and may not be delegated. 

B. Observance of Classification, Whenever information or material 

classified by an official designated under A above is incorporated in an- 

other document or other material by any person other than the classifier, 

the previously assigned security classification category shall be reflected 

thereon together with the identity of the classifier. 

C. Identification of Classifier. The person at the highest level authoriz- 

ing the classification must be identified on the face of the information or 

material classified, unless the identity of such person might disclose sensi- 

tive intelligence information. In the latter instance the Department 

shall establish some other record by which the classifier can readily be 

identified, : 

D. Record Requirement. Each Department listed in Section 2(A) 

of the Order shall maintain a listing by name of the officials who have 

been designated in writing to have Top Secret classification authority. 

Each Department listed in Section 2 (A) and (B) of the Order shall also 

maintain separate listings by name of the persons designated in writing 

to have Secret authority and persons designated in writing to have Con- 

fidential authority. In cases where listing of the names of officials having 

classification authority might disclose sensitive intelligence information, 

the Department shall establish some other record by which such officials 

can readily be identified. The foregoing listings and records shall be 

compiled beginning July 1, 1972 and updated at least on a quarterly 

basis. 

E. Resolution of Doubts. If the classifier has any substantial doubt as 

to which security classification category is appropriate, or as to whether 
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the material should be classified at all, he should: designate the less re- 

Sstrictive treatment. 

II DowncRaDING AND DECLASSIFICATION 

A. General Declassification Schedule and Exemptions. Classified in- 

formation and material shall be declassified as soon as there are no longer _ 

any grounds for continued classification within the classification category 

definitions set forth in Section 1 of the Order. At the time of origination 

the classifier shall, whenever possible, clearly mark on the informatien cr 
material a specific date or event upon which downgrading or declassifica- 

tion shall occur. Such dates or events shall be as early as is permissible 
without causing damage to the national security as defined in Section I 

of the Order. Whenever earlier dates or events cannot be determined, 

the General Declassification Schedule set forth in Section 5(A) of the 

Order shall apply. If the information or material is exempted under Sec- 
tion 5(B) of the Order from the General Declassification Schedule, the 

classifier shall clearly mark the material to show that it is exempt and 

indicate the applicable exemption category. Unless impossible, the ex- 

empted information or material shall be assigned and clearly marked by 

the classifier with a specific date or event upon which declassification 
shall occur. Downgrading and declassification dates or events established 
in acordance with the foregoing, whether scheduled or non-schedtled, 
shall.to the extent possible be carried forward and applied whenever 

the classified information or material is incorporated in other documents 

or matcrial. 

B. Extracts and Compilations. When classified information or mate- 

rial from more than one source is incorporated into a new document or 

other material, the document or other material shall be classifed, down- 

graded or declassified in accordance with the provisions of the Order 
and Directives thereunder applicable to the information requiring the 

greatest protection. 

C. Material Not O fficially Transferred. When a Department holding 

classified information or material under the circumstances described in 

Section 3(D) of the Order notifies another Department of its intenticn 

to downgrade or declassify, it shall allow the notified Department 39 

days in which to express its objections before taking action. 

D. Declassification of Material 30 Years Old. The head of each De- 

partment shall assign experienced personnel to assist the Archivist cf 

the United States in the exercise of his responsibility under Section 3° E; 

of the Order to systematically review for declassification all materials 

classified before June 1, 1972 and more than 30 years old. Such per- 

sonnel will: (1) provide guidance and assistance to archival employees 

in identifying and separating those materials originated in their Depart- 
ments which are deemed to require continued classification; and 12) 

develop a list for submission to the head of the Department which identi- 

fics the materials so separated, with recommendations concerning ccn- 

tinued classification. The head of the originating Department will thea 
make the determination required under Section 5(E) of the Order and 

cause a list to be created which identifies the documentation included 
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in the determination, indicates the reason for continued classification and 

specifies the date on which such material shall be declassified. 

E. Notification of Expedited Downgrading or Declassification. When 

classified information or material is downgraded or declassified in a 

‘manner other than originally Specified, whether scheduled or exempted, 

the classifier shall, to the extent practicable, promptly notify all address- 

ees'to whom the information or material was originally officially trans- 

mitted. In turn, the addressees shall notify,any other known recipient 

of the classified information or material. 

Ill Review or CLassirizp MaTERIAL FoR DECLASSIFICATION 

PurPOSES - . 

A. Systematic Reviews. All information and material classified after 

the effective date of the Order and determined in accordance with Chap- 

ter 21, 44 U.S.C. (82 Stat. 1287) to be of sufficient historical or other 

value to warrant preservation shall be systematically reviewed on a timely 

basis by each Department for the purpose of making such information and 

material publicly available in accordance with the determination regard- 

ing declassification made by the classifier under Section 5 of the Order. 

During each calendar year each Department shall segregate to the maxi- 

mum extent possible all such information and material warranting pres- 

ervation and becoming declassified at or prior to the end of such year. 

Promptly after the end of such year the Department responsible, or the 

Archives of the United States if transferred thereto, shall make the de- 

classified information and. material available to the public to the extent 

permitted by law. 

B. Review: for Declassification of Classified Material Over 10 Years 

Old, Each Department shall designate in its implementing reculations an 

office to which members of the public or. Departments may direct re- 

quests for mandatory review for declassification under Section 5 (C) and 

(D) of the Order. This office shall in tum assign the request to the ap- 

propriate office for action. In addition, this office or the office which has 

_been assigned action shall immediately acknowledge receipt of the request 

in writing. If the request requires the rendering of services for which fair 

and equitable fees should be charged pursuant to Title 5 of the Inde- 

pendent Offices Appropriations Act, 1952, 65 Stat. 290, 31 U.S.C. 483a 

the requester shall be so notified. The office which has been assigned 

‘action shall thereafter make a determination within 30 days of receipt 

or shall explain the reasons why further time is necessary. If at the end of 

60 days from receipt of the request for review no determination has been 

made, the requester may apply to the Departmental Committee estab- 

lished by Section 7{B) of the Order for a determination. Should the office 

assigned action on a request for review determine that under the criteria 

set forth in Section 5/B) of the Order continued classification is required, 

the requester shall promptly be notified, and whenever possible, provided 

with a brief statement as to why the requested information or material 

cannet be declassified. The requester may appeal any such determination 

to the Departmental Cornmittee and the notice of determination shall 

advise him of this right. 

C. Departmental Committee Review for Declassification. The Depart- 

menial Committee shall establish procedures to review and act within 
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30 days upon all applications and appeals regarding requests for declas- 

sification. The Department head, acting through the Departmental Com- 

mittee shall be authorized to over-rule previous determinations in whole 

or in part when, in its judgment, continued protection is no longer re- 

quired. If the Departmental Committee determines that continued clas- 

sification is required under the criteria of Section 5(B) of the Order it 

shall promptly so notify the requester and advise him that he may appeal 

the denial to the Interagency Classification Review Committee. 

D. Review of Classified Material Over 30 Years Old. A request by 

a member of the public or by a Department under Section 5 (C) or 

(D), of the Order to review for declassification documents more than 30 

years old shall be referred directly to the Archivist of the United States, 

- and he shall have the requested documents reviewed for declassification 

in accordance with Part II.D. hereof. If the information or material 
requested has not been transferred to the General Services Administra- 

tion for accession into the Archives, the Archivist shall, together with the 

head of the Department having custody, have the requested documents 

reviewed for declassification. Classification shall be continued in either 

case only where the head of the Department concerned makes at that 
time the personal determination required by Section 5(E)(1) of the 

Order. The Archivist shall promptly notify the requester of such determi- 

nation and of his right to appeal the denial to the Interagency Classifica- 

tion Review Committee. 

E. Burden of Proof for Administrative Determinations. For purposes 

of administrative determinations under B., C., or D. above, the burden 

of proof is on the originating Department to show that continued classi- 

fication is warranted within the terms of the Order. 

F. Availability of Declassifed Material. Upon a determination under 

B., C., or D. above that the requested material no longer warrants classi- 

fication it shall be declassified and made promptly available to the 

requester, if not otherwise exempt from disclosure under Section 552(b) 

of Title 5 U.S.C, (Freedom of Information Act) or other provision of 
law. 

G. Classification Review Requests. As required by Section 5(C) of the 

. Order; a request for classification review must describe the document 
with sufficient particularity to enable the Department to identify it and 

obtain it with a reasonable amount of effort. Whenever a request is 
deficient in its description of the record sought, the requester should be 

asked to provide additional identifying information whenever pcssible. 

Before denying a request on the ground that it is unduly burdensome, the 

requester should be asked to limit his request to records that are reason- 

ably obtainable. If none-the-less the requester does not describe the 

records sought with sufficient particularity, or the record requested can- 

not be obtained with a reasonable amount of effort, the requester shall 

be notified of the reasons why no action will be taken and of his right 

to appeal such decision. 

IV Marxinc ReovuirEMENTS 
rT, ry . . . - 
A. When Document or Other Material ts Prepered. At the time of 

origination, each document or other material containing classified in- 
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* formation shall be marked with its assigned security classification and 

whether it is subject to or exempt from the General Declassification 

Schedule. 

(1) For marking documents which are subject to the General De- 

classification Schedule, the following stamp shall be used: 

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED 

    BY ~~ 

SUBJECT TO GENERAL DECLASSIFICATION SCHEDULZ OF 

ENECUTIVE ORDER 11652 AUTOMATICALLY DOWNGRADED 

AT TWO YEAR INTERVALS AND DECLASSIFIED ON DEG, 31 
(insert year) 

(2) For marking documents which are to be automatically declassified 

on a given event or date earlier than the General Declassification Sched- 

ule the following stamp shall be used: 

(TOP SECRET, SECRET OR CONFIDENTIAL) CLASSIFIED 

BY vo 
AUTOMATICALLY DECLASSIFIED ON (effective date or event) 

(3) For marking documents which are exempt from the General 

Declassification Schedule the following stamp shall be used: 

(TOP SEGRET, SECRET OR CONFIDENTIAL) CLASSIFIED 

  BY ~_Utuu.------ 

EXEMPT FROM GENERAL DEGLASSIFICATION SCHEDULE OF 

EXECUTIVE ORDER 11652 EXEMPTION CATEGORY (§5B. (1), 

date or event, if any) 

Should the classifier inadvertently fail to mark a document with ore of 

the foregoing stamps the document shall be deemed to be subject to the 

General Declassification Schedule. The person who signs or finally ap- 

proves a document or other material, containing classified information 

shall be deemed to be the classifier. If the classifier is other than such 

person he shall be identified on the stamp as indicated. 

The “Restricted Data” and “Formerly Restricted Data” stamps (H. 
y u \ 

below} are, in themselves, evidence of exemption from the General 

Declassification Schedule. 

B. Overall and Page Marking of Documents. The overall classifica- 

tion of a document, whether or not permanently bound, or any copy oF 

reproduction thereof, shall be conspicuously marked or stamped at the 

“top and bottom of the outside of the front cover (if any}, on the us 

page (if any), on the first page, on the back page and on the outside 

of the back cover (if any). To the extent practicable cach interior page 

of a document which is not permanently bound shail be conspicuous! 

marked or stamped at the top and bottom according to its own content, 

including the designation “Unclassified” when appropriate. 

C. Paragraph Marking. Whenever a classified decument contains 

either more than one security classification category or unclassified in- 

formation, each section, part or paragraph should be marked to the e¢x- 

tent practicable to show its-classificauon category or that itis unclassified. 
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D. Material Other Than Documents. If classified material cannot be 

marked, written notification of the information otherwise required in 
markings shall accompany such material. 

E. Transmittal Documents, A transmittal document shall carry on it 

a prominent notation as to the highest classification of the information 

which is carried with it, and a legend showing the classification, if any, 

of the transmittal document standing alone. 

-F. Wholly Unclassified Material Not Usually Marked, Normally, un- 

classified material shall not be marked or stamped “Unclassified” unless 
the purpose of the marking is to indicate that a decision has been made 

not to classify it. 

G. Downgrading, Declassification and Upgrading Markings. When- 

ever a change is made in the original classification or in the dates of down- 
grading or declassification of any classified information or material it 

shall be promptly and conspicuously marked to indicate the change, 

the authority for the action, the date of the action, and the identity of the 

person taking the action. In addition, all earlier classification markings 
shall be cancelled, if practicable, but in any event on the first page. 

(1) Limited Use of Posted Notice for Large Quantities of Material. 

When the volume of information or material is such that prompt remark- 
ing of each classified item could not be accomplished without unduly 

_ interfering with operations, the custodian may attach downgrading, de- 

classification or upgrading notices to the storage unit in lieu of the re- 

marking otherwise required. Each notice shall indicate the change, the 

authority for the action, the date of the action, the identity of the person 

taking the action and the storage units to which it applies. When individ- 

ual documents or other materials are withdrawn from such storage units . 

they shall be promptly remarked in accordance with the change, or if the 

documents have been declassified, the old markings shall be cancelled. 

(2) Transfer of Stored Quantities Covered by Posted Notice. When 

information or material subject to a posted downgrading, upgrading or 

declassification notice are withdrawn from one storage unit solely for 
transfer to another, or a storage unit containing such documents or 

other materials is transferred from one place to another, the transfer 

may be made without remarking if the notice is attached to or remains 

with each shipment. 

H. Additional Warning Notices. In addition to the foregoing marking 

requirements, warning notices shall be prominently displayed on classi- 

fied documents or materials as prescribed below. When display of these 

warning notices on the documents or other materials is not feasible, the 

warnings shall be included in the written notification of the assigned 

classification, : 

(1) Restricted Data. For classified information or material containing 

Restricted Data as defined in the Atomic Energy Act of 1954, as 
amended: 

“RESTRICTED DATA” 

Tris document contains Restricted Data as defined in the Atomic Energy 

Act of 1954. Its dissemination or disclosure to any unauthorized person 
is prohibited. 
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is (2) Formerly Restricted Data. For classified information or material 

Re containing solely Formerly Restricted Data, as defined in Section 142.d., 

1Atomic Energy Act of 1954, as amended: 

§ ‘ “FORMERLY RESTRICTED DATA” 

Unauthorized disclosure subject to Administrative and Criminal Sanc- 

tions. Handle as Restricted Data in Foreign Dissemination. Section 14+.b., 

Atomic Energy Act, 1954. 

(3) Information Other Than Restricted Data or Formerly Restricted - 

Data. For classified information or material furnished to persons outside 

the Executive Branch of Government other than as described in (1) and 

(2) above: o- 

“NATIONAL SECURITY INFORMATION” 

Unauthorized Disclosure Subject to Criminal Sanctions. 

vo 
e
t
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e
e
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(4) Sensitive Intelligence Information. For classified information or 

material relating to sensitive intelligence sources and methods, the follow- 

ing warning notice shall be used, in addition to and in conjunction with 

those prescribed in (1), (2), or (3), above, as appropriate: 

“WARNING NOTICE—SENSITIVE INTELLIGENCE SOURCES 

AND METHODS INVOLVED” 
    

V PRroTECTION AND TRANSMISSION OF CLASSIFIED INFORMATION 

t 
i A. General. Classified information or material may be used, held, or 

i stored only where there are facilities or under conditions adequate to 

prevent unauthorized persons from gaining access to it. Whenever such 

information or material is not under the personal supervision of an 

' authorized person, the methods set forth in Appendix A hercto shall be 

: used to protect it. Whenever such information or matcrial is transmitted 

! 

outside the originating Department the requirements of Appendiv B 

j hereto shall be observed. 

B. Loss or Possible Compromise. Any person. who has knowledge of 

the loss or possible compromise of classified information shall immedi- 

ately report the circumstances to a designated official of his Department 

or organization. In turn, the originating Department and any other 

interested Department shall be notified about the loss or possiiie tom- 

promise in order that a damage assessment may be conducted. An 

immediate inquiry shall be initiated by the Department in which the 

loss or compromise occurred for the purpose of taking corrective mecas- 

ures and appropriate administrative, disciplinary, or legal action. 

VI Access AND ACCOUNTABILITY 

A. General “Access Requirements. Except as provided in B. and C. 

below, access to classified information shall be granted in accordance 

with the following: 

(1) Determination of Trusticorthiness. No person shall be given 

access to classified information or material unless a favorable determina- 

° tion has been made as to his trustworthiness. The determination of 

iS eligibility, referred to as a security clearance, shall be based on such 

* invesugations as the Department may require in accordance with the 

sand criteria of E.O. 10450 and E.O. 10865 as appropriate. 
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(2) Determination of Need-to-Know. In addition to a security clear- 
ance, a person must have a need for access to the particular classified 

information or material sought in connection with the performance of his 
official duties or contractual obligations, The determination of that need 

shall be made by officials having responsibility for the classified infor- 
mation or material. 

(3) Administrative Withdrawal of Security Clearance. Each Depart- 

ment shall make provision for administratively withdrawing the security 
clearance of any person who no longer requires access to classified infor- 

mation or material in connection with the performance of his official 
duties or contractural obligations. Likewise, when a person no longer 
needs access to a particular security classification category, the security 

clearance shall be adjusted to the classification category still required 
' for the performance of his duties and obligations. In both instances, such 

action shall be without prejudice to the person’s eligibility for a security 
clearance should the need again arise. 

B. Access by Historical Researchers. Persons outside the Executive 
Branch engaged in historical research projects may be authorized access 
to classified information or material provided that the head of the 
originating Department determines that: 

(1) The project and access sought conform to the requirements of 
Section 12 of the Order. . 

(2) The information or material requested is reasonably accessible 
and can be located and compiled with a reasonable amount of effort. 

(3) The historical researcher agrees to safeguard the information or 
material in a manner consistent with the Order and Directives there- 
under. 

(4) The historical researcher agrees to authcrize a review of his 
notes and manuscript for the sole purpose of determining that no classi- 
fied information or material is contained therein. 

An authorization for access shall be valid for the period required but 
no longer than two years from the date of issuance unless renewed under 
regulations of the originating Department. 

C. Access by Former Presidential Appointees. Persons who previously 
occupied policy making positions to which they were appointed by the 
President, other than those referred to in Section 11 of the Order, may 
be authorized access to classified information or material which thev 
originated, reviewed, signed or received while in pubic office. Upon the 
request of any such former official, such informaticn and material as he 
may identify shall be reviewed for declassification in accordance with 
the provisions of Section 5 of the Order. 

D. Consent of Originating Department to Dissemination by Recipi- 
ent. Except as otherwise provided by Section 102 cf the National Secu- 
rity Act of 1947, 61 Stat. 495, 50 U.S.C. 403, classiSed information or 
material originating in one Department shall not be disseminated ouwside 
any other Department to which it has been made available without 
the consent of the originating Department. 
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E. Dissemination of ‘Sensitive Intelligence Information. Information 

or material bearing the notation “WARNING NOTICE—SENSI- 

TIVE INTELLIGENCE SOURCES AND METHODS IN- 

“VOLVED” shall not be disseminated in any manner outside authorized 

channels without the permission of the originating Department and an 

assessment by the senior intelligence official in the disseminating Depart- 

ment as to the potential risk to the national security and to the intelligence 

sources and methods involved. 

EF, Restraint on Special Access Requirements. The establishment of 

special rules limiting access to, distribution and protection of classified 

information and material under Section 9 of the Order requires the 

specific prior approval of the head of a Department or his designee. 

G. Accountability Procedures. Each Department shall prescribe such 

accountability procedures as are necessary to control effectively the dis- 

semintaion of classified information or material. Particularly stringent 

controls shall be placed on information and material classified Top Secret. 

(1) Top Secret Control O ficers. Top Secret Control] Officers shall 

be designated, as required, to receive, maintain current accountability 

records of, and dispatch Top Secret material. 

(2) Physical Inventory. A physical inventory of all Top Secret ma- 

terial shall be made at least annually. As an exception, repositories stor- 

ing large volumes of classified material, shall develop inventory lists or 

other finding aids. 

(3) Current Accountability. Top Secret and Secret information and 

material shall be subject to such controls including current accountabil- 

ity records as the head of the Department may preseribe. 

(4) Restraint on Reproduction. Documents or portions of documents 

containing Top Secret information shall not be reproduced without the 

consent of the originating office. All other classified material shall be re- 

produced sparingly and any stated prohibition against repreduction shail 

be strictly adhered to. 

(5) Restraint on Number of Copies. The number of copies of decu- 

ments containing classified information shall be kept to a minimum to 

decrease the risk of compromise and reduce storage costs. , 

VIET Dara Invex SYSTEM 

Each Department originating classified information or material shall 

undertake to establish a data index system for Top Secret, Secret and 

Confidential information in selected categories approved by the Inter- 

agency Classification Review Commiitee as having sufficient historical or 

other value appropriate for preservation. The index system shall contain 

the following data for cach document indexed: (2) Identity cf classifier, 

(b) Department of origin, (c) Addresses, (d) Date of classil ‘e) 

Subject/Area, (f) Classification category amd whether subie 

exempt from the General Declasification Schedule, (g) If exempt, 

which exemption category is applicable, (h) Date or event set for declas- 

sification, and (1) File designation. Information and material shall be 

the course 

   

  

1 

¢ 

\ 

indexed into the system at the earliest practicable date during 
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“of the calendar year in which it is produced and classified, or in any event 
no later than March 3 |st of the succeeding year. Each Department shall 

undertake to establish such a data index system no later than July 1, 

1973, which shall index the selected categories of information and ma- 

terial produced and classified after December 31, 1972. 

VIII Comsat Operations 

The provisions of the Order and this Directive with regard to dis- 

semination, transmission, or safekeeping of classified information or ma- 
terial may be so modified in connection with combat or combat-related 

operations as the Secretary of Defense may by regulations prescribe. 

IX INTERAGENCY CLASSIFICATION Review COMMITTEE 

A, Composition of Interagency Committee. In accordance with Sec- 

tion 7 of the Order, an Interagency Classification Review Committee 
is established to assist the National Security Council in monitoring im- 

plementation of the Order. Its membership is comprised of senior repre- 
sentatives of the Departments of State, Defense, and Justice, the Atomic 
Energy Commission, the Central Intelligence Agency, the National 
Security Council staff, and a Chairman designated by the President. 

B. Afeetings and Staff. The Interagency Committee shall meet regu- 
larly, but no less frequently than on a monthly basis, and take such ac- 
tions as are deemed necessary to insure uniform compliance with the 
Order and this Directive. The Chairman is authorized to appoint an 
Executive Director, and to maintain a permanent administrative staff. 

C. Interagency Committee’s Functions. The Interagency Committee’ 
shall carry out the duties assigned it by Section 7(A) of the Order. It 
shall place particular emphasis on overseeing compliance with and imple- 
mentation of the Order and programs established thereunder by cach 
Department. It shall seek to develop means to (a) prevent overclassifica- 
tion, (b) ensure prompt declassification in accord with the provision of 
the Order, (c) facilitate access to declassified material and (d) eliminate 
unauthorized disclosure of classified information. 

D. Classification Complaints. Under such procedures as the Inter- 
agency Committee may prescribe, it shall consider and take action on 
complaints from persons within or without the government with respect to 
the general administration of the Order including appeals from denials by 
Departmental Committees or the Archivist of declassification requests. 

, 
X DezparTMENTAL IMPLEMENTATION AND ENFORCEMENT 

A. Action Programs. Those Departments listed in Section 2 (A) and 
(B) of the Order shall insure that adequate personnel and funding are 
provided for the purpose of carrying out the Order and Directives 
thereunder. 

B. Departmental Commitiee. All suggestions and complaints, includ- 
ing those regarding overclassification, failure to declassify, or delay in de- 
classifying not otherwise resolved, shall be referred to the Departmental 
Committee for resolution. In addition, the Departmental Committee shall 
review all appeals of requests for records under Section 522 of Title 5 
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US.C. (Freedom of Information Act) when the proposed denial is based 

on their continued classification under the Order. 

C. Regulations and Reports. Each Department shall submit its pro- 

posed implementing regulations of the Order and Directives thereunder 

to the Chairman of the Interagency Classification Review Committee for 

approval by the Committee. Upon approval such regulations shall be 

published in the Feperat REcIsTER to the extent they affect the general 

public. Each Department shall also submit to the said Chairman (1) 

copies of the record lists required under Part I.D. hereof by July 1, 1972 

and thereafter quarterly, (2) quarterly reports of Departmental Com- 

mittee actions on classification review requests, classification abuses and 

. unauthorized disclosures, and (3) provide progress reports on informa- 

tion accumulated in the data index system established under Part VII 

hereof and such other reports as said Chairman may find necessary for 

the Interagency Classification Review Committee to carry out its respon- 

sibilities. - 

D. Administrative Enforcement, The Departmental Committees shall 

have responsibility for recommending to the head of the respective 

Departments appropriate administrative action to correct abuse or viola- 

tion of any provision of the Order or Directives thereunder, including 

notifications by warning letter, formal reprimand, and to the extent per- 

mitted by law, suspension without pay and removal. Upon receipt of such 

a recommendation the head of the Department concerned shall act 

promptly and advise the Departmental Committee of his action.- 

Publicalion and Effective Date: This Directive shall be published in 

the Feprrat Recister and become effective June 1, 1972. 

Henry A. KISsINcer, 

Assistant to the President for 

National Security A fairs. 

APPENDIX A 

PROTECTION OF CLASSIFIED INFORMATION 

cret. Top Secret information and material shall be stored in 

container having a built in three-position dial-type com- 

bination lock, vault, or vault-type reom, or other storage facility which meets the 

standards for Top Secret established under the provisions of (C) below, and which 

minimizes the possibility of unauthorized access to, or the physical thefe of, such 

information or material. : 

B. Storage of Secret or Confidential. Secret and Confidential material may be 

stored in a manner authorized for Top Secret.information and material, or in a con- 

hich meets the standards for Secret or Confidential, as the case may 

A. Storage of Top Se 

a safe or safe-type steel Sle 

tainer or vault w 
be, established under the provisions of (GC) below. 

C. Standards for Security Equipment. The General Services Administration shai, 

in coordination with Departments originating classified information or material, 

establish and publish uniform standards, specifications and suppl; schednles for con- 

tainers, vaults, alarm systems and associated security devices suitable for the storage 

and protection of all categories of classified information and material. Any Depart- 

ment may establish for use within such De; irtment more stringent standards. When- 

ever new security equipment is procured, it shall be in conformance with the foregoing 

standards and specifications and shall, to the maximum extent practicable, he of the 

type designated on the Federal Supply Schedule, General Services Administration, 

D. Exception ta Standards for Security Equipment. As an exception to (C) above, 

Secrat and Confidential material may also be stored in a steel filing cabinet having a 

  

   

  

       

bulls in, three-position, dial-type combination lock 

    

bination padiock. 
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FE. Combinations. Combinations to security equipment and devices snali be changed 
only by persons having appropriate security clearance, and shall be changed when- 
ever such equipment is placed in use, whenever a person knowing the combination 
is transferred from the office to which the equipment is assigned, whenever a combi- 

nation has been subjected to possible compromise, and at least once every year. 
Knowledge of combinations shall be limited to the minimum number of persons 

_ necessary for operating purposes. Records of combinations shall be classifed no 

lower than the highest category of classified information or material authorized for 

storage in the security equipment concerned. - 

F. Telecommunications Conversations. Classified information shall not be revealed 
in telecornmunications conversations, except as may be authorized under Appendix B 
with respect to the transmission of classified information over approved communica- 
tions circuits or systems. . 

G. Responsibilities of Custodians. Custodians of classified material shall be responsi- 

ble for providing protection aad accountability for such material at all umes and 
particularly for locking classified material in approved security equipment whenever 
it is not in use or under direct supervision of authurized persons. Custodians shall 
follow procedures which insure that unauthorized persons do not gain access to 
classified information or material by sight or sound, and classified information shall 

not be discussed with or in the presence of unautherized persons. 

APPENDIX B 

TRANSMISSION OF CLASSIFIED iNFORMATION 

A. Preparation and Receipting. Classified information and material shall be en- 
closed in opaque inner and outer covers before transmitting. The inner cover shail 
be a sealed wrapper or envelope plainly marked with the assigned classification and 
address. The outer cover shall be sealed and addressed with no indication of the classi- 
fication of its contents. A receipt shall be attached to or enclosed in the inner cover, 
except that Confidential material shall require a receipt only if the sender deems it 

necessary. The receipt shall identify the sender, addressee, and the document, but shall 
contain no classified information. It shall be signed by the recipient and returned te 
the sender. 

B. Transmission of Top Secret. The transmission cf Tun Secret information and 
material shall be effected preferably by oral discussions in person between the cficiais 
concerned. Otherwise the transmission of Top Secret information and material shail 
be by specifically designated personnel, by State Department diplomatic pouch, by a 
messenger-courier systern especially created for that purpose, over authorized com- 
munications circuits In encrypted form or by other means authorized hy the Nauional 
Security Council; except that in the case of information transmitted by the Federal 

Bureau of Investigation, such means of transmission may be used as are approved by the 
Director, Federal Bureau of Investigation, unless express reservation to the contrary 
is made in exceptional cases by the originating Department. 

    

C. Transmission of Secret, The transmission of Secret material shail be efected in 
the folowing manner. 

(1) The Fifty States, District of Columbia, Puerta Rico. Secret information and 
material may be transmitted within and between the furty -eight contiguous states ard 
District of Columbia, or wholly within the State of Hawaii, the State of Alaska, or th 
Commonwealth of Puerto Rico by one of the means authorized for Top Secret i inior- 
mation and material, the United States Postal Service registered mail and protective 
services provided by the United States air or surface commercial carriers under such 
conditions as may be prescribed by the head of the Department concerned. 

_(2) Other Areas, Vessels, Military Postal Services, Aircrajt. Secret information 

and material may be transmitted from or to or within areas other than those specified 
in (1) above, by one of the means established for Tep Secret informaticn and mate- 

rial, captains or masters of vessels of United States registry under contract to a De- 

partment of the Executive Branch,. United States registered mail through Army, 
Navy or Air Force Postal Service facilities provided that material does rot at any time 
pass out of United States citizen control and does net pass through a foreign postal 
system, and commercial aircraft under charter to the United States and 
other government aircraft. : 

  

(3) Canadian Government Installations. Secret information and material may ke 

transmitted between United States Government or Canadian Government installations, 
or both, in the forty-eight contiguous states, Alaska, the District of Columbia and 

Canada by United States and Canadian registered mail with registered mail receipt. 

(4) Special Cases. Each Department-may authorize the use of the United Srates 

Postal Service registered mail outside the forty-eight contiguous states, the District of 

Columbia, the State of Hawai, the State of Alaska, and the Commonwealth of 
Puerto Rico if warranted by security conditions and essential operational requirements 

provided that the material does not at any time pass out of United States Government 
and United States citizen control and does not pass through a foreign postal system. 
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D, Transmittal of Confidential. Confidential information and material shall be 

transmitted within the forty-eight contiguous states and the District of Columbia, 

o: wholly within Alaska, Hawaii, the Commonwealth of Puerto Rico, or a United 

States possession, by one of the means established for higher classifications, or by 

certified or first class mail. Outside these areas, Confidential information and matenal 

shall be transmitted in the same manner as authorized for higher classifications. 

E. Alternative Transmission of Confidential. Each Department having authority 

to classify information or material as “Confidential” may issue regulations author- 

izing alternative or additional methods for the transmission of material classified 

“Confidential” outside of the Department. In the case of material originated by 

another agency, the method of transmission must be at least as secure as the trans- 

mission procedures imposed by the originator. 

PB. Transmission Within ae Department. Department regulations governing the 

preparation and transmission of classified information within a Department shall 

ensure a degree of security equivalent to that prescribed above for transmission out- 

side the Department. 

[FR Doc.72-7713 Filed 5-17-72 ;5:0+ pm] 
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Title 3—The President 

EXECUTIVE ORDER 11652 

Classification and Declassification of National Security Information 

and Material a 

The interests of the United States and its citizens are best served by 

making information regarding the affairs of Government readily avail- 

able to the public. This concept of an informed citizenry is reflected in ~ 

the Freedom of Information Act and in the current public information. 

policies of the executive branch. oy “ Jé 

‘ Within the Federal Government there is some official information 

and material which, because it bears directly on the effectiveness of our 

national defense and the conduct of our foreign relations, must be sub- 

ject to some constraints for the security of our Nation and the safety of © 

our people and our allies. To protect against actions hostile to the United ~ 

States, of both an overt and covert nature, it is essential that such 

official information and material be given only limited dissemination, 

This official information or material, referred to as classified infor- 

mation or material in this order, is expressly exempted from public 

disclosure by Section 552(b)(1) of Title 5, United States Code. Wrong- 

ful disclosure of such information or material is recognized in the Federal 

Criminal Code as providing a basis for prosecution. 

To ensure that such information and material is protected, but only’ 

to the extent and for such period as is necessary, this order identifies the | 

information to be protected, prescribes classification, downgrading, de- 

classification and safeguarding procedures to be followed, and establishes 

a monitoring system to ensure its effectiveness. 

  
NOW, THEREFORE, by virtue of the authority vested in me by the 

Constitution and statutes of the United States, it is hereby ordered: _ 

  

Section 1. Security Classification Categories. Official information or a . a a 

material which requires protection against unauthorized disclosure in the - . 

interest of the national defense or foreign relations of the United States ; 

(hereinafter collectively termed “national security”) shall be classified oe 

in one of three categories, namely “Top Secret,” “Secret,” or “Confiden- a 

tial,” depending upon the degree of its significance to national security. ; . 

No .other categories shall be used to identify official infornfation or So 

material as requiring protection in the interest of national security, except De 

as otherwise expressly provided by statute. These classification categories 

are defined as follows: 

(A) “Top Secret.” “Top Secret” refers to that national security ST 

information or material which requires the highest degree of protection. a re 

The test for assigning “Top Secret” classification shall be whether its 

unauthorized disclosure could reasonably be expected to cause excep- 

tionally grave damage to the national security, Examples of “excep- | 

tionally grave damage” include armed hostilities against the United 

States or its allies; disruption of forign relations vitally affecting the - 
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‘national security; the compromise of vital national defense plans or 
complex cryptologic and communications intelligence systems; the 
revelation of sensitive intelligence operations; and the disclosure of scien- 

tific or technological developments vital to national security. This 
classification shall be used with the utmost restraint. 

(B) “Secret.” “Secret” refers to that national security information or 

material which requires a substantial degree df protection. The test 
for assigning “Secret” classification shall be whether its unauthorized 

disclosure could reasonably be expected to cause serious damage to the 

national security. Examples of “serious damage” include disruption of 

- foreign relations significantly affecting the national security; significant 
impairment of a program or policy directly related to the national secu- 

rity; revelation of significant military plans or intelligence operations; 
and compromise of significant scientific or technological developments 

relating to national security. The classification “Secret” shall be sparingly 

(CG) “Confidential.” “Confidential” refers to that national security 
information or material which requires protection. The test for assign- 
ing “Confidential” classification shall be whether its unauthorized dis- 

closure could reasonably be expected to cause damage to the national 

-. Security. 

Sec. 2. Authority to Classify. The authority to originally classify in- 
formation or material under this order shall be restricted solely to those 
offices within the executive branch which are.concemed with matters 
of national security, and shall be limited to the minimum number 

absolutely required for efficient administration. Except as the context 
may otherwise indicate, the term “Department” as used in this order 

shall include agency or other governmental unit. 

(A) The authority to originally classify information or material un- 

der this order as “Top Secret” shall be exercised only by such officials as 

the President may designate in writing and by: 

60) The heads of the Departments listed below; 

(2) Such of their senior principal deputies and assistants as the heads 
of such Departments may designate in writing; and 

(3) Such heads and senior principal deputies and assistants of major 
__ elements of such Departments, as the heads of such Departments may 
designate i in writing. 

_ Such offices in the Executive Office of the President as the . 

President may designate in writing 
- Central Intelligence Agency 

Atomic Energy Commission 
_ Department of State 

--, Department of the Treasury 

~ Department of Defense 

- Department of the Army 

* Department of the Navy 

*. Department of the Air Force 7 

‘United, States Arms Control and Disarmament Agency 
‘ Cpe 
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—~ 

Department of Justice - , 
National Aeronautics and Space Administration 
Agency for International Development 

(B) . The authority to originally classify information or material under 

this order as “Secret” shall be exercised only by: ‘ 

(1) Officials who have “Top Secret” classification authority; 

(2) Such subordinates as officials with “Top Secret” classification” 

authority under (A) (1) and (2) above may designate in writing; and 

(3) The heads of the following named Departments and such senior 
principal deputies or assistants as they may designate in writing. .__ 3 

Department of Transportation 

Federal Communications Commission 

Export-Import Bank of the United States 
Department of Commerce - , . ss a 
United States Civil Service Commission 

United States Information Agency ted - 

General Services Administration © = 8 ~*~ °: ae , 

Department of Health, Education, and Welfare 

Civil Aeronautics Board 

Federal Maritime Commission ; . 
Federal Power Commission a . fed 

  
National Science Foundation Lo St CEL : 4 
Overseas Private Investment Corporation SS oe so oR 

(C) The authority to originally classify information or material un- ote eg 
. . ‘ o- . - ' 

der this order as “Confidential” may be exercised by officials who have a 

“Top Secret” or “Secret” classification authority and such officials _ - ‘ 2 

as they may designate in writing. “ i 

(D) Any Department r not referred to herein and any Department ¢ or Coe } 

unit established hereafter shall not have authority to originally classify - ; 
information or material under this order, unless specifically authorized . Te 

hereafter by an Executive order. as 7 a y* 

Sec. 3, Authority to Downgrade. and Declassify. The authority to ‘ 
downgrade and declassify national security information or material shall ‘ - * * 

be exercised as follows: 2 nth 
“tT 

(A) -Information or material may be downgraded or declassified by . 
the official authorizing the original classification, by a successor in capac- . “AR OD    

Pt 

: ” agit 

ity or by a supervisory official of either. ' : | 

(B) Downgrading and declassification authority may also be exer- . a * ets t 

cised by an official specifically authorized under regulations issued by the os . 
head of the Department listed in Sections 2(A) or (B) hereof. ve 

(C) In, the case of classified information or material officially trans- Bg, 
ferred by or pursuant to statute or Executive order in conjunction with 

a transfer of function and not merely for storage purposes, the receiving 

Department shall be deemed to be the originating Department for all 

purposes under this order including downgrading and declassification.. ~ 
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(D) In the case of classified information or material not officially 
** transferred within (C) above, but originated in a Department which 

has since ceased to exist, each Department in possession shall be deemed 
to be the originating Department for all purposes under this order. Such 
information or material may be downgraded and declassified by the 

__ Department in possession after consulting with any other Departments 

- having an interest in the subject matter. 

(E) Classified information or material transferred to the General 

Services Administration for accession into the Archives of the United 

States shall be downgraded and declassified by the Archivist of the 
‘United States in accordance with this order, directives of the President 

.. issued through the National Security Council and pertinent regulations 
of the Departments. 

(F) Classified information or material with special markings, as 

’ described in Section 8, shall be downgraded and declassified as required 

_by law and governing regulations. 

Sec. 4. Classification. Each person possessing classifying authority 

_ Shall be held accountable for the propriety of the classifications attrib- 
uted to him. Both unnecessary classification and over-classification shall 

~ be avoided. Classification shall be solely on the basis of national security 
'.. considerations. In no case shall information be classified in order to 

conceal inefficiency or administrative error, to prevent embarrassment 

to a person or Department, to restrain competition or independent ini- 

~ tiative, or to prevent for any other reason the release of information 
" “ which does not require protection in the interest of national security.- 

_The following rules shall apply to classification of information under 

this order: 

(A) Documents in General. Each classified document shall show on 

its face its classification and whether it is subject to or exempt from the 
General Declassification Schedule. It shall also show the office of origin, 

' the date of preparation and classification and, to the extent practicable, 
be so marked as to indicate which portions are classified, at what level, 

and which portions are not classified in order to facilitate excerpting and 
. other use. Material containing references to classified materials, which 

references do not reveal classified information, shall. not be classified. 

(B) Identification of Classifying Authority. Unless the Department 
_ involved shall have provided some other method of identifying the 

individual at the highest level that authorized classification in each case, 

material classified under this order shall indicate on its face the identity 

of the highest authority authorizing the classification. Where the indi- 
vidual who signs or otherwise authenticates a document or item has also 

‘ authorized the classification, no further annotation as to his identity 

is required. 

(G) Information or Material Furnished by a Feretgn Government or 

International Organization. Classified information or material furnished 

to the United States by a foreign government or international organiza- 
*. tion shall either retain its original classification or be assigned a United 

States classification. In either case, the classification shall assure a degree 

of protection equivalent to that required by the government.or inter- 
national organization which furnished the information or material. 
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(D) Classification Responsibilities. A holder of classified informa- 

tion or material shall observe and respect the classification assigned 

by the originator. If a holder believes that there is unnecessary classi- © 
fication, that the assigned classification is improper, or that the docu- 
ment is subject to declassification under this order, he shall so inform 

the originator who shall thereupon re-examine the classification. 

Sec. 5. Declassification and Downgrading. Classified information and 
material, unless declassified earlier by the original classifying authority, 

shall be declassified and downgraded in accordance with the following 

rules: 

(A) General Declassification Schedule. (1) “Top Secret.” Infor- + =: 
mation or material originally classified “Top Secret” shall become 
automatically downgraded to “Secret”? at the end of the second full 

calendar year following the year in which it was originated, down- 

graded to “Confidential” at the end of the fourth full calendar year 
following the year in which it was originated, and declassified at the’ 
end of the tenth full calendar year following the year in which it was 

originated. 

(2) “Secret.” Information and material originally classified “Secret” 

shall become automatically downgraded to ‘‘Confidential” at the end 

of the second full calendar year following the year in which it was 

originated, and declassified at the end of the eighth full calendar year _ 
following the year in which it was originated. 

(3) “Confidential.” Information and material originally classified | 
“Confidential” shall become automatically declassified at the end of the 

sixth full calendar year following the year in which it was originated. 

(B) Exemptions from General Declassification Schedule. Certain 

classified information or material may warrant some degree of pro- 

tection for a period exceeding that provided in the General Declassi- 

fication Schedule. An official authorized to originally classify 

information or material “Top Secret” may exempt from the General 

Declassification Schedule any level of classified information or material 
originated by him or under his supervision if it falls within one of the 

categories described below. In each case such official shall specify in 

writing on the material the exemption category being claimed and, 

unless impossible, a date or event for automatic declassification. The 

use of the exemption authority shall be kept to the absolute minimum 
consistent with national security requirements and shall be restricted 

to the following categories: 

(1) Classified information or material furnished by foreign govern.’ 

ments or international organizations and held by the United States on 

the understanding that it be kept in confidence. 

(2) Classified information or material specifically covered by statute, 

or pertaining to cryptography, or disclosing intelligence sources or 

methods. 7 

(3) Classified information or material disclosing a system, ' plan, 
installation, project or specific foreign relations matter the continuing 
protection of which is essential to the national security. | 
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(4) Classified information or material the disclosure of which 
would place a person in immediate jeopardy. ’ 

(C) Mandatory Review of Exempted Material. All classified infor- 
‘mation and material originated after the effective date of this order 

'_ which is exempted under (B) above from the General Declassification 
Schedule shall be subject to a classification review by the originating 
Department at any time after the expiration of ten years from the date 

of origin provided: 

(1) A Department or member of the public requests a review; 

--» (2) The request describes the record with sufficient particularity to - 

~.~ enable the Department to identify it; and 
. (3) ‘The record can he obtained with only a reasonable amount of 

effort. ~ 

Information or material which no longer qualifies for exemption under 
: (B) above shall be declassified. Information or material continuing to 

_ qualify under (B) shall be so marked and, unless impossible, a date for 

automatic declassification shall be set. 

(D) Applicability of the General Declassification Schedule to Previ- 
ously Classified Material. Information or material classified before the 

_ effective date of this order and which is assigned to Group 4 under 

Executive Order No. 10501, as amended by Executive Order No. 10964,- 
shall be subject to the General Declassification Schedule. All other infor- 

mation or material classified before the effective date of this order, 

a . whether or not assigned to Groups 1, 2, or 3 of Executive Order 

pos ~ No. 10501, as amended, shall be excluded from the General Declassifica- 
Poe ee tion Schedule. However, at any time after the expiration of ten years 

from the date of origin it shall be subject to a mandatory classification 
review and disposition under the same conditions and criteria that apply 

to classified information and material created after the effective date of 

this order as set forth in (B) and (C) above. 

  

  

i. (E) Declassification of Classified Information or Material After 
4 Se ° Thirty Years. All classified information or material which is thirty years 
| es old or more, whether originating before or after the effective date of 

this order, shall be declassified under the following conditions: 

    

   

                    
   

(1) All information and material classified after the effective date of 
this order shall, whether or not declassification has been requested, 
become automatically declassified at the end of thirty full calendar years 
after the date of its original classification except for such specifically 

. identified information or material which the head of the originating 

"+ Department personally determines in writing at that time to require 

_continued protection because such continued protection is essential to 
‘the national security or disclosure would place a person in immediate 

- Jeopardy. In such case, the head of the Department shall also “specify 
the period of continued classification. 

“(2)° All information and material classified before the effective date 
SO" of this ‘order and more than thirty years old shall be systematically 

reviewed for declassification by the Archivist of the United States by the 
~ end of the thirtieth f full calendar year following the year in which it was 
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originated. In his review, the Archivist will separate and keep protected 
only such information or material as is specifically identified by the 

head of the Department in accordance with (E)(1) above. In such 

case, the head of the Department shall also specify the period of 

continued classification. 

(F) Departments Which Do Not Have Authority For Original 

Classification. The provisions of this section relating to the declassifica- 

tion of national security information or material shall apply to Depart- 
ments which, under the terms of this order, do not have current authority 

to originally classify information or material, but which formerly had 

such authority under previous Executive orders. 

' Sec, 6. Policy Directives on Access, Marking, Safekeeping, Account-. 

ability, Transmission, Disposition and Destruction of Classified Informa- 

tion and Material. The President acting through the National Security .. 

Council shall issue directives which shall be binding on all Departments 

to. protect classified information from loss or compromise. Such 

directives shall conform to the following policies: 

(A) No person shall be given access to classified information or. . 

material unless such person has been determined to be trustworthy and 
unless access to such information 3 is necessary for the performance of his 
duties. 

{B) All classified information and material shall be appropriately 

and conspicuously marked to put all persons on clear notice of its 

classified contents. . } 

(C) Classified information and material shall be’ used, possessed, and 

stored only under conditions which will prevent access by unauthorized 

persons or dissemination to unauthorized persons. 
o 

(D) All classified information and material disseminated outside the 

executive branch under Executive Order No. 10865 or otherwise shall 

be properly protected. 

(E) Appropriate accountability records for classified information 

shall be established and maintained and.such information and material 

shall be protected adequately during all transmissions. 

(F ) Classified information and material no longer needed i in current 

working files or for reference or record purposes shall be destroyed or 

disposed of in accordance with the records disposal provisions contained 
in Chapter 33 of Title 44 of the United States Code and other applicable 
Statutes. 

(G) Classified information or material shall be snitewed on a sys- 
tematic basis for the purpose of accomplishing downgrading, declassifica- 

tion, transfer, retirement and destruction at the earliest practicable date. 

SEc, 7. Implementation and Review Responsbilities. (A) The Na- 

tional Security Council shall monitor the implementation of this order. 

To assist the National Security Council, an Interagency Classifica- 

tion Review Committee shall be established, composed of representa- 

tives of the Departments of State, Defense and Justice, the Atomic a 

Energy Commission, the Central Intelligence Agency and the National 
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Security Council Staff and a Chairman designated by the President. 
Representatives of other Departments in the executive branch may be 

invited to meet with the Committee on matters of particular interest 
to those Departments. This Committee shall meet regularly and.on a 

continuing basis shall review and take action to ensure compliance with 
this-order, and in particular: 

(1) The Committee shall oversee Department actions to ensure com- 

pliance with the provisions of this order and implementing directives 
" issued by the President through the National Security Council. 

" (2) The Committee shall, subject to procedures to be established by 
jt, receive, consider and take action on suggestions and complaints from 
persons within or without the government with respect to the admin- 
istration of this order, and in consultation with the affected Department 
or Departments assure. that appropriate action is taken on such sug- 

gestions and complaints. 

(3) Upon request of the Committee Chairman, any Department shall 
"furnish to the Committee any particular information or material needed 
by the Committee in carrying out its functions. 

-(B) To promote the basic purposes of this order, the head of each 

Department originating | or handling classified information or material 
“Shall: 

“-(1) Prior to the effective date of this order submit to the Interagency 

Classification Review Committee for approval a copy of the regulations 

it proposes to adopt. pursuant to this order. 
7 oe 

(2) Designate a senior member of his staff who shall ensure effec- 

.. tive compliance with and implementation of this order and shall also 

chair a Departmental committee which shall have authority to act 

on all suggestions and complaints with respect to the Department's 

administration of this order. 

   

      

Met (3) Undertake an initial program to familiarize the employees of 
“ ' his Department with the provisions of this order. He shall also estab- 

_lish and maintain active training and orientation programs for em- 

ee ployees concerned with classified information or material. Such programs 

- shall include, as a minimum, the briefing of new employees and periodic 

reorientation during employment to impress upon each individual his 

| responsibility for exercising vigilance and care in complying with the 

“.> provisions of this order. Additionally, upon termination of employ- 
“>; ment or contemplated temporary separation for a sixty-day period or 

- Inore, employees shall be debriefed and each reminded of the provisions 

.. of the Criminal Code and other applicable provisions of law relating 

- to penalties for unauthorized disclosure. 

        

+ 's(C) The Attorney General, upon request of the head of a Depart- 
~_ ment, his duly designated representative, or the Chairman of the above 

/ 1 described. Committee, shall personally or through authorized repre- 
“=. sentatives of the Department of Justice render an interpretation of this 
order with Tespect to any y question arising in the course, of its admin- 

istration... Les 
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Src. 8, Afaterial Covered by the Atomic Energy Act. Nothing in this | 

order shall supersede any requirements made by or under the Atomic _ 

ce Energy Act of August 30, 1954, as amended. “Restricted Data,” and 
material designated as “Formerly Restricted Data,” shall be handled, 

. protected, classified, downgraded and declassified in conformity with - 

a the provisions of the Atomic Energy Act of 1954, as amended, and the 

7 regulations of the Atomic Energy Commission. 
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Sec. 9. Special Departmental Arrangements. The originating De- - 

partinent or other appropriate authority may impose, in conformity 

with the provisions of this order, special requirements with respect to. 
access, distribution and protection of classified information and material, | 

including those which presently relate to communications intelligence, =~. 

intelligence sources and methods and cryptography. 

    
Sec. 10. Exceptional Cases. In an exceptional case when a person 

or Department not authorized to classify information originates _-. 

information which is believed to require classification, such person or 2 
Department shall protect that information in the manner prescribed -_. 

a by this order. Such persons or Department shall transmit the informa-- - 

ro tion forthwith, under appropriate safeguards, to the Department having 

— primary interest in the subject matter with a Fequest that a determina- , 

tion be made as to classification. -- _. 

ok 
foam 
i 

Sec. 11. Declassification of Presidential Papers. The Archivist of | the. me 
United States shall have authority to review and declassify information 

and material which has been classified by a President, his White House — * 
Staff or special committee or commission appointed by him and which 

the Archivist has in his custody at any archival depository, including a. 

Presidential Library. Such declassification shall only be undertaken in 
accord with: (i) the terms of the donor’s deed of gift, (ii) consulta- 

tions with the Departments having a primary subject-m: matter interest, | 

and (iii) the provisions of Section 5. vee os 

Sec. 12. Historical Research and Access by Former Government °°" 

Officials, The requirement in Section 6(A) that access to classified = >_ 
information or material be granted only as is necéssary for the perform-~ - 

ance of one’s duties shall not apply to persons outside the executive | 
branch who are engaged in historical research projects or who have 

previously occupied policy-making positions to which they were 

appointed by the President; Provided, however, that in each case the ~ 
head of the originating Department shall: ce ae 2 

(i) determine that access is clearly consistent with the’ interests of © 

national security; and 

(ii) take appropriate steps to assure that classified information or. 

material is not published or otherwise compromised.   
——Access. granted a person by reason of his having previously occupied a~ ss “ ~~ 

policy-making position shall be limited to those papers which the 

forner official originated, reviewed, signed or received while in public 

office. 

  

Sec; 13. Administrative and Judicial Action. (A) Any officer’ or : 
employer_of the United States who unnecessarily classifies or overs = - ° as 

MS, ‘ aan . 4 
\ - 
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~~ classifies information or material shall be notified that his actions are in 

~~ violation of the terms of this order or of a directive of the President 

- “issued through the National’ Security. Council. Repeated abuse of the 

~..... classification process shall ‘be grounds for an administrative reprimand. 

“In any ¢ase where the Departmental committee or the Interagency Classi- 

fication Review Committee finds that unnecessary classification or over- 

_- classification has occurred, it shall make a report to the head of the 

.- Department concerned in order. that corrective steps may be taken. . 

ee (B) “The head of each Department is directed to take prompt and 

\. »stringent administrative action against any officer or employee of the 

._ s United States, at any level of employment, determined to have been re- 

| >: sponsible for any release or disclosure of national security information or 

’ ‘material in a manner not authorized by or under this order or a directive 

«. of the President issued through the National Security Council. Where a 

“.-> violation of criminal statutes may be involved, Departments will refer 

"any such case promptly to, the Department of Justice. 

” Sec. 14. Revocation of Executive Order No. 10501. Executive Order 

‘No. 10501 of November 5, 1953, as amended by Executive Orders No. 

10816 of May-8, 1959, No. 10901 of January 11, 1961, No. 10964 of 

o” September 20," 1961, No.. 10985 of January 15, 1962, No. 11697 of 

“tt .. March 6, 1963 and by Section 1 (a) of No. 11382 of November 28, 1967, 

©. “Sis superseded as of the effective date of this order. 

  

: See. 15, Effective date. This order shall become effective on June 1, 
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Tithe 3—The President 

Executive Order 12065 * Jur 28, 1978 

Noticnal Security information 
. 

. —~ 
, o> 
2 - 

Bs the authority vested i me as President by the Constitution ead laws of 

the United Srates of America, i order to balance the public's soierest in 

access to Government mformabon with the need to protect certae national 

security information from disclosure, 11s hereby ordered as follows 

ARLE OF CONLENTS 

LER pagel 

Seenion |. OrtGin at Crass Pica Lion: 

1-1 Classification Designaton 
SO50] 

1-2 Classification Authority ccc ce sceeenrce sc tre eerces 
| P2S950] 

1-3 Classifte tian Reqinre ments... 
pesad] 

1-1 Duration of (Lisi diene eee . Pesos) 

1-5 Identification ane Miatkiticgs 2. eee oe 
2 feeG5ey 

}-0 Preohaabrtinas cccccccceeceecer
 ce cee ceeeeeentiesere® 

ferg5s! 

Secrion 2. DexIvalive CLASSTFICVHION: 

2-1 Use of Dermsative Classtiicagien 
a TESS Y 

v2 Classification Gaides 
P2RnOI 3S] 

2-3 New Materntl cece 
Trosan |] 

SECHION 3. DECLASSTFICATION AND DOWNGRADING! 

$-1 Declassification AUUiority ices ceceseccereecee cree ntee eet ee oo. PRSO54! 

3-2 ‘Transferred Information 
Leeeceees bee betes pRsO5-l 

3-3 Declassitication Polhey oo. 
en f2sOn5] 

3-4 Sestemauc Review for DechassiiCQuiOn) .ccccceeecseceeecceteeerecnee cies rasereee snes . 

3-5 plandators Review for Declissitic wien 

3-6 Down rains ccceeceseecce reece ce eeee nace nte rae cnte cence eee 

SECTION 4. SAFEGUARDING: 

4-1 General ROstriChions. ccc creer tee vccueeucacaauecseaauaaseeteeeueeesseee® ca. 2SOS7] 

4-2 Special Access Programs... oc ccuuuuacansceuestvsrersseececeecneeesaeegeeeeeeeeeer soo 00ne I2QSI5TI 

4-3 Access by Hlstorical Researchers and Former Presidential Appointees.. {280 5s: 

4-4 Reproduction ChONCONS cece cece cececnceeeceee eee te ene eager e EE ESE ESE EEE! Coe 2895S) 

Sterion 3. IMPLEMENTATION AND Review: 
. 

5-1 Oversight 
pena . 

5-2 Information Security Oversight Oflice .... 
pesony 

. 

5-3 Interagency Information Security ClOTINELCE cece ee eee e eer eneteees ceecenees foscre, 

5-4 General Responsibilities 
[espaol 

5-5 Adiministranyvc Sanctions . 
pustioll    

Sretton 6. Gexnrreat PROVISIONS: 

6-1 Debirnigicnrss cccccccsecescecscsessseeueseseseaeceseeesesenes ctecisersses 
soareterncsotesgegsgg ggg 0095 Oo yosoot! 
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SECTION 1. Onteinar CLASSIFICATION, 
Lai. Classification Designation. ~ oO 

1-101. Except.as provided in the Atomic Enerew Act of 1954, as amend. ed, this Order provides the only basis for classifving information. Information may be classified in one of the three designations listed below. Tf there is reasonable doubt which designation is appropriate, or whether the information should be classified at all, the less restrictive designation should be used. or the information should not be classified, 
, 1-102. “Top Secret” shafl be applied only to information. the unauthor- wed disclosure of which reasonably could be expected to cause exceptionally grave damage to the national security. 

i-103. “Secret” shall be apphed only to information, the unauthorized disclosure of which reasonably could be expected to cause serious damage to the national security, 
1-L04. “Confidential” shall be applied to information, the unauthorized sure of which reasonably could be expected to cause identifiable damage to the national security. 

  

   dis¢ 
  

1-2. Classification Authority. 
1 
1-201. Top Secret, Authority for original classification of information as ‘Top Secret may be exercised only by the President, by such officials as the Presigent may designate by publication in the FEDERAL RiGister, by the agency heads listed below, and by officials to whom such authority is delegat- ed in accordance with Section 1-204: 

, 
“he Secretary of State 
‘Uhe Secretary of the “Treasury 
‘The Secretary of Defense 

Secretary of the Army 
Secretary of the Navy 

The Secretary of the Air Force 
Lac Atormey General 
Phe Secretary of Energy 

  

fue Chairman, Nuclear Regulatory Commission ‘Lie Director, Arms Control and Disarmament Agency Yoe Director of Central Inieiligence 
‘Tie Administrator, National Acronautics and Space Administration he Administrator of General Services (delegable only to the Director, Federal Preparedness Agency and to the Director, Information Security Over- sight Office) 

1-202. Secret, Authority for original classification of information as Secret may be exercised only by such officials as the President: may designate by publication in the Feprrar ReGister, by the agency heads listed below, by officials who-have Top Secret classification authority, and by officials to whom such authority is delegated in accordance with Section 1-20-41; 
The Secretary of Commerce 
Phe Secretary of Transportation 
Th Administrator, Agency for International Development ‘The Director, International Communication Agency 
P03, Confidential. Authority for orizinal classification Of mformation as Confiae xtial may be exercised only by such officials as the President: may designave by publication in the PeperaL ReGisrer, by the agency heads listed below, }-y officials who have ‘Pop Secret or Secret Classification authority, and by offiials to whor such authors iy delosated in accordance with Section J- 204: 
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‘The President and Chairman, Export-fmport Bank of the Uniaid States 

The President and Chief Execative Officer, Overseas Private Tosestment 

Corporation 

1-204, Limitations on Delegation af Clavification .tuthortty. 

(a) Authority for original classification of information: as Yop Secret may 

be delegated only to principal subordinate officials who have a fronoent need 

to exercise Such authority as determined by the President or by azerey heads 

listed in Section [-201. 

(b) Authority for original classification of information as Secrest maw be 

delegated only to subordinate officials who have a frequent anced oy exercise 

such authority as determined by the President, by agency heats lated jn 

Sections 1-201 and 1-902, and by officials with “Pop Secret classification 

authority, 

tc) Authority for orginal classification of information as Conficuntial may 

be delcaated only to subordinate officials who have a frequent ne » OXNET- i 

cise such authority as determined by the President, by ageney beans Pate in 

Sections 1-201, 1-202, and 1-203, and by officials with ‘Top Secre: classifica- 

uon authority. 

(d) Delegated original classification authority may not be redelegated. 

(e) Each delegation of original classification authority shall be in writing 

by name or tite of position held. 

(1) Delegations of original classification authority shall be Cif to oan 

absolute minimum. Periodic reviews of such delegations shall ho made to 

ensure that the officials so designated have demonstrated a contapiae peed to 

exerase such authority, 

1-205. Exceptional Cases. When an employee or contractor ay or agency 

that does not have original classification authority origurates info ridion be- 

lieved to require classification, the information shall be prote. ed im the 

manner prescribed by this Order and implementing directives. “Pie imforma- 

tion shall be transmitted promptly under appropriate safeguards te the aency 

which has appropriate subject matter interest and classification authority. “Phat 

agency shall decide within 30 days whether to classify that information, [fit is 

not clear which agency. should get the information, it shall be sent to th 

Director of the Information Security Oversight Office established ™ Section o- 

2 for a determination. 

1-3. Classification Requirements. 

1-301. Information may not be considered for classification untoss 1 

concerns: 

(a) military plans, weapons, or operauions; 

(b) foreign government information; 

(c) intelligence activiies, sources or methods; 

(d) foreign relations or forcign activities of the United States, 

(c) scientific, technological, or economic matters rehidng foo ie national 

security; , 

(f) United States Government programs for safeguarding nucleoe materials 

or faciliues; or 

(2) other categorics of information which are rekited to national SCCUrHY 

and which require protecuon against unauthorized disclosure as determined 

by the President, by a person designated by the President pursuar: to Secuon 

1-201, or by an agency head. 

1-302. Even though information is determined to concern one or more of 

the onteria in Section 1-301, it may not be classificd uniess an original 

classification authority also determines that its unauthorized disclo sire reason- 

ably could be expected to cause at least identifiable damage to he nahenai 

SCCULILY, 
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1-303. Unauthorized disclosure of foreign government information or the 
identity of « confidential foreign source is presumed io cause at feast identifi- 
able daina.ss: fo the national securicy. 

1-308 bach determination under the criterion of Section 1-301.) shall 
be reporte:’ prompuy to the Director of the Information Securiv Oversight 
Office. ° , 

lat. Duration of Classification. 

1-401. except as permitted in Section 1-102, at the me of the original 
classifeation each original classification auchority shall set a date or event for 
automaue ceclassification no more than six years later. 

1-402. Only officials with Top Secret classification authority and agency 
heads listed in Section 1-2 may classify information for more than six vears 
from the date of the original classification. ‘This authority shall be used spuar- 
ingly. In such cases, a declassification date or event, or a date for review, shail 
be set. Ths date or event shall be as carly as national security permits and 
shall be no more than twenty years after original classification, except that for 
foreign government information the date or event may be up to thirty vears 
after original classification. 

1-5. ddentifiration and Markings. 

1-501. At the tune of original Classification, the foilowing shall be stiown 
on the face <P paper copics of atl classified documents: 

(a) the kientity of the original classification authority; 

(b) the office of origin: 

(c) the date or event for declassification or review; and 

(d) one of the three classification desivnations defined in Section T-1. 
1-592. Gocuments classified for more than six vears shall alse be marked 

with the id. ety of the official who authorized the profonyed chissiicauuon, 
Such docttuicnts shall be annotated with the reason the classification is CXDCCT- 
ed to remo necessary, under the requirements of Section 1-3, despite the 
passage of tune. Phe reason for the prolonged classificaion may be stated bis 
reference to criteria set forth in agency implementing regulations. Phese 
criteria shal explain in parrauve form the reison the information needs to be 
protected bevond six vears. Tf the individual who sans or otherwise authenud- 
cates a dociuncnt also its atc! hovized to classify it, no further annotation of 
idenuty is rejuired, 

1-503. Guily the designations prescribed by this Order mav be used to 
identify classed information. Markings such as “For Official Use Onde and 
“Limited Gaicial Use’ may not be used for that purpose. Perms such as 
“Conferenc.”” or “Agency” may not be used in conjunction wih the chissifica- 
hon designations prescribed by this Order: e.g, 
“Conference Confidential.” 

  

“Agency Confidential’ or 

1-504. in order to facilitate excerpting and other uses, each Classified 
document shall, by marking or other means, indicate clearly whicl. Joruions 
are Classthe:., with the applicable classification designation, and which poOThons 
are not Classdied. The Director of the Information Security Oversight Oltice 
may, for god cause, grant and revoke waivers of this requirement for specie 
fied classes of documents or information. 

1-505. Corcign government information shall either retain its oreinal 
chissihcador: aesignauon or be assigned a United States chissification desizna- 
dion that shed ensure a degree of protection equivalent to that required by the 
enuty that icimohed the information. 

f-506. Caassifed documents that contain or reveal information that ts 
subject to soccnid: dissemination and reprodacion Hinaitauions authorized be } . 

. 
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this Order shall be marked clearly so as to place the user on nouce of the 

restricuons. 

1-6. Prohibitions. 

1-601. Classification may not be used to conceal violations of Lav, meffi- 

ciency, or administrauve error, to prevent embarrassment to a person, organt- 

gauion or agency, OF to restrain compention. 

1-602, Basic scientific research information not clearly related to the 

national security mav not be classified. 

1-603. A product of non-government research and development that docs 

not incorporate or reveal classified information to which the producer or 

developer was given prior access may not be classified under this Crder unul 

and unless the government acquires a proprietary interest mn the product. “Phns 

Order does not affect the provisions of the Patent Secrecy Act ef 1952 (35 

U.S.C. 181-183). 

1-604. References to classified documents that do not disclose classified 

information may not be classified or used as a basis for classification. 

1-605. Classification may not be used to limit dissemination of informa- 

tion that is not classifiable under the provisions of this Order or to prevent or 

delay the public release of such information. 

1-606, No document originated on or after the effective dare of this 

Order may be classified after an agency has received a request for the docu- 

ment under the Freedom of Information Act or the Mandatory Review provi- 

sions of this Order (Section 3-5), unless such classification is consistent with 

this Order and is authorized by the agency head or deputy agency head. 

Documents originated before the eflective date of this Order and subject to 

such a request may not be classified unless such classification is consistent 

with this Order and is authorized by the senior official designated to oversce 

the agency information security program or by an official with “Yop Secret 

classification authority. Classification authority under this provisien shall be 

exercised personally, on a document-by-document basis. 

1-607. Classification may not be restored to documents already declassi- 

fied and released to the public under this Order or prior Orders. 

SECTION 2. DERIVATIVE CLASSIFICATION, 

9-1. Use of Derivative Classification. 

9-101. Original classification authority shall not be delegated (> persons 

who only reproduce, extract, or stummative chissified information. eo: who only 

apply classification markings derived from source material or as devcted by a   

classification guide. 

8102, Persons who apply such derivative classification mariings shall: 

(a) respect orivinal classification decisions: 

- 0b) verify the information's current level of classification so far as pracuica- 

ble before applying the markings; and 

(c) carry forward to any newly created documents the assigned dates or 

events for declassification or review and any additional authorizes) markings, 

in aceordance with Sections 2-2 and 2-301 below. A single marking may be 

used for documents based on muluple sources, 

99. Classification Guides, 
cc 
f 

2-901. Classification guides used to direct derivative classification shut 

specifically identify the information to be classified. Rach classifi oton einde 

shall specifically urdicate how the designations, Gare Timits, merkings, and 

other requirements of this Order are to be apphed to the informat: on. 

FEDERAL REGISTER—VOL. 43, NO. 19B—MONDAY, JULY 3, 1976 

Cla 

28953 

    

L 

S
R
I
 

NE
T 

SU
RA
T 

+ 
“s
yt
em
 

tr
an
g 

e
r
i
n
 

om
 

PR
OS
 
EL
 2

 E
N
N
.
 
E
O
E
 

© 
e
c
 
To
e 

ag
en
t 

ee
e 

re
ge
t 

T
a
e
 
pe
e 

na
re
s 
A
R
R
O
N
 

S
P
E
N
T



¥ 28954 THE FRISIDENT 

2-202. boch such guide shall be approved personally and in writing by an 
agency head usted in Section 1-2 of ov an official wiih ‘bop Secret classitica- 
won yen Such approval constinutes an orgmal classification decision. 

J Vel fais, al. 

tion from mformadion classi- 
fied on or ater the effective date of this Greer shall be marked with .the 
declassificatio:. date or event, or the duie for review. assiened to the source 

2-301. Nosy material that derives its classSea 

  

information, 

SOQ. New material that derives ity classification trom: information classi- 
fied under price Orders shall be treated as follows: ' 

(a) Tf the source material bears a declassification date or event wens 
vers or less trom the date of origin, that date or event shall be carried 
forward on the new material. 

(b) df the source material bears no declassification date or event or is 
marked 

  

e
e
 

ov dcclasstication beyond twenty years, ihe new material shall be 
marked with a date for review for dectassification at lwenty years from the date 
of original classification of the source material. 

(c) Ho the suurce material is forcien government information bearing no 
date or event ior declassification or is marked for declassification bexond 
thirty years, Uo new material shall be marked for review for dechissilication au 
thirty years Liou: the date of original classificaion of the source material. 
SECTION 5, FeCLASSIFICALION AND DowNGRADING. 

S-1. Dechassifier von luthority, 

3-101. The authority to declassift. or downgrade information classitied 
under this or _ Palo Orders shall be exercised only as specified in Section 3-1, 

3-102. Clossified information may be declassified or downgraded by the 
offical who authorized the original classification if diat official is still servnes 
in the same postion, by a suceessur, or by a supervisory official of either, 

-“VO3. Agecnes heads uamed in Section 1-2. shall designaic additional 
oifigals at the lowest: pracdcable echelons to exercise declassification and 
downerading acthority, 

STO The Director of the Information Secu rity Oversight Office deter- 
ines Chit information is clussified im vielation of this Qider, the Director may 
require the information to be declassified be the agency that orteiated the 
Chissificatiou, Any such decision by the Director may be appealed to the 
Nauonal Security Council, Phe information shall remain classified unl the 
appeal is decided or unul one year from the date of the Director’s decision. 
whichever occtics first. ~ 

3-105. Phe provisions of this Order reliing to declassificauon shall alse 
apply lo agencies which, under the terms of this Order, do not have original 
classificadion authority but which had such authority under prior Orders. 

3-2. Prausferre-2 information. 

S-L20L. Poo classified information transferred in conpuncuion with a trans. 
fer of Cunctions—not merely for storage purposes—the receiving aeency shall 
be dcemed to be the originating agency for all pAepases under this Order. 

2P2. For classified information not transferred! in accordance with See- 
Hera 26 des orteinated in ana agency which has ceuscd to cxist, cach agenes 
WV Dossesssen att he deemed to be the ortginaine ascney for all purposes 
vine as ee Suchorsccnmon may be dechissified or downgraded by the 
BQENCOV TG possesston vite, corsadting with any other agency having an interes: 
In Ue sebyoct otter, 

S203. Chositicd unforiation Care ped te the General Services Admin: 
Istration for accession ite the Archives ch gta tuttea! States shall be douhassi ~ 
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fied or downgraded by the Archivist of the United States in accordan + with 

this Order, the directives of the Information Security Oversight Office. and 

the agency guidelines. 

3-904, After the termination of a Presidential administration, the Avchivist 

of the United States shall review and declassify or downgrade all informauon 

classified by the President, the White Tlouse Staff, committees or Comurssions 

appointed by the President, or others acting on the President's behail, Such 

declassitication shall only be undertaken in accordance with the provisions of 

Section 3-504. 

3.3. Declassification Policy. 

3301. Declassification of classified information shall be given emphasis 

comparable to that accorded classification. Information classified pursuant to 

this and prior Orders shall be declassified as early as national security consid- 

erations permit. Decisions concerning declassification shall be based on the 

loss of the information’s sensitivity with the passage of time or on the occur- 

rence of a declassification event. 

3-302, When information is reviewed for declassification pursuan: to this 

Order or the Freedom of Information Act, it shall be declassified unless the 

declassification authority established pursuant to Section 3-1 determixes that 

the information continues to meet the classification requirements presided in 

Section 1-3 despite the passage of ume. 

3-303. It is presumed that information which continues to met the 

classification requirements in Section 1-3 requires continued protes non. In 

some cases, however, the need to protect such information may be ou: weighed 

by the public interest in disclosure of the information, and in these cases the 

information should be declassified. When such questions arise, they shall be 

referred to the agency head, a senior agency official with respons’ hy for 

processing Freedom of Information Act requests or Mandatory Review re- 

quests under this Order, an official with Top Secret classification authority, Or 

the Archivist of the United States in the case of material covered in Section 3- 

503. ‘That official will determine whether the public interest in disclosure 

outweighs the damage to national security that might reasonably be oxpected 

from disclosure. 

3-4. Systematic Review for Declassification. 

3-401. Classified information constituung permanently valuabl- recards 

of the Government, as defined by 44 U.S.C. 2103, and informauca in the 

possession and control of the Administrator of General Services, pus suant to 

44 U.S.C. 2107 or 2107 note, shall be reviewed for declassitica: on us it 

becomes twenty years old. Agency heads listed in Section 1-2 and officials 

designated by the President pursuant: to Section 1-201 of this Co ler may 

extend Classification bevond twenty years, but only in accordance with Secuons 

3.3 and 3-402. Vhis authority may not be delegated. When chassificauon 1s 

extended bevond twenty years, a date no more than ten years later shit be set 

for declassification or for the nest review. That date shall be marker! on the 

document. Subsequent reviews for declassification shall be set at “0 more 

than ten year intervals. Phe Director of the Information Security Oversight 

Office may extend the period beoveen subsequent reviews for speci! catego- 

ries of documents or information, 

3402, Within 180 days after the effective date of this Order, Vie agency 

heads listed in Section 1-2 and the heads of agencies which har orginal 

classification authority under prior orders shall, after consultation with the 

Archivist of the United States and review by the Information Secur’y Over- 

sight Office, issuc and maintain eridelines for systematic review covering 

uwventy-year old classified information ander ther jurisdicuon, “These waunde- 
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lines shail state specific, Himiterl categories of information which. becuse of 
their national security sensitiviry, should not be declassified automaueaiy but 
shoul be reviewed item-by-item to determine whether conunved protection 
beyond twenty veurs is needed. These guidelines shall be authorized for use 
by the Archivist of the United States and mas, upon approval of the issuing 
authoriy, be used by any agency having custody of Uie information. AU 
infornition not identified in these guidelines as requiring review and for 
Which © prior automatic declassification date has not been esiablished shall be 
declassified automatically at the end of uwenty years from the date ef origmal 
classifiction, 

3-103, Nothwithstanding Sections 3-101 and 3-102, the Sceretary of 
Delense may establish special procedures for systematic review and declassift- 
cation of classified cryptologic information, and the Director of Cenural Intelli- 
gence may establish special procedures for systematic review and dechassifica- 
tion of classified’ information concerning the identities of clandestine human 
agents. These procedures shall be consistent, so far as pracucable, with the 
objectives of Sections 3-401 and 3-402. Prior to implementation, they shall be 
reviewed and approved by the Director of the Information Security Oversight 
Office and, with respect to matters. pertaining to intelligence sources and 
methods, by the Director of Central Intelligence. Disapproval of procedures by 
the Director of the Information Security Oversight Office may be appualed to 
the Naenal Security Council. In such cases, the procedures shall not be 
nnplemcuted unul the appeal is decided. 

3410-4, Forcign government information shall be exempt from automatic 
declassiication and twenty year systemauc review, Unless declassified carher, 
such fueormation shall be reviewed for declassification thirty vears from its 
date of origin. Such review shall be in accordance with the provisions of 
Sechlon 3-3 and with vuidelines developed by agency heads in consultation 
with -the Archivist of the United States and, where appre 
forcien woverniment or international organizauion concerned, * 

priate, with the 

Pliese cuidelines 
shall be authorized for use by the Archivist of the United States and mov, 
upon approval of the issuing authority, be used by any agency having custody 
of the information, 

$295, Transition lo systematic review at Gventy years shad be impiement- 
ed as ropidiy as practicable and shall be completed no more than ten vears 
from thy efiective date of this Order. 

3-5. Mandatory Recww for Declassification. 

  

3-Sut. Agencies shall establish a mandaiory review procedure to handle 
requests by a member of the public, by a government ¢mpdovee, or by an 
agency, vo declassify and release information. This procedure shall appis to 
information classified under this Order or prior Orders. Except as provided im 
Section 3-505, upon such a request the mformation shall be reviewed for 
possible declassification, provided the request reasonably describes the mfor- 
mauion. Xequests for declassification under this provision shall be acted upon 
within GO days. After review, the mformation or aay reasonably sceregable 
portion thereof that no longer reqiires protection under this Order shall be 
dechissived and released unless withholding is otherwise warruitced under 
applica oo faws 

3-2 Requests for declassification which are submitted uncer the provi- 
stons of) © Tieedeoa of Tuformation Act shall be processed in accordance with 
the prov stons of toe Ver 

Bonny 
am, Taforiatiom dess thon ten sears old which was orginated hy che 

Presidcet, by the White Plouse Sih oar by committees or commissions ap- 
pomted by the President, or be others. Ting oon behal€® of che President, 
inchidin.s such information ia thre Posscesrou coed coated of the Administrator 
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of General Services pursuant to -H U.S.C. 2107 or 2107 note, 1s cxemptcd 

from the provisions of Section 3-501. Such information over ten eats old 

shall be subject to mandatory review for declassificauon, Requests far manda-_ 

tory review shall be processed in accordance with procedures developed by 

the Archivist of the United States. ‘Vhese procedures shall provide iar consul 

tation with agencies having primary subject mater interest. Any decision by the 

Archivist may be appealed to the Director of the Information Security, Over- 

sight Office, Agencies with primary subject matter interest shall be notified 

promptly of the Director's decision on such appeals and may further appeal to 

the National Security Council through the process set forth in Secven 3-104. 

3-504. Requests for declassification of classified documents or-sinated by 

an agency but in the possession and control of the Administrator of General 

Services, pursuant to 44 U.S.C. 2107 or 2107 note, shall be referred by the 

Archivist to the agency of origin for processing in accordance will Section 3- 

501 and for direct response to the requestor. Whe Archivist: sail inform 

requestors of such referrals. 

3.505, No agency in possession of a classificd document may, 2} response 

under the Freedom of Information Act or 

refuse to confirm the existence or 

‘act of its existence Or Non-exXts- 

  

to a request for the document made 

this Order’s Mandatory Review provision, 

non-existence of the document, unless the t 

tence would itself be classifiable under this Order. 

3-6. Downgrading. 

3601. Classified information that is marked for automatic downgrading is 

downgraded accordingly without notification to holders. 

8602. Classified information that is not marked for automaur downgrad- 

ing may be assigned a lower classification designation by the ong tor or by 

other authorized officials when such downgrading is approprist’. Nouce of 

downgrading shall be provided to holders of the information 1) Che extent 

practicable. 

SECTION 4. SAFFGUARDING. 

4-1. General Restrictions on Access. 

4-101. No person may be BIVEN aecess LO classified inforn. dion unless 

that person has been determined to be trustworthy and Unless access is 

necessary for the performance of official danes. 

4-102. All classified informauon shall be amarked conspicucasty to put 

if appropt cote, to show 
users on notice of its current classification status and, 

his Order. 

any special disibucon or reproduction resticuens authorized bs t 

4-103. Controls shall be established by rach ageney to ensure that classi 

fied information is used, processed, stored, reproduced, and tree anitted: only 

under conditions that will provide adequate protect 

unauthorized persons, 

4-104. Classified information no longer needed in current 

or for reference or record purposes shall be processed for approeya tate CHisposi- 

osvisions of Chapters 2b and 35 + Po Vide Hd of 

fon and pre. ib aceeys bs 

working files 

tion in accordance with the y 

the United States Code, which governs dispositur ot Federal ree rds. 

4-105. Classified information disseminated outside the Executive branch 

shall be piven protecuon equivalent to that afforded within ihe Executive 

branch. 

4-2. Special clccess Pragvants. 

4-201, Agency heads listed in Section 1-201 may create speciab access 

8 ‘ 
\ 

istribution, and: protecuon of peroalarly sensi- 

programs to control access, d 
to this Order or prior Orders. Such pro- 

uve mformation classified pursuant 
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grams may be created or continued only by written direction and only by 
those szency heads and, for niatrers pertaining to intelligence sources and 
methods, by the Director of Central Intelligence. Classified information in 
such programs shall be declassified according to the provisions of Section 3. 

4-202. Special access programs may be created or continued only on a 
specific showing that: ; 

(a; normal management and safeguarding procedures are not sufficient to 
limit necd-to-know or access: 

(b} the number of persons who will need access will be reasonably small 
and commensurate with the objective of providing extra protection for the 
informeiion involved: and 

(cy the special access controls balance the need to protect the information 
against the full spectrum of needs to use the information. 

4-203, All special access programs shall be reviewed regularly and, except 
those required by treaty or international agreement, shall terminate automati- 
cally every five years unless renewed in accordance with -the procedures in 
Section -$-2, . 

4-2-4. Within 180 days afier the effective date of this Order, agency 
heads snall review all existing special access programs under their jurisdiction 
and continue them only in accordance with the procedures in Section 4-29. 
Each . those agency heads shall also establish and maintain a system of 
accounting for special access programs. The Director of the Information Secu- 
rity Oversight Office shall have non-delegable access to all such accountings. 
4-3. cleress by Historical Researchers and Former Presidential 1 Pporitees. 

  

4-Cul. The requirement in Section 4-101 that access to-classified infor- 
mation may be granted only as is necessary for the performance of official 
duties riay be waived as provided in Section 4-302 for persons who: 

(a) are engaged in historical research projects, or - 
(b} previously have occupied policy-making positions to which they were 

appointe.! by the President. 
4-502. Waivers under Section 4-301 may be granted only if the agency 

with jurisdicdon over the information: 
(a) Taakes a written determination that access is consistent with the inter- 

ests of national security; 
(b) iakes appropriate steps to ensure that access is limited to speailic 

categor es of information over which that agency has classification jurisdiction: 
(cj) iiuuis the access granted to former Presidential appointees to items 

that the person originated, reviewed, signed or received while serving as a 
Presideriial appoinice. 

4-4. Reruduction Controls. 

4-41. Pop Secret documents may not be reproduced without the consent 
of the oviginating agency unless otherwise. marked by the originating office. 

dea. Reproduction of Secret and Confidential documents may be re- 
stricted ov the originating agency. 

4-05. Reproduced copics of classified documents are subject to the same 
accountbility and controls as the original documents. / 

4-001. Records shall be mamtained by all agencies that repredtice paper 
copies oo classified documents to show thie number and distribution of repro- 
duced copies of all Vop Secret documents, of all documents covered by 
special .ecess programs disuributed outside the originating agency, and of all 
Secret end all Confidential documents which are marked with special dissemni- 
nation sd reproduction Hmitations in accordance with Section 1-506. 

4 4-25. Secuons $-f0b and 4-102 shall nor restrict the re production. of I 
documents for the purpose of facilitating review for declassification. However, 

FEGERAL REGISTER—VOL. 43, NO. 123—MONDAY, JULY 3, 1978



THE PRESIDENT 

such reproduced documents that remain Classified afler review must be de- 

stroved after they are used. 

SEC LION 3. IMPLEMENTATION AND REVIEW. 

5-1. Oversigt. 

5-101. Phe National Security Council may review all matters wih respect 

to the implementation of this Order and: shall provide overall policy direction 

for Uic iiformadion security program, 

5-102. Vhe Administrator of General Services shall be responsible for 

nnplamenting and monitoripy the proguanr estabhshed pursuant to tis Order. 

he 

  

‘Thus responsibility shall be delegated: to an Information Securit. Oversy 

Olfice. . 

5-2, Laformation Security Oversight Offer. 

5901. The Information Security Osersight Office shall have o full-tune 

Director appointed by the Administrator of General Services stdecct to ap- 

proval by the President. “The Aduinistrator also shall have autherty to ap- 

point a staff for the Office. 

5-262. Vhe Director shall: 

(a) oversee agency actions to ensure cerapliance with this Cirder and 

implementing directives: 

(b) consider and take action on complaints and suggestions from persons 

within or outside the Government with respect to the administraiion of the 

information security program, including appeals from deasions on declassifi- 

cation requests purstuint to Section 3-503; 

(c) exercise the authority to declassily infermation provided | + Sections 

3-104 and 3-503; 

(d) develop, in consultation with the agencies, and promulgate. subject to 

the approval of the National Security Council, directives for the pinemente- 

tion of this Order which shall be binding on the agencies; 

(ce) report annually to the President through the Administrator of Genera! 

Services and the National Security Council on the implementa cen of Css 

Order; 

() review all agency implementing regulations and agency gr teinies tos 

systematic declassification review. Phe Director shall require any re Patiom er 

guideline to be changed if it is nut consistent wish tis Order or re erie ars 

dircetives. Any such decision by the Director may be appedied ta toe Natienad 

Security Council, Phe agency regulation or guideline Shath pen paoetivet 

until the appeal is decided or until one vear from the date at oe Sper tors 

decision, whichever occurs birt. 

(2) exercise case-by-case Chissification eatlonits tnareeerdanice oh Section 

P-205 and review requests for orga Classtiicatrer aaathorit. from ogencies or 

officials not granted orjonal chosificatioa saihorty under Section i-2 of dus 

Order, and 

(h) have the authority ta conduct onesite reviews of the i formation 

securmty progrun ot cach agency Unt handles classified informateen and to 

require of cach agency such reports, information, and other co wocraion as 

necessary to fulfill his responsibilities. If such reports, IMspecuon. ey al Cess to 

specific categories of classified information would pose an excephon dy national 

security risk, Che affected agency head may deny access. The Porector may 

appeal denials to the National Security Council. Phe denial of 9 vess shall 

remain in effect unul the appeal is decided or unul one year from che date of 

the denial, whichever occurs first. 
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5-3. Interageary Faformation Security Commute. 

5-301. Thire is established an Interagency Information Security Commit- 
tee which shall Le chaired by the Director and shall be comprised of represent- 
atives of the Secretaries of Staic, Defense, Treasury, and Energy, the Attorney 
General, the Pisector of Central Intcligence, the National Security Counce, 
the Domestic Pohey Staff, und the Archivist of the United States. 

5-202, Re; 

Conimittee on 

i a 

‘ A 

‘esentatives of other agencies muy be invited to meet with the 

matters of particular interest to those agencics.      

5-803. The Committee shall meet at the call of the Chairman or at the 

request of a member agency and shall advise the Chairman on implementation 
of this order. 

5-4. General Responsibilities, 

5-161. A copy of any information security regulation and a copy of any 

guideline for systematic declassification review which has been adopted pursu- 

ant to this Order or implementing directives, shall be submitted to the Infer- 

mauion Security Oversight Office. To the extent practicable, such regulauions 

and guidelines should be unclassified. 

© 5-402. Unclassified regulations that establish agency information security 

policy and unclassified guidelines for systematic declassification review ‘shall be 
published in tie Feprrar RecIsTEr.   

5-403. Agencies with original classification autherity shall promulzate 

guides for security classification that will facilitate the identification and uni- 

fort classifica.:on of information requiring protection under the provisions of 

this Order. 

5-40 $. Avcncres which originate or handle classified information shafh 

  

{a) desigituic a semor agency official to conduct an active eversiz 

ram to cnsure effective implementation of this Order; 

ilo pro- 

  

’ 

(b) designese a senior agency official to chair an ageney commitice wiih 

autherity to accon all suggestions and complaints with respect to the agency's 

admumistration of the information security progran; 

{ce} establys a process to decide appeals froin denials of dechassttication 
  requests submoied pursuant to Section 3-5; 

(d) estabb.h a program to fumlacize agency and other personnel who 
have access to classined tnforimation with the provisions of dhs Order and 
implementing cirectives, Uhis. program shall impress upon agency personnel 

  

their responsivaity to exercise vigilance in conmplying with dus Order. The 

pregranm shali encourage agency personnel to challenye, Uirough Mandatory 

Keview and other appropriate procedures, uiose classification decisions they 
believe to be inusvoper: 

(e) promuieate guidelines for systematic review in accordance with Sec- 

gon 3-402; 

(f) establiss procedures to prevent unnecessary access to classifica infer- 

mation, inchicing procedures which require Uiat a demonstrable need for 

eecess fo classified information is established before qmitating adiimiscrctive 

  

toarapee procedures, and which ensures that the number of peanie granted 

veces. to eos Ged information is reduced to and maintained at the muiimum 

number that casistent with operational requirements and needs; and 

(A eisete hat pio tees for safeguarding information are systematically 
rovrowed and cond Ghose chart are dupheative or unnecessary are chimuinated. 

  

75 Vey tye ' ‘ . ~ : . : : tc Qt. NX, edbosabrmoa to che fafornarion Security Oversight Olinee 
such informiaison or ropotts as tin Diet ret the Otfiee may find pecessare to 

carry oucthe (yiice’s responsibilities, 
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DAD. bedmaivtratice Sanetians. 

5-501. Wo the Information Security Oversight Oifice finds that a viebuion 

of this Order or any implementing direcives may have occurred, it shall make 

a report to the head of the agency concerned so that corrective steps now be 

taken. 

5-502. Oificers and emplovees of the United States Government shell be 

subject to appropriate adnuinistrative sanctions if they: 

(a) Knowinely and willfilly classify or continue the classification of ft for- 

mation ta violiGon of thes Order or anv implementing directives; or 

(b) knowingly, willfully and without authorization disclose inform ton 

properly classified: ander this Order or prior Orders or compromise proverly 

classified information throug 

(c) knowmely and willfally vielate any other provision of this Ordor or 
inplomenting directive. , 

5-503. Sanctions may inchide reprimand, suspension without pas, ror roy. 

honceheences or 

al, termunation of chassticadon authority, or other sanction tn accordance with 

appheable law and agency regulations. 

5-504. Ageney heads shail ensure that appropriate and prompt corre. tive 

action is taken whenever a violation under Section 5-302 occurs, The Director 

of the Information Security Oversight Otfice shall be informed when such 

Violations Occur. 

5-905, Agency heads shall report to the Attorneys General evidens re- 

Nected in classified information of possible violations of Federal crimin. ) law 

by an agency emplovee and of possible violations by aay other person of dose 

Federal criminal laws specified in guidelines adopted by the Attorney Gereral, 

SECTION 6. Gixr at UROVISIONS, 

OG-}. Definitions, 

B-1OL. UAgenes has the meanme defined im 3 U.S.C. 552%, 

G-1O2. “Classdied information” means daformateu or quaateriab po vent 

collccovely termed: information) that is owned by. produced for or bol or 

tmider the control off the United States Goverunent, ond that has ‘een 

determined pursuant to this Order o1 prior Orders to require pro: en 

against unauthorized disclosure, and that as se designated, 

6-103. “Foreign government diformmation’ means information t babs 

  

been provided to the Untred States in confidence by, or produced (> the 

United States purstiant to a written joint arrangement requiring contider: «cits 

wih, a foreign government or intormional organization Ob woxerina its, 

6-1Ob UNational security” means the national defense and foreign cha 

uions of the United States, 

6-105. “Decassifieation event’ micans an event which would climini > cre 
. Looe 

need for contiaucd Chissificauon, 

O-2. General. 

6-201. Nothing tn this Order sbadt supersede any requirement made oy or 

under dhe Atomie Poors Act of Po5¢, as amended. 
t 

"Restricted Dan and 
WhormaGed Gesinated as UPorments Restricted Dari’ shal be handled. vre- 

! 
: 

tected, chiss hed. dowiwraded. and do ussitied in conformity with the poov- 

sions of the Atami Eaergs Actoof 199d, as amended, and regulations ft 

presuant thereto, 

H-202, The Attornes General, upon request by the head of an ogere .. his 
\ : duly designated represcmiadse, or the Director of the fafermutian Sip 

Oversieht Occ, shall personally or Chrough aithenvebrepressntenyes «the 

Department of fastce render an in 
. oe. , 

any Question arising mM the course of is adlaiaysti tia, 

  

sation ef thos Oider with ress of te 
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r-203. Executive Order No. 11652 of March 8, 1972. as amended by Executive Order No. 11714 of April 24, 1973, and as further amended by Executive Order No. 11862 of June 11, 1975, and the National Security Council Directive of May 17, 1972 (3 CFR 1085 (1971-75 Comp.)) are re- voked. 
b-204. This Order shall become effective on December 1, 1978, except that the functions of the Information Security Oversight Office specified in 

Sections 5-262¢d) and 9-202(f shall be effective mmediately and shall be performed in the interim by the Interagency Classification Review Committee estaulished pursuant to Executive Order No. 11652. 

Song Oo 
‘LHe Wire House, - . 

June 28, 1978. 

(FR Doc. 78-18505 Filed 6-29-78; 4:18 pm] 

Risrugian Nore: The Presidents statement of June 20, 1978, on issuime Executive Order 12005. 45 printed in the Weekly Compilation of Presidential Documents (vol. 14, No. 20). 
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