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MOTION O DISMISS

' The defendant woves to dismiss the action for lack of subject

matter jurisdiction,; pursuant to Rule 12(b) (1), Federal Rules

of Civil Procedure
In support of that motion, the defendant submits a statement

of points and authorities and affidavits. A proposed order 1is

also cs:rnm d.
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United States Attorney
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URITED mﬂbt'm DISTRICT COURT
FOR THE UHQ:WHOH OF COLUMBIA

MARK A. ALLEN,

Plaintiff,
Civil Action No. 78-1743
CENTRAL INTEL ﬁHDF;Pm AGENCY,

et al.,

Defendants.

N N N N N N N AN NN N

STATEMENT OF POINTS AND AUTIORITIES IN SUPPORT
OF DEFENDANT'S MOTICN FOR SUMMARY JUDGHENT

This is a Mﬂmmaoj of Information Act suit, 5 B.5.C. §352.
mewm is o:ww one document at issue. We respectfully mrUJJm that
the aooﬂBmSn.wm properly zwmrﬁcwa.MHoe public inspection pursuant
to 5 U.S.C. §552(b)(1), (b)(2), and (b)(3). The Court therefore
lacks uCHHmaHnmwou over the subject matter. 5 U.S.C. §552(a ) (&) (B).

t 1is

b=t

The document at issue is fourteen pages in length.
dated January 31, 1974. The CIA gomONHooL the document in a

Vaughn v. Rosen, [484. F.2d 820 (D.C. Cir. 1973), cert. denied, 415

N

u.s. 977 Awowbv_ index filed in Bernard Tensterwald v. CIA, Civil

,>omHoz No. 75-0897 (D.D.C. 1978) (Sirica, J.) as follcws:

.Document No. Date No. of Pages
509-803 31 January 1964 14
Disposition - This document was denied.

The document contains a discussion of @ collection
of information available from very sensitive
intelligence sources and in one instance the
results of a sensitive foreign HganHHQDSOD
operational BFn?oa of collection. Most of the
substantive information in this document 1is
available in other unclassified documents.

In this particular document, it is inextricably
mixed with operational details which, if
exposed, would compromise several sensitive
foreign intelligence sources, as well as a
sensitive ﬁOHnHmz inte Awumonoo ovvﬁmnwosm4
method. In addition, the document. contains
information HamSmHm%HSQ a number of Agency
components and Agency internal filing
instructions. This denial was made under

the authority of hwoaowro: (b) (1) : (b)(2)

and AUV, ).



Page 127 of 320 page Document pDisposition Index filed in
7. (A copy of page 127 ol the

Fensterwald, supra, January 21, 19
Tndex is attached hereto as B

Document Properly Classified

The former Information Review Officer for the CIA's Dircctorate

ldadevit

Eh

' of Operatiomns, Charles A. Briggs submitted a detailed af

(&) 3

in Fensterwald, supra, describing why certain information in

—————

1,264 of the 1,363 documents at issue in that case was propeaer

|-~

,
Y
v

these 1,264 documents was primarily

th

classified. The disposition ©
the responsibility of the Directorate of Opeations. Briggs'

affidavit, 2. (A copy of the Briggs affidavit, sworn to April 14,

1977 and filed May 20, 1977, 1S actached hereto as Exhibit 1, Attachment

R

>s' affidavit,

el

09

s

Document No. 509-803 was reviewed by Mr. Briggs. Bri
3. Briggs' determined +hat of the 1,264 documents:

_ the portions deleted and the documents denied.

. for which classification 1is asserted, are
‘currently and properly classified because thelr
release could cause damage to the national
‘security in terms of disrupting foreign
relations, compromising complex cryptological
and communications intelligence systems and
revelation of sensitive intelligence operations.
Each such document bears the appropriate markings
on its face to evidence its classified status.

LI

Briggs' wmmw&m<wﬁ“ i5.
; On December 1, 1978, a new classification order became

effective - Executive omamﬁ No. 12065 (Fed. Reg. Vol. 43, No. 128,

July 3, 1978). The CIA has conducted another classification review

t issue in this action and has determined that

of the document

ny
(4

the document is still properly classified. See the affidavit of
Robert E. Owen, sworn to January 9, 1979, attached hereto as Exhibit 1.
The Execmptions Applicable To This Document

(b) (12

The Congress vmm exempted from the FOIA documents that are:

(1) (A) specifically authorized under criteria
established by an Executive order to be kept
secret in the interest of national defense

or foreign policy and (B) are in fact properly
classified pursuant to such Executive order.

5 U.S.C. mmvvaVAwowav. See PBriges' affidavit, %2(a); Robert

E. Owen affidivat, %3. See also the following decisions:
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7-1401 (D.C. Cir. Aug. 24, 1973);

Rav and Schapp v. Turner, No. 7

Adele Halkin v. Helms, Nos. 77-1922, 77-1923 (D.C. Cir. June 16,

1978) ; Weissman v. CIA, 565 F.2d 692 (D.C. Cir. 1977); Phillini v.

CIA, 546 F.2d 1009 (D.C. Cir. 1976); Serbian Eastern Orthodox

Diocese v. CIA, Civil Action No. 77-1412 (D.D.C. Oct. 20, 1973)

(attached as Exhibit 7).
(b) (3)

The Congress has also provided that the FOIA does not apply

to matters that are:

-~

vam@mowmwomHH%QMQE@mdamﬁoﬁ mwwnwowcwmvw
statute (other than saction 552b »f this title),
provided that such startute (A) requires that the
matters be withheld from the public in such a
manner as to leave no discretion on the issue,
or (B) establishes particular criteria for
withholding or refers to particular types of .
matters to be withheld. . . .

5 U.S.C. §(b)(2)(1876). See Briggs' affidavit, $2(b), 50 U.S.C.

§403(d) (3), 403g; Goland v. CIA, No. 76-1800 (D.C. Cir. May 23, 1978);

John D. Marks.v. CIA, No. 77-1225 (D.C. Cir. Aug. 24, 1978); Phillips
v. CIA, supra.

(b) (2)

The Congress has also provided that the FOIA does not apply

to matters that are:

related solely to the internal personnel
s and practices oi an agency.

5 U.S.C. §(b)(2)(1976). See Bripgs' affidavit, 32; Ginsburg,
Feldman & Bress v. FTEA, No. 9 (D.C. Cir. Feb. 1%, wowmv.
James A. Boyce v. Deputy Director, Civil Action No. 78-0084 (D.D.C.
Oct. 25, 1978)(Smith, J.). See also Department of the Air Force v.
Rose, 425 U.S. 352, 369 (1976): Fonda v. CIA, 434 T.Supp. 493, 503
(D.D.C. 1977); Vaughn v. Roscn, supra, 523 F.2d 1136, 1143 (D.C.
Cir. 1975). .

'Fensterwald Decision 0f Judge Sirica
We urge this Court to follew the decision of Judge Sirica.

of July 12, 1978 in Fensterwald. Judge Sirica, after making an

in camera inspection of some of the documents at issue 1n that case

(Document No. 509-803 was not inspected), found that the (b) (1),

(b) (2), and (b)(3) information was properly withheld. See
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AOSOHQJQCB owdswog of July 12, 1978 at 1-7 (attached hereto
1 : .

Exhibit H. Attachment C.)

In the recent decision of Consumers Union Of The United

States, Inc. v. Consumer Product Safety Commission, No. 75-2039

(D.C. Cir. Dec. 22, 1978), the Circuit Court reaffirmed the rule

of the doctrine of stare decisis in FOIA suits:

We -surely do not gainsay that "the doctrine
of stare decisis is mwwhw a powexrful fore
in our uCHHmrwonHOU. [Citing United
States v. Maine, 420 U.S. 515, 5Z7 (1975)] : :
So, a court reviewing a:FOIA claim may _
choose to defer to a previous judlcial
mmowmwos that the Act coes or does not
mww y to particular documents, where the
rior action sought disclosure or
restraint. -Slip op. at 13. [Footnotes omitted].

made an in'camera inspaction of some of

L

Afrer Judge Siric

‘the documents described in the Briggs affidavit, he concluded:
This process has now been completed and the
Ccurt has determined, based on the inspection
of each in camera document, that defendant
claims of . mhaﬂﬁmwos :Jocga be sustained in
all but a few instances [(b)(6) and (b)) (7)(F)].

Memorandum Opinion of July 12, 1978 at 1.

he

r‘r

We urge this Court to adopt the mwﬁ@wbw om Judge Sirica tha

.Avvmwv~ (b)(2), and (b)(3) informa rion at issue was properly

withheld from public inspection.

cency Affidavit Entitled To Substantial Weight

The affidavit of Mr. Robert E. Owen shows that the document
at issue in this case is classified "SECRET. Mr. Owen concluded:
that '"the withheld material remains classified at the SECRET level

under Executive Order 12065. The release of this document could

r®m>>ﬂau_w Tm expected to cause serious damage to the national

der of July 12, 1978 granting and denving
in pars uﬂsaoﬁw judgment for the OH> Ammnmoﬁoa as Exhibit 3).
On Juty 20, 1978, plaintiff moved for voluntary dismissal wit
prejudice Ammvmrjog as Exhibit >v On July 28, 1978, -the Court
entered an order granting plaintiff's motion . wja vacated the

1/ The Court issued an oxrd

order .0of July 12, 1973 Amwﬁmnrvz as Exhibit .5). ' Defendant
AVemﬁﬁozm motion for clarification, and plaintiff's motion for
cin .mmmm:mzn of the July 12, h@wm.OMamd. were denied without

xplanacion by order of September 19, 1978 (attached as Exhibit 6.).



security in terms of disrupting foreign relations of tne United
States and in disclosing information concerning United States
intelligence activities, sources and methods. Thus, -the

document remains mumzwn from release pursuant

S
+
e
O
3
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The CIA's affidavits concerning the classiiiica

document at issue are entitled to 'substantial weight. Our

Circuit Court in Adele Halkin v. Helms, supra, Nos. 77-1922 2nd

77-1923 (D.C. Cir. June 16, 1973) stated at 15:

We note that in the analogous context of the
nat HOJDH secruity m%maﬂwwos in the Freedom
of Information Act courts should accord

- “substantial weight' to the affidavit of

the agency. S. REP. No-~ 1200, 93d Cong.,

2d Sess. 12 (1974) (Conference Report);

120 Cong. Rec. 36,870 (1974) AdemHFm

of Sen. Muskie); oowfsa_a. CIA

U.S. App. D.C. o F 2d , No.

. 76-1800 Slip Op. at 20 n.64 (May 23
1978) ; :mwmmams V. df» ” U.S. Pﬁd .
D.C. ) 5 F.2d S 3 & n.10 (1977).

Conclusion-

1

Defendant's motion to dismiss-should be granted. The document

at issue has vcmd properly wit wmwa from public view.

Respectiully submitted,
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EARL J. SILB
United State
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ROYCE C. LAMBER
t

Ik
Assistant United States Attorney

LAWRENCE T. BENSNETT
Assistant:United States Attorney

2/ Owen affidavit, 93.



IN THE UNITED STATES DISTRICT COURT

"FOR THE DISTRICT OF COLUMBIA

MARK A. ALLEN,
Plaintiff,
V. Civil Action No. 78-1743

_CENTRAL INTELLIGENCE AGENCY, " AFFIDAVIT

et al.,

Ummmbmmwﬁm.

Nt N N A e N Nt N v A N N

Robert E. Owen, being first Qﬂﬁw‘mSOHb~ deposes and says:

1. I am the Information Review Officer for the OHHmOWOHmnW
of Operations. (DO).of the Central Intelligence wmwso% AOvam
My rpsponsibilities include the Hmvwmz of the DO documents
which are the object of Freedom of Information Act (FOIA)
mba\uﬁ.whw<mo< Act requests to and litigzstion against the
Ova to insure that determinations made regarding the dis-
WomHMH05 of such documents are WHO@mH. I am mﬂWUOHHNmQ in
accofdance with sections 1-201 and 1-204 of Executive Order
1206 to make original classification determinations up
throggh TOP SECRET. The statements made herein are based
upon|my knowledge, upon information made available to me in
my official capacity, upon advice and counsel from the CIA
Offig¢e of General Counsel mwQ‘cmom conclusions reached in
accofdance therewith.
2. Through my official duties, I have vmooﬂw mommwwﬂwma

with |the FOIA request OHH@HDQWQQ by plaintiff for CIA Document

(o

No. 309-803 which is at issue in the above-captioned litigation

4.

 Plaintiff's identification of the document was possible as a

-resullt of the document having been involved in an earlier




~and made a part hereof by reference.

instance of FOIA litigation, in Fensterwald v. CIA, usDc,

D.C., Civil Action No. 75-0897. In that instance the documcnt

was withheld in its entirety as indicated on page 127 of the

Document Disposition Index prepared in that litigation.
The

Page 127 is attached hereto designated Attachment A.

document was withheld pursuant ﬁo FOIA exemptions

(o) (1),

AUVAMV mbm (b) (3). A OOWK om ﬁbm Court's mHS@HD gs Hm@mm@wd@

OHw Hb<oomnHOB of ﬁvm onw mxmBOrHosm Hm mrﬁm(smm as wﬁﬁmODBw»

initia

C. mHmHSﬂHmm.m letter dated 24 July 1978 ting his
FOIA request is mrnmowma mw Attachment D. Plaintiff was
advised by CIA in-a Hmﬁﬁmw dated 8 August 1978 that the

QOOGB%S# Hm@cmmﬁmg was denied pursuant to FOIA mmeOrHowm

=

-A copy of the Hmﬁﬁmw is attached and . HQmSﬁJHHmQ as wrﬁooﬁdmdr B

By letter dated 9 PCQCMW 1978, plain%iff appealed th= OHW

mmﬁmﬂawbmﬁPOb regarding Document No. 509-803. & copy of
wHwPSﬂHmm S m@@mmw HmﬁﬁmH is mnﬁmODmQ as wrrmoaimbﬁ F. Plainti-
filed his Complaint in this ‘suit on 18 September 1978.

3. The affidavit of 5% predecessor as Information

Review Officer for the UHHmOWOHmﬂm of oovwmﬂwonw of the

OmbﬁHmH Intelligence Agency, Mr. Charles A. wwwm@m\ 18

attached identified as Attachment B and is hereby incorporated

Mr. Briggs' affidavit

sets forth the CIA rationale for withholding documents or

portions thereof pursuant to various FOIA exemptions.

Document No. 509-803 was one of ﬁwm,moozsm:(m dealt with in

the earlier litigation. The circumstances which warranted

the FOIA mmeWWHos determination have not ch anged since the

ﬁwsm of the Odwapsmw anmHdemrPOSm with one exception.

The

executive OHQmH in mmmmOﬁ at the nwﬁm Or the Fensterwald

HP#P@&&P05~ Executive OHQmH 11652 ; wak replaced, effective 1

T

December qum~ by Executive Order 12065. I have revieu red




o

Document No. 509-803 and the classification determinations
made with regard to it. H‘ooznwﬁmm that the withheld material
remains classified at the SECRET level under Executive Order
12065. The release of this document could reasonably be
expected ﬁo,omﬁwm serious damage to the :mﬁwwbmw security in
ﬁmHBm of disrupting foreign relations of ‘the United States

and in disclosing information concerning waﬁm& States
Hbﬁmwwwmmsom moﬁw<wﬂwmm~ sources and methods. Thus, the
document remains exempt from release pursuant to FOIA
exemption (b) (1).

o~

4. Executive Order 12065 provides more stringent

.mﬁmbamﬁgw fdyr classifying information than the Order it

replaced. At a minimum, under the new Order, information
may boﬁ.wm classified urless its unauthorized disclosure
nOSHQ reasonably be expected to cause identifiable damage to
the national security. 1In addition, only omew*S categories
0m information may be considered for OHmoumwomruos These

categories PSOH:QD HJWOHBmﬁHOS pertaining to intelligence

.m0ﬂw<wﬁwmm~.mocwomm or methods and HSHOHBuﬁHOU concerning

MOhmFms relations or foreign activities of the United States.
With respect to withheld information for whihc FOI1A exemption
(b) (1) mwm been mmmmﬁnmmN I have reviewed the determinations
in light of the criteria of the new Order and have @mmmwswmmg
that the information meets the more stringent standards for
classification set forth in Executive Order 12065 and falls
within the requisite categories of HBmOHBmﬂHOS set mOHWd in

that Oxder.




5. I have reviewed the document in issue pursuant to

section 3-303 of the new Executive ORder which provides:

It is presumed that information which continues +o meet
the classification requirements in section 1-3 xm@crwmm
continued protection. In some cases, however, the need
to protect such information may be outweighegd by the
@CUHHQ interest in disclosure of the information, and
in these cases the information should be DoowmwwdrPo
When such questions wHHmm~ they shall be referred to
the agency head, a senior agency official with respon-
sibility for processing Freedom of Information Act
requests or Mandatory Review requests under this Order,
an official with TOP SECRET classification authority,
or the Archivist of the United States in the case of
materials covered in section 3-503. That official will
determine whether the public interest in disclosure
outweighs the damage to national security that might
reasonably be mx@mnﬁma from disclosure.

(

The OHw has issued an Agency regulation implem enting this

mmnﬁwow (see Attachment G) which was based upon the advisory

letter of Mr. Zbigniew Brzezinski, Assistant to the President’

for National mmocdﬁﬁ< wmmmwhm Awmm Attac I have

hment H).
reviewed the document withheld in this case to determine if
there are any circumstances which would require that a UmHWSOW
be made to test whether @GWHHQ interest in continued protection
of wﬁwm properly classified information is outweighed by wwm
public interest in disclosure. I have determined that the
requisite circumstances 4o not exist.

6. As indicated above, the document at issue remains
WHOWmWHK classified and the circumstances warrant ing the
FOIA exemptions justifying SHﬁSWOHQHm@,dSm document in its
entirety pursuant to FOIA mxmawwwosm (b) (1), (b) (2) and
AGVAwV~ remain applicable and the document has therefor

been withheld.
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COMMONWEALTH OF VIRGINIA )

. : v SS.
COUNTY OF FAIRFAX )

Subscribed and sworn to before me: this { day of
January 1979.

(dm Tﬁ,u../.,\o( Dy . : .wmc. 4 ,

R BN

Notary Public. ' =

(1882, o .
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ZK,OOBBHmmHOS expires: Tq RTDnA
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Doouinent Ne. Dazie No. of Pazes

503 - Zi2 30 January 1964 . 1

Dispesition - This document was released with portions dalzied,

The deiztea perions include information identifying a number of Agency siztior
in specific cities zbroad, the identity of a number of Agency comnanents znd
several Agsncy sizff employees. Also delsted werz opzrations] cryaisnwms and
icention of @ sensitive foreign intelligence operational methad. Agency interpal
filing instructi ¥ the

Disposition - This document was released with portions d
| . % 5 . .5 3 . 3
deleted porticns include infgrmation identifying o

pal
staff employees, as well as > mdn« pd?ﬁd&» ?fﬁm

wog 802 31 January 1964 2
,UpwdomHUoJ - Hrwm monﬁﬁouﬁ was denied. The &ow.ﬁamsn i
of information @woﬁ&v& by the FBI. The informaticn has keen »

“thata mnnw‘ and will be dealt with directly by the bureaul -

508|- 214 : 30 January 196¢ - .2
wamuoﬂmoa - This document was released with wc\ lons d

a foreign intelligence source, as well as information identifyin
companents and Agency stzif employees. Also deleted was the i
mm\.mnwmw agent of the FBI and Agency internai riling instructi

ere made under the authority of exemptions

Avvmﬂvmwv‘

B

mo«j.. 803 . - 31 umﬁc.wﬂu\ 064 A . 1

o L . N A
Disposition = This document was denied. The document contains 2
liscussion of a collection of information available from very sensitive in

-

sources and in one instance the results of a sensitive fereign intellicence

elzte

O Lrhne Cc
B, (BI2), (6)(3) 2n

d. Th
deleted portions include information from which it would be possitle to ider

o
operational method of collection. Most of the subsianiive informaticn in this
cdocument is available in other unclassified documents. In ﬁ..uwm wa.w.ﬂncwww
document, it is inextricably mixed with operational Cetails which, if exposed,
would compromise several sensitive foreign intelligence sources, 2s well as

a sensitive foreign intelligence operational method. In addiiion, the documen
contains information wom:?@;:w a number of Agency compcnents and Agency
internal filing 1nstructions. This denizl was made under the avthority of

exemptions (b){1), (b)(2) and (bL)(3).

-127-
Pﬂmw EN

~ AT - . -

A



UGRITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

BERNARD FENSTERWALD, JR.,

.

e

Plaintiff,
v. ; Civil Action No. 75-827

U.S. CENTRAL INTELLIGENCE AGENCY, :

Defendant. $

e

¥ AFFIDAVIT

Charles A. mwwmm? being first duly swoxn, deposes and says:

~

1. ITam m,y,w. Information Review Officer for the Directorate of Operation:
of the Central Intelligence Agency (CIA). My w.omwo.bmw,owb.mm,w include the
review of Directorate of Gperations documents which are the object of Freedors
of Information Act (FOIA) and Privacy Act requests to and liigation against
the WUHP . I zmin Grade GS-18 and possess Top Secret classification ay
The statements made herein are based upon my w”soc\.wmmmm.‘, upen informalion
made available to me in my official capacity and C@o.ﬁ conclusions reached in
accordance therewith, .

2. Tkrough my official duties I have become mnﬁﬁwwuﬂw i with the

FOIA request submitted to the CIA by the plaintiff which is the Basis for this

litigation. As set forth in the affidavit of Gene F. Wilson, Information 2nd -

a

Privacy Coordirator for the CIA, filed herewith, 1,363 Gocuments were
recovered mJ d reviewed as set mou-,wa in Mr. «Eﬂmoz_m affidavit at paragraph 1
In response to plaintiff's request. From the total number of cdocuments, I
bave made determinations H.om.mwmwsm the Qmm@o.mu..nmow of 1,264 documents which

were primarily the responsibility of the Directorate of Operaticns. A listing of

: o
emmie e L AFTNANES TS
it sl o
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the individual documants invaleed is presente.

determinations are recorded in the Document Disposikon Index: Uwﬂm.ﬁonca in
ézmc:.m affidavit and therein identified as Exhibit Q. I have QWMWWEMUWQ theot
information ,/c:rrmwm or denied may not be relaased:

(a) because it is ncw-w.msﬁw\ and properly classified

pursuant to Executive Order 11652 and wm, thus exerpt

from disclosure pursuant to the Frecdom of Information

Act exemption (b)(1); and/or,

(b) because the M.Wmmwawmwou.nosnwwﬂmnw therein reveals
intelligence sources and methods in need of centinued

protection and is thus exempt from disclosure PUxsuzant

to Freedom nf Hw_mowq.mﬁod Act exemption (b)(3); and/or,
(c) because of the need to protect information concerning
CIA organization, Hﬁ.onmmﬁ.wwmv names, official titles and ]
numbers of personnel employed by the Agency and is thus

mu.ﬁmn:,uﬁ from wanwomnw.m pursuant to Freedom of Infermation

Act exemption (b) (3); and/ox,

{d) because tt.e information is related solely to internal
personnel practices, in this case related solely to Agency

internal filing instructions » 2nd thus exempt from disclosure
pursuant to Freedom of Hbmowﬁmmo...ﬁ Act munmwwmumoﬁ (b3 (2): mﬁm\,ow\.y
(e) because inter-agency mwemorandums ox letters which

would not be available by law to a party other than on agency

in litigation with the Agency are exempt from disclosure under

Freedom of Infermation Act exemption (b)(5); and/or,

- .
. ) n- - 3\
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(f) because the relcase of certain information would constityte
i a clearly unwarranted invasion ol ﬁsm woww.omwﬂ privacy of

! : individuals identified in these documents and .Hm,ndsm exempt
from disclosure pursuant to ﬁwmmc.o%, of information Act

. . exxemption (b) (6); and/or,

up

(g) because the information reveals the name or iden ty
of Federal Law Enforcement personnel which could
result in endangering the life or physical safety of
such law wﬂmoﬂnmﬂ.mﬁw ﬁmwwoﬂw& and is thus exempt from
disclosure pursuant to Freedom of Information Act

- . exemption ) (7)) F) ﬁ‘ﬁwnw‘mm asserted on behalf of and
a1t ibe request of the ¥BI; and/cr,

‘Quu because the information ~.m<nmww the Mm.wbﬂd\ of 2
confidential source of the ¥BI which is exempt from

4 o o disclosure pursuant to exemption (b)(7) (B) which is

asserted on behali of and at the request of the ¥BI.
3. The CIA documents which are the object of this liggaticn have bee:
CUNSs Gac.ﬁ‘,\mw% aumbered for the purposes cof this lidgation. .D.Amw. have been Ii:
cn the Document Disposition Index filed as Exhibit Q. The documents en whiclh

. I made the FOIA determinations are those numbered 1-1-B through 1237-499-4 |
1246-1007, 1250-1010-A, 1251-1011 through 1255~1015, 1268-464-A, HNWDxHowQV
1274-1026, 1289-1019 through 1292-1016, 1308-475-A, 1313-1036-C, 1314-10356-

.prmﬁﬁ‘utb. 1320-484, 1323-1040, 1324-1041, 1326-1042, 1327-1042-A, 1330-4%

1331-1044, 1334-1047 and 1345-1057.




4. The Docuwment Disposition Index specifies, 2s to cach item
withheld, the type or category of information contzined in the withheld item

and describes the withheld material in as much %mrr: as is possible withcout

revealing the very information sought to be protected. Also the Document
Disposition Index sets forth the FOIA exemptions 2s to cach iterm withheld.

Detailed justifications for withholding ezch type or category of information
withheld (such as fcreign liaison, CIA staff employees' names, etc.) are set
forth below.

5. I have determined that the portions deleted and the Cocuments
& 4 @

denied for which classificaticn is asserted, are currently and properly classifi

because their release could cause damage to the nationzl security in terms of
disrupting foreign Hmwwﬂoda » compromising r,.oSmVHcH crypicle
communications intelligence systems and revelation of sensitive intelligence
operations. Each such document Um 2rs the appropriate mark
mﬁmmbnmwr& classified status. .

6. The authority to classify documents is derived from 2 succession

of Executive Orders, the most current of which is Executive Oxrder 115652

{3C .F.R. 339, 1974 ed.) The parpose of the order is to establish o system to

protect official classified information or materizal against unauthorized disclasi:

The introductory comments of the Executive Ow..nwmw state w\wwﬁ "The official
mdmou..wsm.ﬁos or material, Hmmwwwwm to as nuwwmwm.m&. infermation or material in this
order, is e :pressly exempted from public disclosure by section 552(:) (1) or
Mﬂmm 5, United States Code. Wrongful disclosure of such wd»ow. 12tlon or mater::

is recognized in the Federal Criminal Code as providing a basis for

prosecution.” The Executive Order further provides for a system of conspicuo:
|\Hl
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markings of documrents on Zi.?.. face in such a mapner @s to 2lert custodiens
to the foct that the document contains sensitive wsmoﬁ‘nmﬁoww end that disse
should be restricted to persons 4.‘.:_7 an established .bn.m& for such information
,wd.& who have been formally granted an apprapriate security clearance for acc
to such information. Executive Order 11652 specifically sets forth to

f=
<

qualifications of officials empowered to classify aon.cu.amﬂnmu and such
particular document contains classified information. At the threshhold level,
the criterion to Ww used to determine Eme»mw a document is classifiable is
whether its ﬁswc,.muowwmmﬂ nﬁm nMMwﬁwm could wamon,wﬁow% be expected to cause
damage to the national security. Examples of classified infoxmation citzd in
.9@ Executive Order, while illustrative rather then ougwﬁ.mﬂ.ﬂm.. include
ws.nmﬂmmwsow. operaticns, Smﬁommw defznse plans and foreign relations matters
affecting the national security.

7. Documants containing information received from forei

—

services, oY /ﬂd.,nﬁ confirm the existence of 2 liaison arrangement v ith the
foreign intelligence or security service must be withheld. One cf the moxre
significant sources of foreign intslligence information for tha United
foreign liaison services. Foreign services which share their for
collection product with the OH..P have frequently proven of crifical value to tt
United States. In many areas of the world in which United States cifzens

not welcome, intelligence sources available to friendly foreign intelligence

jog
o

services have proven snvaluable. Such services frequently constifute an

effective arm of United States intelligence, to the extent that they

LT

o A



R TR T T LA A LU Tttt
C RN A TR Y

BT R Rty 7Y

the objuctives of United States intelligence in a m: snner in which United Tior.

intelligence cannot function. Documents which contain information supplied

by a foreign intelligence service, or which revezl the exist

the errce and possibl,
the nature of an intelligence liaison arrangement w :H an ldentfiable foreign

governmental component, must remain classified in acc

requirements of that foreign service and 2 any agreemen

e
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government or service. Any unauthorized release=ocr cth

‘suggested ox preved to the foreign service that the CIA was un villing orune

—

ke

to provide the kind of protection that service expected its intel]

would be provided, could cause pctentizlly seriou

U)
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4
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.
0
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relationship and consequently to United States national sé

liaison agreement would cbviously be i n jeopardy. The intellicence operatic

of the foreign service that produced the information would be putin hazard

and the willin Qdmum of that service to trust CIA with further
secrets would also be in hazard. Such wnnwmmw.mnm can and haxe lad to a
in which a foreign intelligence mmwa.w.ow no longer passed secret
information to the CIA cr to other intellizence elements o
Government. Some such developments have caused sericus strains on relatic

between goverrments. : .k .

8. Cooperation by the intelligence services of iriendly countries wit

the intelligence and security services of the United States continues only on t:

basis of an understanding that such lizison rela tlonships

absolute confidentiality. In the firstinstance, it must be recogn



‘most vovernments, anlike that of the Unuted States, do-not oillcieily coxr
£ ’ J

| (R
the existence of certain intelligence and internal security services, much less
the scope of their activities, the extent of their lizison with other countries an:
the type cf information obtained by them. For the United States t5 relezse

official documents which would evicence the existence zand scope o

ol
O
han Y
e~
N’
Y
e
L

foreipgn intellicence services, without the permissic
5 o

would seriously strairn relations bebtween our government and thelirs, in a2ddits
<o -

to sharply curtailing or eliminating cooperations between the resoecthve
h o

o e
¥ -

intelligence services, which would have a serious negative impact on Unitaed

States intelligence capabilities. . . -
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9. In the event a mﬁmﬂ&w‘ foreign lizison service provides t
by which MS effective intelliger.ce oﬂm.wwmod can be oowmaonom agezinst 2 third
country which is hostile to the United States, the potential advantage to the
United States is.obvious. Should .ﬁTm United States prove ﬁﬁwmww o) @Ho.,mmmn
mum.w secret of such an operaticn, the advantage wceuld just as ebviously scon
be .Homﬁ. At 2 minimum, the target country would act to rullify the operation.

The level of retvibution served on the friendly foreign couutry by the target

country could be severe. The cpportunities to conduct any further such

operations against the target country would most likely be termminzted alongs
L S

with the willingness of the friendly foreign country to cffer any further such

collaboration. Should the developments receive seme public attention, whichk

o]
he
o
(=1
a

ne

with the United States in similar endeavors would have grounds {or mis
and doubts about the wisdom of such cooperation. The loss of such unrealized

opportunities are Cifficult to measure, but no less real.
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open fashicn with the United States, the dangers inherent in the relezse of

documents evidencing suck an arrangement are cven more cridcal. Certain

.governments find it in their interest 1o maintain scme link with the govermment

of the United States even though thelr official Huom sure vis—a-vis the United

'

States is distnctly hostile. On cccasion, the respective intelliger.ca service

can muw.oﬁaw such a link. If the rummwmﬁrﬁ@:-m of secrecy cannct be henored,

#.mwm.os of this H.J.m.ﬁcwm Twmogmw meOmmﬁuHm and an anHmH valuab .w W icis
me? ’

1ls Hwﬁmﬁ,wmcﬁnm liaison arrangements frequently syrvive many nw,v.wwwﬁ.,
o.h government; occasionz2lly c¢hanges which are of a drastic political ideological

pature. The cement of survival for m,ﬁ&p wwwwdwwﬂmﬁﬁw is found principally in ?
United States /.(,m.wﬁﬁmsmmm and ability to honor its commitment to confi m.rn?.w ity
Under such circumstances, the wHOmmmwmome discipline of 2n inteliigence sexrvic
may prove more important to maintaining an effectve lizison arxrangemeart than
political competibility. In such cases, the m‘mw of shared secrets may prove
more important than _zgmww substance. The fact that old secrets are protected
with the same dedication as the newer ones, 2dds to the confidence nscessaxry
to such mdwwﬁmmimdwm. Unof ?QML Yumors or NSDQNWodm about the exdstence of
mc.n.ﬁ liaison arrangements can do great damage, but the damage is usually mo

-~

nearly absolute when the admission is official, whether accidental or intenton
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12. If the government from which certain information is roeceis

ace of

3
H
A

he document itself, the ¢

-~

recognizable fram the

ori

anger remalns thal

inating government itself may recognize information released

demalin as information it supplied in confidence to American intell; cer

Thereafter, the originating government would be reluctant to trust our

intelligence community with other sensitive information. There are,

obviously, a variety of reasons why United States intelligence efforts must be

disciplired and organized to protect secret information received irom coopera:

foreign intelligence services and their governicents.

>

ationship:

13. Information pertaining to foreign government liaisen rel

is also exempt from disclosure under exempticn (b) (3) of the FOIA based upon

the responsibility of the the Director of Central Intelligence to protect

intelligence sources and methods from unauthorized disclosure (50 G.S.C.

403(a)(3)).

£

14. Similar reasons apply to the withholding of information which

—

reveals the existence of a CIA station in a specific country or ci

abroad oxr

which discloses the fact that CIA conducts intelligence operations

in any given

country abroad. A CIA presence abroad, sven in a fxiendly courtry, is flels

af

to be condoned crly as long as it does not have to be officizally acknowl

While it is generally known and widely accepied that nations con

duvct secret

intelligence operations against other nations, traditicnally, and for practical

reasons in the conduct of foreign affairs, no nation o

that it engages in such activities against specific foreign countries.
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of clardestine intellicence operations and may cven unofficielly acknowledge
this fact, no government is likely to be willing te tolerate an officizl

A,Q\:ozirmsognjr by ancther government that intelligence operations have
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been conducted against it. When such official acknowledg
occur, the nation that had been the target of such an operation will ta

some appropriate action in its defense. The nature of the acticn taken by the

offended 5&305 will be in ﬁHOﬁQA.SOJ to the perceived offense.

e

15. Intelligence methods must ,Uw protected in cases where th

»

capability itself, or the application of certain techniques, is ﬁ,bw...woﬁs, to \.,M._huowm
who would use countermeasuyes. Secret informaton ooﬁwn..mnw techniques ox
devices can be as vital to intelligence w.mmbn.wm.w as the mﬁnwu.,\wmw element of secx:
weapons can be to military forces. In certain situations intelligence methods,
which may no longer in themselves be secret, are used in ircumstences whic
require secrecy. In such nwwnsﬂsmnwdnmw the fact of their use is the informeatic
that gwmﬂ be protected. It thus follows that the patterns’and practces of the
CIA, zs well 2s the specific tzchniques and devices, rmust e protected freonr

~

disclosure to prevent the damage that can be cauvsed if informaticn of suc

bni“ﬁmu.mHmﬁa&mmﬁ,\m&&owmﬁof,omEmAmmdnwmwﬁ\ﬁo/xo&mmwoﬁmowwwwnw,w_nmy

mislead and negate the intelligence owumwwmoww of the United States.
16. A primary function of the CIA is the coilecton of foreign
intelligence. Foreign intelligence includes information concerning the

capabilities, intentions and activities of foreign powers, organizations or

their agents. A oowozmsd responsibility is me collection of foreign counter—

intelligence, designed to protect the United States Government's foreig:

intelligence zctivities and other national security secrets irom disclosure
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or penetration. As deflined in Sxecutive Order 11965 x\F . Rem . THYZ
(February 19, 1976)), countevintelligence means "information concerning
vw..o?.ozoz of foreign intelligence, or national « Security information and its
collection from detection or disclosure.” By that same Order, the CIa is
specifically charged with Lgm responsibility to conduct fereic gn counterinpte
activities outside the United .mﬂmmmm and te .ﬁwo”mnﬁ the security of its H‘_Hm tzllots

- Vs n

~activities, information and personnel. The statutory respconsibility of the

Director of Omdﬁ.\mﬂ Hdﬂwﬁmmmﬂnw 1o protect intelligence sources and methods
includes the protection of counter ntelligence sources and methods.

17. Information related to M.Sﬂmwﬁm.mﬁnw wo,nwomw wﬁnw. Em,r..xmomw 2s
m.mmnwww.m& herein is withheld under the wﬁﬂrowwﬂw\ of exempdon (b)(3) of th
Freedom of Information Act as spe n. HJ mu.GETﬁn& irom disclosn ure by the
m,.gncﬁow% muwoimwob that the Director of Omdﬁ\mp Intelligence shall be res spons
for protecting wwﬂmﬁwmmwﬂnw sources and methdds (50 U.S.C. 403(a) mwu. and
BOI LT 8. C. mowmu‘. Such Mdmow.wnmﬁn.ﬁ is alsc currently and properly classified

pursuant to the criteria of Executive Order 11652 (and thus exempied under

exemption (b)(1)) to the extent that it reveals intelligence sources 2and meth

“infelligence cr counterintelligence eperations, would prejudice the prospects

for success of such operations in the future, or would place 2 persorn's 1i
in jeopardy.

18. Documents containing information which reveal Lintelligence:

sources in need of continued protection must also be wi thheld. Conf

sources of intelligence information can be expected to furnish information

PR )

only so long as they feel secure in the knowledge that they are Protected

mwoﬁ retribution or embarrassment by the pledge of coniidentiality that surrousd

1M.~.|
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-the first place 2nd it is only through confidence in the ability to smaintain

the informating tra nsacticn. JIn the case Ca tire Armerican Dusinessmar jor
r

instance, Gro is willing to share valuable infor mation with his government:.

intelligence service gathered in the course of . conducting his business, or -

is willing to cooperate in mmmwmusw CIA intelligence gathering operations

abroad, revelation of the fact that he has so acted 1n 2y result in serious
embarrassmernt and loss of business in mowwpon countries for himself or-

his company. In the case of = foreign national who has been willing to act 25

an agent or an informant for American intelligence and is exposad, the

. consequences are swift and sure. That individual faces imprisonment ox, PO

death. Such individuals, understandably; insist on = pledge of extreme secr

before agreeing to cooperate with American intelligence. It is only with suci-

2 vledge of extreme secse ¢y that the aid of such individuals can be enlisted jr

extreme secrecy that such in QSQCme can Ga persuaded to remain cooperativ:

19. Informants who do remain within their society @re 2t all times
on.,_ ect to retribution if and aiuow they are discovered as informants. This is
also S,.cm of informarts who are no longer active. Inr many cases the very
uature of the information passed tends o reveal its source because of the -
limited number of individuals M,.mﬁﬂm access to the inform fwu,od- ﬁd&.m.n. .E.me@
circumstances, the Hd»owd.wdw is perpetually <r~nmwm,cww to discovery, and
Hmﬁ\wwc&on may be a .HmmH threat for him and his family for meny Years. Fox

with American intelligence, is absolute in its terms and goes beyond 2 mera
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wSsuriailce hat somie disce cLorn o 'il1 be cocrcised Ufpoﬁﬂ UiC insoTrmation id e
and beyond arbitrarily established time spans. The cxemptions from the Gen
Declassification Schedule, spelled out in section 5(B) of Executive Order 11&°

clearly recognize and provide for the continuing hazards posed by

articipation in secret intelligence activities
pa P

i 20. Cryptonyms and pseudonyms are used as de

i
:
H
1
i
i

against the unauthorized disclosure of covert activities, the ideniities of
intelligence sources or the names of CIA employees. They are assumed name:

or code words used as substitutes for true names or used to denste particular

projects, activities or types of information. A cryptonym or pseudonym carri

. a great deal of meaning for those who are able to {it it into the proper cogniti«

frarmewcrk. Yor example, knowing that a particular foreign government

ommnwmwmﬂmﬂmwdmw&ﬁ&rbagwqﬁoﬁmﬁ nwﬁuroﬁ%?ﬂ wuww?imrgwg‘wohnmduwwmww,

to assess the a‘mwrw of the information received. Also, because the sior nificarn:«

—

of information communicated may very well be a mystery to those who do not:

know the scope or nature of a particular project, use of cxyptonyms instead

_ of true names tc identify a project is quite important as a matter of security.

e

2 document is lost or stolen, the use of cryptonyms and pseudonyms prevents

i the breach of security from being more serious than it might cthenvise be.

However, release of cryptonyms or pseudonyms in the aggregate make it

ossible to fit disparate pleces tozether and divine what source stands behinc
o

the cryptonym or pseudonym or the nature and purpose of the project. In

some instances, the factual setting within which the cryptonyms or pseudenyr

P

appear is of such a descriptive nature that a collection cof such documents cou!l

P LN AL RN K W A v

y At

i OB KT

B s
o R

R -~



o

S rethu ey L

.oy

i o B B ey 8 A

:.\;..\..\,..31.7;.J.:Lu-ﬁ,mu?.,?._\.;::u:._,5?_...4_.,:”\..,0
protected. For these reasons, cryptonyms and pseudonyms which .noD,)ﬁm.,H
m:medwmmsnm sources and methods have been deniled under the authority of
exemptions (b) (1) and mrvmwv of the Freedom of Infecrmaticn fict.

21. As 2 further measure taken fo protect intellig
methods and pursuant to §6 of the Central Intelligence Agency Act of 1549
50U.5.C. mnowm. which provides that the CIA is exempt mwoww e provision of .
law requiring mum dis nwo..u,c,ww of owmwswww&odmw data oxr the names of its perscnn
names and identities of orga wﬁcw.Do 12l noEWoﬂmdrm of the CIA were deleted
in certain documents. O.wmwnmwwﬁosmm data was deleted to prevent detziled
Hmﬁoéwmmmm of CIA structure and procedures from being N<mﬂ,w.dw® .Nw z tool for
Wommw,@ penetyation or manipulation The names of CIZ emplovees were delefec

since the Agency may not disclose the identity and affiliztion of = Eumwmw.rm al
number cof those employees who do not come into public view in the course
of their duties. A. Such employees may have in the past served aander cover or
wd..mmﬁwwﬁ,\m positions, are Coing so now, ow.. Hun-wh do s0 in the futere. The

result of such a revelation could well be used te compronise past, cuxrent

=

ox future intelligence operatioas, to Impair the usefuiness of such an individue:

to the Agency and/ox tc place their lives or the lives of members of their -

=23

families in jeopardy. To publicly identify a specific individual as 2n employes

RS P

of the CIA is, in this volatile world, an invitation for a2cton inimical to our

o

interest. Accordingly, pursuant to §6 of the Central Intelligence Agency Ac

0Q

of 1949, 50 U.S.C. §403

g and exemption (b)(3) of the Freedom of Information
D

Act, such information is exempt from disclosure.
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2Z. An 2dditional consideration exisis when the ravelotion of the
identity and affiliation of = specific emplovee would resuli in the Qisruption

forcign relations and/or the revelation of senzitive or significent foreion

intelligence operations. For instance, m.ms.wwo.v\mmm & DOM ave in the past or ar

nc:onﬁw <M~,J under cover in a foreign country are net only significznt]
more vulnerzable to viclence, but the revelation that suck a specific individu

prejudice foreign intelligence operations. Similar considera ticns apply for

domestic employees under cover who Huﬂﬁ\ﬁnu@m te in sensitive or sio gnilicant
. 3
intelligence operations such as the Hmowﬁwﬂsmﬁﬂ of aliens, debriefinos of

.defectors, etc. Accerdingly, such information is classified pursuant ta

4

Lxecutive Orcer 11652 and is, therefore, 2lso mH@JJﬁ irom dicclosure Forsa:

to exemption (b) (1) of the Freedom of Information Act. .
P _

23. Classification markings have been removed from all documensts

released to the plaintiif to indicate their unclassified anﬁ»m.\}wﬂoﬁmﬁ.w

ceriain routing instructione which vevenl C IA crgenizationsl-date gxr methods

of disseminating information throughout the intelligence community have
heen deleted pursuent to exemption (b) (3) of the Freedom of Inforreation i

based on 50 U.S.C. 403(d)(3) and 403g.

24. Filing instructions and file bcilcaxo have been deleted from seve

documents in order to permit the release o.»n these Qonﬁmnm:.mﬁnV Or poriions ther.

GQ
[l

to z»v plaintiff. Such markings, while an indispensable tool for mana ng

0

an information walmﬁwm system, are of little or no value to the public at lare:

and are ex cempt from disclosure under exemption (b)(2) of the Freedom of

Information Act.

Iuml




25, .O.,;.?L: information has also bean withheld inasmuch o3 the
releasce would result in a clearly unwarranted invasion of personzl privacy
w:c perscons named or othevwise icdentified in the document. In the instent
review, such deletions or denizals were limited to United Stzies cidzens. In
most instances, their relaticnship to the investigation was incicdenta

For example, a number of people's names appear bzcause their nammes were

similar to but not identical with persens whose names figured prominently

in the investigation. Frequently, information deleted included highly pexrsc

information, often of a potentially embarrassing nature. In cther instances,

i . ¥

irdividuals were mentioned because of their involvement in scme incident

or activity which suggested the need for further wﬁd\nmquﬂow so that, at
a minimum, they would be eliminated from the category of suspech. In
such instances, when further investigation, file research oxr other form of

menﬁwﬁm established that the individuval was innocent of any involvement in

the assassination, the nams=as of the individuals were withheld. In other

instances in which names were deleted, the circumstances are explained i !

maintained by CIA is easily misunderstood by the general public although
wdﬁwcmwod.&mmsnwNﬁmwmob_mdmgwwﬁﬁwwHmoowmmmoww,ﬁor:mﬂmwmm&%mﬁ@w

such individuals are viewed in any negative context. Ir fzct, ithe occurrenc

be occasioned by very innocuous reasons. Accordingly, the identity of

i individuzls who are subjects of CIA files or are mentoned in CIA racords
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«te not generally disclosed under the authority of exemption (L) (65 on tire

grounds that disclosure would constiture = clearly unwarranted invasion of

an individual's personal privacy and could result in embarrazsment 1o the
individual or his family.

26. In certain documents, individually identified on the Document
Disposition Index, the names of Federal Law Enforcement officers have been

deleted so as to avoid any chance of possibly endangering the lives or physic

... safety of such officers as authorized under mNmEWmOS YI¢D)

N —
HE

ii of the agencies involved.

(F) on behalf

In one document, a confidentia] informant of the I
is identified and that informant's identity was withheld on behalf of

and 2t the

request of the FBI under the authority of exemption B .

27. There were theve ¢ ins‘ances in whizh information was withbeld

contained predecisional advisory opinions. The material withheld discussect

matters on which decisions were firally made, but without the assistanc

e

e O

"
line of reasoning offered in the material, nor did th

e ultimate conclusions 21

decisions made by the Agency resemble, in any way, the conclusions cfierad

in this material. The deletions o denials made in these three InSiznces vrere .

under the authority of exemptior (b)(5) and are so identified in the co

&
moients

on the individual documents in the. Document Disposition Index
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