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Mark H. Lynch, with whom, John H. F'; Shattuck, was 
on the brief for the Appellants in case No. 77-1922, and 
cross appellees in case No_77-1923. 

Daniel B. Silver, General Counsel, National Security 
_ Agency, argued for the appellees in case No. 77-1922 and 
the cross appellant in case No. 77-1923. 

Barbara Allen Babcock, Assistant Attorney General, J 
Earl J, Silbert, United States Attorney, Deanne C. Siemer, s 
General Counsel, Department oftDefense and Roy Banner, 

  

General Counsel, National Security Agency, Robert E. | 
Kopp, David J..Anderson, Larry L. Gregg and R. John 1 4 
Seibert, Attorneys, Department of Justice were on the } 
brief for appellees. , : 

Charles R. Donnenfeld, Rodney F. Page, and Cameron 
M. Blake, also entered appearances for appellee Helms. 

H. Richard Schumacher, Mikes M. Tepper, Taylor R. 
Briggs and Alvin K. Hellerstein were on the brief for De 
fendants Appellees RCA Global Communications, Inc, 
ITT World Communications, Inc., and Western Union In- 
ternational, Inc. . 

Milton Hisenberg, John T. Boese, and Catherine R. 
Mack, were on the brief for Amicus Curiae Cord Meyer, 
Jr. urging affirmances insofar as the District Court prop- 
erly dismissed those portions of the case which infringed 
upon and required publication of national security secrets. 

Before: Ross and WILKEY, Circuit Judges, and Ron- 
ALD N. Davrs,* U.S. Senior District Judge 
for the District of North Dakota 

Opinion for the Court filed by Circwit Judge Roza 

Ross, Circuit Judge: These cross-appeals concern the 
State secrets privilege and its effect upon a lawsuit filed 
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py the plaintiffs, 27 individuals and organizations for- 

merly active in opposing participation by the United 

States in the war in Vietnam: The defendants are pres~ 

ent and former officials of the National Security Agency 

(NSA), the Central Intelligence Agency (CLA), the De- 

fense Intelligence Agency (DIA), the Federal Bureau of 

Investigation (FBI), and the Secret Service. Also joined 

as defendants are three communications corporations, 

Western Union International, RCA Global Communica- 

tions, and ITT World Communications. The plaintiffs al- 

lege that the- coordinated actions of the- defendants vio- 

lated their rights under the Constitution * and statutes? 

of the United States. Specifically, plaintiffs allege that 

the NSA conducted warrantless interceptions of their in- 

ternational wire, cable and telephone communications at 

the request of the other federal defendants and with the 

_ cooperation of the corporate defendants. Plaintiffs seek 

declaratory and injunctive relief as well as damages. 

The issue before us is: should the NSA be ordered to 

disclose whether international communications of the 

plaintiffs have been acquired by the NSA and dissemi- 

nated to other federal agencies? The Secretary of De- 

fense avers that admitting or denying the acquisitions 

would reveal important military and state secrets respect- 

ing the capabilities of the NSA for the collection and 

analysis of foreign intelligence. 

A brief description of NSA and its functions is ap- 

propriate. NSA itself has no need for intelligence infor- 

mation; rather, it is a service organization which pro- 

duces intelligence in response to the requirements of the 

Director of Central Intelligence. INTELLIGENCE ACTIVI- 

Ties: HEARINGS BzFoRE THE SELECT COMM. TO STUDY 

GOVERNMENTAL OPERATIONS WITH RESPECT TO INTELLI- 

“.U.C. Const. amends. I, IV, V, IX. 

a 18 U.S.C. §§ 2510-20; 47 U.S.C. § 605; 50 U.S.C. § 403 

(d) (3). :  # 
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‘GENCE ACTIVITIES OF THE U.S. SENATE, 94th Cong., ist 
Sess. Vol. -Y:at 9 (1975). (Hearings). The mission of 
the NSA is to obtain intelligence from foreign electrical 
communications. Signals are acquired by many techniques. 
The process sweeps up enormous numbers of communica- _ 
tions, not all of which can be reviewed by intelligence 
analysts, Using ‘“watchlists”—lists of words and phrases 
designed to identify communications of intelligence in- 
terest°—NSA computers scan the mass of acquired com- 
munications to select ‘those: whtch may be of specific 
foreign intelligence interest. Only those likely to be of 
interest are printed out for further analysis, the remaind- 
er being discarded without reading or review. Intelli- 
gence analysts review each of the communications selected. 
The foreign intelligence derived from these signals is re- 
ported to the various agencies that have requested it. 
(Hearings at 6) Only foreign communications are ac- 

quired, that is, communications having at least one > for- 
eign terminal. (Hearings at 9) © 

Two separate NSA operations are in issue here. From 
1967 to 1973 the NSA conducted operation MINARET as 
a part of its regular signals intelligence activity in which 
foreign electronic signals were monitored. The second 
operation, SHAMROCK, employed different methods. It 
involved the: processing of all telegraphic traffic leaving 

_* The watchlists are developed by the NSA to fulfill: the 
needs of various government agencies that use intelligence 
information which might be obtained from signals intelligence. 
‘In the past, the agencies stated their needs to NSA which 
created selection terms likely to produce the requested infor- 
mation. Presently, a Policy Review Committee of the National 

-Security Council screens requests which must be validated 
as legitimate foreign intelligence needs. This committee con- 
“sists of the Vice President, the Secretary of State, the Secre- 

tary of the Treasury, the Secretary of Defense, the Assistant 
to the President for National Security Aifairs, the Chairman 
of the Joint Chiefs of Staff, and the Director of Central In- 
telligence. Exec. Order 12,036, 43 Fed. Reg. 3673 (1978). 
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or entering the United States. NSA obtained these’ tele- 

grams with: the cooperation of the corporate defendants, 

and the telegrams were delivered to NSA in the form of 

paper tapes, microfilm copies, or magnetic tapes. - 

"all material acquired through MINARET ane SHAM- 

ROCK was processed in the same manner. NSA included 

on the watchlists the names of United States citizens 

which were supplied by the. FBI, the Secret Service, the . 

CIA, the-Bureau of Narcotics and Dangerous Drugs, and 

the military intelligence services. These agencies sought 

information in connection with, their responsibilities to 

investigate such areas aS international narcotics traffick- 

ing, executive protection, terrorism, and possible foreign 

influence over domestic organizations. The names of ap- 

‘ proximately 1200 Americans were included on the watch- 

lists at one time or another and NSA disseminated about 

2000 reports to ‘the requesting agencies. The reports 

were edited or summarized versions of the messages ac- 

quired.. This procedure was followed with all acquisitions, 

both MINARET and SHAMROCK, to conceal their source. 

The federal defendants responded to the plaintifis’ 

allegations. concerning both NSA programs by filing a 

motion to dismiss based upon. 2 formal claim of the state 

secrets privilege by the Secretary of Defense. In an open 

affidavit asserting the claim, the Secretary stated that: 

Civil discovery or 2 responsive pleading which would 

(1) confirm the identity of individuals or organiza- 

tions whose foreign communications were acquired 

by NSA, (2). disclose the dates and contents of such 

communications, or (3) ‘divulge the ‘methods and 

techniques by which the communications were 2c 

quired by NSA, would severly jeopardize the intel- 

ligence collection mission of NSA by identifying pres- 

ent. communications collection and. analysis capabili- 

ties. 
oo : 
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(J.A. 39) Along- with the open record affidavit, the Sec- 

retary submitted a classified afadavit for in camera ex- 

amination by the court. After seme procedural maneuver- 

ing in which the plaintiffs attempted to postpone the in 

' camera inspection by the court and succeeded in obtain- 

ing a limited amount of discovery, the District Court. 

upheld the claim of privilege with respect to operation 

MINARET. The court dismissed the claims which were 

‘predicated upon the privileged acquisitions ‘because the 

ultimate issue, the fact of acquisition, could neither be 

admitted nor denied: 

Regarding the activities pertaining to wire or tele- 

graphic communications alleged to have been sent by 

certain of the plaintiffs within the United States and to 

have been acquired by NSA through the SHAMROCK 

source, the court found 

in view of matters which have to date been made 

public about the SHAMROCK. source, the claim of 

privilege cannot be extended to preclude the federal 

defendants from admitting or denying the fact vel 

non of acquisition of a plaintifi’s communication or- 

iginated in the ‘United States for transmission 

abroad, where it conclusively can be determined from 

records and materials now retained by NSA that 

such communication was obtained through the 

’ SHAMROCK source. 

(J.A. 112-13) Accordingly, the court ordered the defend- 

ants to respond to the allegations in the complaint con- 

cerning SHAMROCK materials. 

The District Court entered a partial final judgment 

with respect to the dismissal, see Fed. R. Civ. P. 54(b), 

and certified the question of the rejection of the state 

secrets privilege to this court under 28 U.S.C. § 1292 

(b). The plaintiffs and the federal defendants each ap- 

peal from that part of the ruling adverse to them. 
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The plaintiffs attack the District Court’s ruling on 

three fronts. They: argue first that the procedure fol- 

lowed by the District Court to resolve the state secrets 

privilege question unfairly denied them an opportunity 
to litigate their constitutional claims. On the merits, 
they challenge the substantive conclusion that the 
mere admission or denial of acquisition is a state secret. . 
Alternatively, plaintiffs contend that assuming the state 
secrets question was properly resolved, dismissal is in- 
appropriate because they could’ go forward with their 
claims based upon confirmation’ of the existence of any 
of their names on the watchlists. The federal defendants 
support the court’s ruling with respect to MINARET, 
but contend that the court incorrectly denied the claim 
of privilege with respect to the SHAMROCK source. 

We conclude that the decision of the District Court 
was procedurally sound, that the court correctly deter- 
mined the state secrets. question regarding MINARET 
and that the mere existence of any of the plaintiffs’ names 
on a watchlist is insufficient to maintain this action. 
Further, we hold that the court erred in failing to recog- 
nize the privilege with respect to the SHAMROCK source. 

PROCEDURE 

Plaintiffs argue that the procedures followed by the 
District Court yielded: extraordinary control over this 
litigation to the Secretary of Defense and unfairly denied 
them their right to litigate their claims. The focus 
of the attack is upon the court’s consideration of three 
in camera affidavits and the in camera testimony of the 
Deputy Director of NSA. 

It is settled that in camera proceedings are an ap- 
propriate means to resolve disputed issues of privilege, 
see Kerr v. United States District Court, 426 U.S. 394, 
405-06 (1976); United States v. Nixon, 418 U.S. 683, 

  

  
       



  

714-15 (1974); United States v.' Reynolds, 345°U.S. 1, 
10° (1953), albeit.one to be invoked cautiously, Vaughn 

-v. Rosen, 157 U.S. App. D.C. 340, 345, 484 F.2d 820, 
825 (1973), cert. denied, 415 U.S. 977 (1974). Plaintiffs 
‘do not. quarrel with this proposition; rather, they argue 
that the District Court failed to follow the procedures 
outlined in our opinion in Phillippi v. CIA, 178 U.S. 
App. D.C. 248, 546 F.2d 1009 (1976), a Freedom of 
Information Act case in which the CIA, on grounds of 
national security, refused either to confirm or deny the 
existence of requested records, Sensitive to the difficulty 
of making decisions in camera “without benefit of criti- 
cism and illumination by a party with the actual interest 
in forcing disclosure,”* we held that the Agency should. 

provide a public affidavit explaining in as much: de- 
tail as is possible the basis for its claim that it can 

. be required neither to confirm nor to deny the ex- 
- istence of the requested records. The Agency’s ar- 
‘guments should then be subject to testing by appel- 
‘lant, who should be allowed to seek appropriate dis- 
covery when necessary to clarify the Agency’s posi- 
tion or to identity the procedures by which that posi- 
tion. was established. Only after the issues have been 
identified by this process should the District. Court, 
if necessary, consider arguments or information 
which the Agency is unable to make public 

178 U.S. App. D.C. at 247, 546 F.2d at 1013 [footnote 
omitted]. ; : 

Specifically, plaintiffs argue that before the court con- 
sidered in camera material, they should have been af- 
forded an opportunity to depose the Secretary of Defense, 
or to propound interrogatories to test his affidavit assert- 
ing the state secrets privilege. The District Court refused 
to permit oral examination of the Secretary, either by 

F.2d at 825... 

‘Vaughn y. Rosen, supra, 157 U.S. App. D.C. at 345, 484 
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deposition or before the court, but the court did rule that plaintiffs could have discovery concerning SHAMROCK through interrogatories approved in advance by the court. 
Accordingly plaintiffs filed their first set of interroga- tories to. the Seeretary. The court refused to approve ' these because in the court’s opinion. they sought “the ultimate answers to questions which defendants have claimed could not be ariswered without jeopardizing na- tional security issues”; instead the District Court formu- lated its own interrogatories to wHich the Secretary re- sponded. Arguing that the answers to the court’s ques- tions raised new issues. which they were entitled. to ex- plore on the public record, plaintiffs then submitted a second set of interrogatories. Defendants responded. to the second set of interrogatories with an tm camera affi- davit by the Director of NSA, and proferred the ex parte, in camera. testimony of the Deputy. Director. of NSA. At this point the District Court reviewed the im camera. affidavits and heard. the ex parte, in camera testimony of the Deputy Director, oF 

Plaintiffs contend that.the District Court erred in not accepting their first set of interrogatories which asked defendants to explain how answers to certain questions formulated by plaintiffs would jeopardize the intelligence mission of NSA. We agree that their questions properly asked for an explanation of the assertion that the con- firmation or denial of the allegations in the complaint with respect to SHAMROCK would compromise state secrets. But the questions Dropounded by the court like- wise asked for an explantion; therefore, we find no preju- dictal error in the restatement of the interrogatories by the court.’ 
, 

In the peculiar circumstances of this case, we think the limited amount of discovery permitted here Satisfied the concerns expressed in the Phillippi case. This is not a Freedom of Information Act case with large amounts of 
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No amount of ingenuity of counsel in putting questions i the government’s objection that 

Plaintiffs argue that once the District Court decided to conduct in camera review of the affidavits and to hear im camera testimony, counsel for the plaintiff should have 
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A ranking of the various Privileges recognized in our courts would be a delicate undertaking at best, but it is quite clear that the privilege to protect state secrets must head the list. The state secrets privilege is absolute. How- ever helpful to the court the informed advocacy of the plaintiffs’ counsel may be, we must be especially careful not to order any dissemination of information asserted to be privileged: state secrets, “It ig not to slight judges, lawyers, or anyone else to Suggest that any such dis- closure carries with it serious risk that highly sensitive information may be compromised.” Alfred A. Knopf, Inc. v. Colby, 509 F.2d 1362, 1369 (4th Cir.), cert, denied, 421 U.S. 992 (1975). We agree with the court in Jabare v. Kelley, that . 

{ijn the case of claims of military or state secrets’ privilege, however, the superiority of well-informed advocacy becomes less justifiable in view of the sub- stantial risk of unauthorized disclosure of privileged information. As the court stated in Heine v. Raus, 399 F.2d 785, 791 (4th Cir. 1968) : 
Disclosures i camera are inconsistent with the normal rights of a plaintiff of inquiry and cross- examination, of course, but if the two interests cannot be reconciled, the interest of the: indi- vidual litigant must give way to the govern- ment’s privilege against disclosure of its secrets 
of state, 

75 F.R.D. 475, 486-87 (E.D. Mich. 1977). Protective orders cannot prevent inadvertent disclosure nor reduce the damage to the security of the nation which may result. Therefore we reject the plaintiffs’ argument that counsel should have been permitted to participate in the tm camera proceedings below. See Phillippi v. CIA, supra, 
178 U.S. App. D.C. at 247, 546 F.2d at 1013.4 

‘Our recent decision in United States v. American Tele graph & Telephone Co., —— U.S. App. D.C. » 067 F.2d   
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Finally, plaintiffs contend that the District Court’s 

“nearly verbatim adoption of findings of facts prepared 
by defendants’. counsel compounded the erorr in: denying 
plaintiffs any meaningful role.in [the] case.”° Brief at 

ive 84 [footnote omitted]. The argument is without merit. 
The proposed order and memorandum submitted by de- 

"fendants reflected the tentative conclusions expressed by 
.the court during a status hearing. We have no reason 
to suspect this case received less than full consideration 
by: the District Court. . 

_ Therefore we reject the procedural attack upon the 
decision: of the District Court and turn out attention 
to the merits of the privilege claim. 

- THe STATS SECRETS PRIVILEGE 

Plaintiffs argue that the state secrets privilege cannot 
extend to the “mere fact of interception” of their com~ 

121 (1977) is not to the contrary. Our remand there expressly 
authorized the District Court in its discretion to permit counsel 
for a subcommittee-of the House of Representatives to partici- 
pate in the tn camera proceedings. Pointing out that the power 
must be exercised “gingerly,” particularly with respect to 
documents which the Executive has determined are especially 
sensitive, we said “[i]t is to be used only if the court finds 
it necessary in order that it may engage in.a considered way 
in the judicial function we have outlined.” —— US: App. D.C. 

at , 567 F.2d at 133. Our purpose in the ATET case was 
to avoid a serious constitutional clash between the Executive 
and Legislative Branches, each claiming an absolute right to 
the documents at issue: In attempting to facilitate an accom- 
modation, we endorsed extraordinary measures. The present 
case does not require such measures. Although the plaintiffs’ 
allegations involve serious constitutional claims, as private 
parties they cannot override a properly invoked state secrets 
privilege. What is more important, our review of the in 
camera materials convinces us that the proper determination 
of the state secrets issue in this case did not require plaintiffs’ 
counsel. . : : : 

  

——o— eee 

  

~~
 

  

  

1yi
sie

 d
eh 

Sb
 

alent
 

S
c
a
h
a
l
 

dk 
A 

to
bi
 s

el
bs
t 

AL
i 

fth
daa

cho
ad 

o.
 

Ah
 
W
i
l
l
i
e
 

aA
 M

ebl
l 

Dre
i f

le 
ingens

  



  

  

13 

maunications.*. Further, they- contend that. similar dis- 
closures in another case, Jabara v. Kelley; 75 F.R.D. 475 

‘: (B.D. Mich. 1977) have octurted without repercussions. “3 0mthe national security, =. : wie 
“.. * In his initial assertion of the privilege, quoted above 

at 5, the Secretary asserted that NSA intelligence col- 
lection and analysis capabilities: would. be. jeopardized if he were required to identify whose foreign communica- 
tions ‘were. acquired, or .to disclose the dates. or contents 
of the acquired communications: Hé ‘also 'stafed that hé 
could. not divulge the methods or techniques employed by NSA without endangering the Agency’s. ability to carry out its mission. Plaintiff’s interpret the: Secretary’s 
position to mean that identification of the cirenits which 
NSA monitors would j eopardize national security by alert- 
ing targets of foreign intelligence interest that messages 
sent over those. circuits are acquired. Plaintiffs suggest, however, that admission or denial of the fact of ac- quisition of their communications without identification of 
acquired messages would. not reveal which circuits NSA has targeted or the methods and techniques employed. 

The plaintiffs’ argument is naive. A number of in- 
ferences flow from the confirmation or denial of acquisi- 
tion of a particular individual’s international communi- 
cations. Obviously the individual himself and any foreign organizations with which he has communicated would 
know what circuits were used. Further, any foreign, government or organization that has dealt with a plain- tiff whose communications are known to have been ac- quired would at the very least be alerted that its com- 
munications might have been compromised or: that it 
might itself be a target. If a foreign government or organization has communicated with a number of: the 

-* Plaintiffs concede that the procedures followed: to assert the privilege here were proper. See United Statas vy, Reynolds, . supra, 345 U.S. at. 7-8. 
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Plaintiffs in this action, identification of which plaintifs’ communications. were and which were not acquired could provide: valuable. information as to what. circuits were monitored and what methods of. acquisition were employed. Disclosure of the identities of Senders or recipients. of acquired messages would enable foreign governments or ‘organizations to extrapolate the focus and concerns of our nation’s intelligence agencies, 
' It requires little reflection to understand that the: business of foreign intelligence gathering in this age of computer technology is more akin to the construction of 2 Mosaic than it is to the Management of a cloak ‘and dagger affair. Thousands of bits.and pieces of seemingly innocuous information can be analyzed and fitted into Place to reveal with startling clarity how the unseen whole must operate. As the Fourth Circuit Court of Ap- peals has observed: ae . 

The significance of one item of information may fre- - quently depend upon knowledge of many other items of information. What may seem trivial to the unin- formed, may appear of great moment to one who has a broad view of the scene and may put the questioned item of information. in its proper context. The courts, of course, are ill-equipped to become sufii- ciently steeped in. foreign intelligence matters to Serve effectively in the review of secrecy classifica- tions in that. area, 

United States v. Marchetti, 466 F.2d 1309, 1318 (4th Cir.), cert. denied, 409-U.S. 1063 (1972); of. Bell or United States, 563 F.2d 484, 487 (1st Cir. 1977) 
The standard of review here is @ narrow one. Courts Should accord the “utmost deference” to executive asser- tions of privilege upon grounds of military or diplomatic Secrets. United States y. Nizon, 418 U.S. 683, 710 (1974). .The court need only be satisfied that “there is & reasonable danger that compulsion of the evidence will 
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expose military matters which; in the interest of national 
“ security, should -not be divulged.” United States v. 
Reynolds, 345 U.S. 1, 10 (1953) {emphasis added]. We 
note that in the analogous context of the national security 
exemption: in the Freedom of Information Act. courts 
should accord “substantial weight” to the affidavit of 
the agency. S. REP. No. 1200, 98d Cong., 2d Sess. 12 
(1974) (Conference Report); 120 Cong. Rec.- 36,870 
(1974) (remarks of Sen. Muskie) ; Goland v. CIA, —— 

F.2d ——, No. 76-1800 Slip 
Op. at 20 n.64 (May 23, 1978); Weissman vw. CIA, —— 
U.S. App. D.C. , 565 F.2d "692, 697 & n.10 (1977). 

The Secretary has asserted in his public affidavit that 
confirmation of the identity of individuals or organiza- 
tions whose communications were acquired by NSA 

    

  

-“would severely jeopardize the intelligence collection mis- 
sion of NSA by identifying present communications col- 
lection and analysis capabilities.” Supra at 5. ‘In most 
cases this would be sufficient to sustain the claim of 
privilege. Here, however, plaintiffs’ suit depends upon 
the discovery of this information... Because it is the show- 
Ing of necessity that determines how.deeply the court 
must probe to satisfy itself of the validity of the claim, 
United. States v.. Reynolds, supra, 345 U.S. at 11, the 
court below examined the in camerca. affidavits and testi- 
mony. We think this was proper. Moreover, we have 
reviewed the in camera materials ourselves and they 
reinforce oux conclusion from the open affidavits that 
the state secrets claim must be upheld. The identification 
of the individuals or organizations whose communications 
have or have not been acquired presents a reasonable 
danger that state secrets would be revealed. 

Plaintiffs’ second argument is that the government has 
admitted NSA acquisition of communications in another 
case, Jabara v. Kelley, supra, which plaintiffs claim ‘is 

indistinguishable from the case ‘here.. In the Jabara   

“4 
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‘case the’ governinént admitted that six of the: plaintiff's 
“communications had been acquired. by the NSA. The 
genesis of that disclosure is unclear. The government tells 

; US it was inadvertent that the court identified the NSA 
‘~¢as"the acquiring agency after the FBI had’ admitted re- 

.. -eeiving’ summaries from “another agency.”° The plaintiffs 
‘retort, with some force, that after this singualr dis- 
closure was made by the court, the government responded 
to interrogatories admitting: the acquisition and giving 
the approximate dates.. fa Si 
._ The precise circumstances of the disclosure in the 
‘Jabara case, however, need not concern us. Whether the 
disclosure there was inadvertent or intentional is ir- 
‘relevant here. The government isnot estopped from 
.coneluding in one case that disclosure is permissible while 
‘in “another case it is not. As we have said, the identity 
of particular individuals whose communications have been 
acquired can be useful information to a sophisticated in- 
“telligence analyst. We see nothing inconsistent with the 
‘Seeretary’s assertion of the privilege here and the dis- 
‘closure that occurred in the Jabara case. 

The official defendants appeal from the District Court’s 
decision not.to dismiss the allegations of NSA activity 
‘directed at the plaintiffs’ outgoing international tele- 
‘grams, the go-called SHAMROCK source. As we have 
Seen, supra at 6, the. court” found that the claim of 
privilege could not preclude.confirmation that a plain- 
tiff’s foreign telegrams were or were not acquired by 
NSA through the SHAMROCK source. The. court thought 
congressional committees investigating intelligence mat- 
ters had revealed so much information about SHAMROCK 
that such a disclosure would Pose no threat to the NSA mission, ©. 3° me wa 

: . In response to the District Court’s interrogatories ques- 
‘tioning thé claim of privilege with respect to the SHAM- 
ROCK source, the Secretary filed an open affidavit in 

N 

    

   



  

VT 

which he-averred that all acquisitions, whether: MINA- 
RET or SHAMROCK, were processed identically. The 

‘reports consisted of edited and ‘summarized versions of 

“the messages with the source intentionally concealed. He 

_‘ further asserted that the original ‘messages had been 

‘destroyed. Because the corporate defendants also dis- 

‘carded copies of the traffic they handle, it is not possible 

to determine which, if any, reports were derived from 

the SHAMROCKE source and which from MINARET. 

The District Court. restricted its order respecting com- 

‘munications of a. plaintiff to instances “where it con- 

clusively can be determined from [NSA] records .. - 

that [a2] communication was obtained through the SHAM- 

ROCK source.” Supra at 6. We think the Secretary’s 

-affidavit ig conclusive on the point that segregating ma- 

terial between SHAMROCK and other sources is not 

‘possible. The District Court’s order directs an exercise 

in futility. Further, we think the affidavits and testi- 

-mony establish the validity of the state secrets claim with 

respect ‘to both SHAMROCK and MINARET acquisi- 

tions; our reasoning applies to both. There is a “rea- 

sonable danger”, United States v. Reynolds, supra, 345 

U.S. at 10, that confirmation or denial that a particular 

plaintiffs communications have been acquired would dis- 

close NSA capabilities. and other valuable intelligence 

information to a sophisticated intelligence analyst. . 

’ PRESUMPTION OF ACQUISITION 

Alternatively, plaintiffs contend that even if the state 

secrets privilege does extend to the fact of acquisition, 

the inclusion of a plaintiff’s name on any watchlist sub- 

mitted to NSA by the CIA, FBI, DIA, or the Secret 

Service, presents a prima facie case of acquisition; there- 

fore, dismissal was inappropriate. The argument has 

superficial appeal. The Secretary has not asserted that 

oh 
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the lists submitted to'NSA by these agencies are state. 
secrets. The-disclosures by the Senate Select Committee 

‘on Intelligence indicate that some 2000 reports were 
i distributed by the NSA from 1969 to 1973. Finan RE- 
“© PORT OF THE SENATE SELECT Comm. To STUDY GOVERN-. 

‘ MENTAL OPERATIONS WITH RESPECT TO INTELLIGENCE Ac- 
TIVITIES, S. REP. No. 755, 94th Cong., 2d Sess. Vol. IT 
at- 743 (1976). A total of 1200 names of Americans ap- 
peared on the watchlists during this period. HEARINGS, 
Vol. V at 12. Thus if any of the 27 plaintiffs was 
among these 1200, it is possible that such plaintiff’s in- 
ternational communications were acquired. Reflection, 
however, reveals difficulties in proceeding with this action 
on the basis of such a presumption. 

The underlying premise of the argument is that the 
defendants should not be permitted to avoid liability 
for unconstitutional acts by asserting a privilege which 
would. prevent plaintiffs from proving their case. Cj. 
Alderman v. United States, 394 U.S. 165, 184-85 (1969). 
The premise is faulty. The defendants are not asserting 
the privilege to shield allegedly unlawful actions; the 
state secrets privilege asserted here belongs to the United 
States and is asserted by the United States which is not 
a party to the action. It would be manifestly unfair to 
‘permit a presumption of acquisition of the watchlisted 
plaintiffs’ international communications to run against 
these defendants.’ 

* Although a good faith defense would be available to the 
individual defendants, see Zweibon v. Mitchell, 170 U.S. App. D.C. 1, 77-80, 516 F.2d 594, 670-73 (1975), cert. denied, 425 
U.S. 944 (1976) it does not justify creating a presumption 
of liability here. ‘These defendants would face formidable ob- 
stacles either in proving that they were not involved or in 
explaining their actions if they were involved in the acquisition 
of a particular plaintiff’s communications. See 18 U.S.C. § 798 
(1976). : ; 
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_ Moreover, before we could recognize a presumption such 

as plaintiffs urge upon us we would need to know with 

_ some certainty that the existence of a name on a watch- 

jvlist creates a reasonable: likelihood that warrantless ac- 

"* quisitions of communications sent by or to that individual 
have occurred. Yet the available information points to no 
such correlation. The watchlists were used to select out 

communications of interest to the intelligence community; 

thus it appears that if a message only mentioned a name 
on the watchlist it would be selected by the computers 
for further processing. To the extent the reports re- 
sulted from acquisitions that only mentioned individuals . 
on the watchlist, they are not relevant to this action. 
We have no way of knowing, without requiring dis- 
closures which we have held to be privileged, how many 
of the 2000 reports generated: by NSA were to or from 
individuals on the watchlist and how many were merely 
those mentioning them.‘ With such uncertainty about the 
number of relevant reports, the conclusion that the mere 
existence of a name on the watchlist indicates that one 
or more of the individual’s communications has been ac- 
quired and analyzed by NSA is not reasonable. There- 
fore, we must. reject the plaintiffs’ argument that the 
acquisition of a plaintiff's communications may be pre- 

3Itis not unlikely that a substantial number of acquisitions 
were processed because they were about individuals or groups 
on the watchlist. Many of these plaintiffs traveled widely 

in Europe and Asia in connection with their activities in op- 
position to the war in Vietnam. Several travelled to China, 
Laos, and North Vietnam, others met with North Vietnamese | 

officials in Paris and elsewhere. During the Vietnam con- 
flict communications were obtained by monitoring circuits to 
and from Hanoi. HEARINGS, Vol. V at 13. It would hardly be 
surprising that other circuits likely to be used by the North 
Vietnamese to communicate with their representatives in Paris 
and other places were also monitored. Reports of meetings 
with American anti-war groups would in all likelihood be a 
part of the traffic acquired on those circuits.    
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sumed from the existence of a name on the watchlist. 
Not only would such 2 presumption be unfair to the 
individual defendants. who would have no way to rebut 

- it, but it cannot be said that the conclusion reasonably 
;: follows from its premise. 

‘CONCLUSION 

We conclude that the Secretary’s claim of privilege 
should be upheld in its entirety. Therefore, that part 
of the District Court’s order rejecting the claim of privi- 
lege and requiring the defendants to-respond to the al- 
legations in the complaint referring to operation SHAM- 
ROCK is reversed. In all other respects the decision is 
affirmed. The case is remanded to the District Court 
for further proceedings consistent with this opinion. 

So ordered. 
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