o IN THE UNITED STATES DISTRICT COURT
i ) FOR THE DISTRICT OF COLUMBTIA

;HAROLD WEISBERG, )
H )
f Plaintiff, )
3 .
'f v. ) Civil Action No. 77-1997
)
! CENTRAL INTELLIGENCE AGENCY, )
,et al. )
)
’ Defendants. )
l )
i
|
’ AFFIDAVIT

Charles E. Savige, being firsc duly sworn deposes and says:

! 1. I am the Deputy 1o the Information and Frivacy Coor-

dlnator of the Central Intelligence Agency (CIA) and my duties

maintenance of records related to FOTA requests. I have occupied

this position since January 1975 and have held various executive
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;p051t10ns with the CIA since 1954. The statements made herein
i

1

l

are based upon my knowledge, upon information made available to

i me in my official capacity and upon conclusions reached in

accordance therewith.

2. This affidavit supplements, and hereby incorporates, the

affidavit of Mr. Gene F. Wilson, Infermation and Privacy Coordin-

ator of the CIA, dated 26 May 1978, and filed in the above-

f;captioned litigation. All FOIA requests and related corresvon-
i ; dence received by CIA are handled initially in the Office of the
!5 Information and Privacy Coordinator, hereinafter referred to as

the Coordinator. The appropriate number of copies of the incoming:

' requests are made and forwarded to components known to the Coor-




i'dinator to be custodians of records svstems which contain records

iconceivably responsive to the FOIA request. The results of the
i

gsea;ch and review in those components are evident in the affi-
édavits already filed in the above-captioned litigation.

i 3. CIA records systems are varied. The record storage,
iprocessing and retrieval systems are designed and programmed to
respond to the intelligence responsibilities of the component
employing the system. Since the intelligence responcibilities of
the various components differ, the records systems diffef. Many

such systems are unique to the intelligence activity they are a

part of. The records systems are frequently such an integral

part of the related intelligence activity that the records system

necessarily bears the same classification as the intelligence
activity. Discussing such systems in any meaningful detail would
be tantamount to a detailed discussion of the intelligence activ-
ity involved. Most of the systems, outside of those mentioned in
Mr. Gambino's supplementary affidavit, are classified and a
detailed discussion would entail the disclosure of classified
information, as well as information concerning intelligence
sources and methods. Despite the limitations thus imposed on a
discussion of such systems, some assurances can be provided.

4. In each component, FOIA searches are routinely made
among all of the indices that might logically relate to the sub-

stance of the FOIA request. The techniques in the search are the

same used for any search request; whether the request originates

iwith the National Security Council, the Director of Central

Intelligence, an intelligence analyst or a FOIA requester seeking
information from a records system. First, all available indices
iare reviewed to discover references to possibly responsive

records. The records are then retrieved and reviewed. Records




;. determined to be responsive are then reviewed to determine their

.releasability. This latter step is the first action that dis-

'tinguishes a FOIA search from most other official searches of CIA
‘records. The preceding actions zre the same in all routine

searches of such records.

i 5. Plaintiff's expressed concern about the completeness of
the CIA records search is not well founded. Based upon knowledge
available to me in my official capacity, I believe all identi-
fiable records have been retrieved from those CIA records systems
thaﬁ could conceivably contain responsive documents. The only
likely way to improve upon the search would be to undertake a
page-by-page review of all records in CIA. Such a search would

, 0bviously be enormously time consuming and expensive, and beyond
the scope of the intent of the FOIA. It is also unlikely that
.such a search would produce many, if any, additional documents
responsive to the present FOIA request.

6. The commencement of the searches was initially delayed,

as indicated earlier, while the components prepared estimates of
the expected cost for search and copying. Such eséimates are
customarily prepared when there is a reasonable expectation of
significant costs. In such circumstances, requesters are asked
to make a good-faith deposit against anticipated costs before the

request is processed. Additional delays resulted from the

l existing backlog of other FOIA and Privacy Act requests. The

nature of the CIA problem in handling its growing backlog of such

;;work is spelled out in detail in its annual report to Congress
ii(see CIA Exhibit L attached) and a letter to the Chairman of
%%Senate Select Committee on Intelligence of 5 April 1978 (see CIA
éiExhibit M attached). Additional time was spent in correspondence

ijwith the plaintiff regarding the acquisition of privacy releases




; from James Earl Ray and Mrs. Martin Luther King. The purpose in
.such releases is to avoid violation of the Privacy Act provisions
;intended to protect the right of privacy of individuals on whom

. government files contain information susceptible to release to
E':third parties under the FOIA. This practice serves several pur-
wposes. It puts individuals on notice that government records
:concernlna them may be made available to other parties and it also,
makes it possible for an agency, such as CIA, to be able to handle’
FOIA requests more effectively by not having to review such files
more than once. The criteria concerning what kinds of information
may be exempted from release under the FOIA vary depending upon |

whether signed releases have been received from people whose per-

isonal data may be subject to release to other parties under the

FOIA. When such releases are received after a search and review
has been completed, additional informarion usually becomes avail-
able to requesters- That probablllcy is large enough so that CIA
normally encourages FOIA requesters to get such releases first to
enable more efficient processing of requests. In the case of the
above-captioned litigation, the Agency postponed some of its
review efforts in the expectation that plaintiff would produce the
:requésted releases. Although plaintiff objected to the request,
he encouraged the CIA expectation that he would comply by provi-

ding one of the requested releases and stating he would get the i

second (see CIA Exhibit D).

7. Originally the Agency components estimated a total of

ione thousand dollars ($1000.00) cost for search and copying fees. ;
?The plaintiff was so advised and requested to deposit five hundred |
+dollars ($500.00) as an advance against that anticipated cost
i (see CIA Exhibit C). Subsequently, on the basis of plaintiff's i

' request for waiver of costs, plaintiff was advised “hat search




5fcosts would be waived and only copying fees would be charged (see
.CIA Exhibic J). Plaintiff was advised of several options avail-

,able to him regarding the disposition of the five hundred dollar

i :
S(SSO0.00) deposit, including applwving it against his current debts

iito the Agency for documents copied and retrieved under this and

ilother FOIA requests which currently totaled forty-eight dollars
and eighty cents ($48.80) for documents copied and received under
this FOIA request and one thousand four hundréd thirty-five
dollars and seventy cents ($1,435.70) for documents copied and
received in response to other FOIA requests (see CIA Exhibit K).

Plaintiff has not yet stated his decision on that matter.

i

8. Some CIA documents, or portions thereof, are being with-

held because they are classified and thus exempt from release

pursuant to FOIA exemption (b)(l). It has long been a routine and!

1

regular practice in CIA to make necessary classification determin-

ations on documents at the time they were originated. Such docu-
ments were normally marked with the appropriate classification
stamp after they were typed, before they were signed. None of the

current CIA affiants, in this case, can attest from personal

knewledge that such was the case with the documents at issue in
this case because none of the affiants were present at the origin
of the pertinent documents. However, when the documents were

retrieved for the instant FOIA request, they had already been

appropriately stamped. There is no reason to doubt that they were;

classified when originated. Most of the documents involved were

Iclassified at a time when such matters were governed by Executive

- Order 10501. The requirement to identify the classifying official
H on the face of the document was not included in that Executive

! Order. That requirement did not come into existence until




1 June 1972, when Executive Order 11652 replaced 10501. Those

{few classified documents in this case, which were originated sincei—;
the enactment of Executive Order 11652, were marked as required

‘with the identity of the classifying officer shown on the face of

'
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ithe document. It is important to note that the Agency affiants
éin this case are all authorized to classify CIA documents up
Ethrough TOP SECRET. Each affiant personally reviewed the docu-
ments being withheld, including those withheld on the grounds of
classification. Each affiant, after his review, recertified the
validity of the classification of the documents, both substan-
tively and procedurally pursuant to Executive Order 11652.

9. Plaintiff's misgivings about the significance of having
received the 31 March 1971 memorandum about plaintiff's book,

from CIA, in response to an earlier FOIA request but not in

response to the current request, are dealt with in Mr. Gambino's
affidavit. Mr. Gambino's affidavit deals only wiﬁh the records
of the Office of Security. The other CIA components did not
retrieve any Agency records concerned with publications or books
about the assassination of Martin Luther King, Jr. ©No such
documents were indexed under the names of Martin Luther King, Jr.
and James Earl Ray. No search was made under the names of other
authors, which plaintiff now suggests should be done, because
plaintiff did not provide the names of any such authors or request

documents relating to them. Any books that may be available in

the CIA library concerning the assassination of Martin Luther

King, Jr. were also not sought out because such books are not
considered Agency records. Copying such books would pose a
potential copyright act violation. It also seems unlikely that
any FOIA requester would be willing or happy to pay the necessary
| fees which would in most cases exceed the commercial price of

such books.




10. Mr. Lesar, on page 2 of his affidavit, refers to CIA
;;document No. 251, a released copy of which is attached as Attach:
[ H

?fment 2 to said affidavit. UMr. Lesar and plaintiff have apparent
il

iimistakenly concluded that the section of the document indicatingh

thow many copies of the document were distributed also contained,g
Ik i
Gin the original document, a collection of file designators and
that any search should have included those files and the released
documents should have included any duplicate copies located. Thq
deleted indicators were in fact sub-components or offices within_
the Directorate of Operations. Those offices were information
recipients of the document and were under no obligation to file,

destroy or otherwise dispose of the copies when they received

them. If any such copies still exist and were made part of an

!l treated. The Agency normally would eliminate re-undant copies.

indexed records system and were retrieved under the current FOIA
request, they would not have been reproduced for release if they
have been recognized as duplicate copies of a document already sof

1l. Mr. Lesar also alleges on page 2 of his affidavit that

request that should have been released to Mr. Lesar under an

earlier FOTIA request. The only available record of a request by

Mr. Lesar for CIA records is one under the Privacy Act in which hé

requested files relating to himself. . There is no record of a -

|
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'King, Jr. or James Earl Ray. Further check is not possible since §

request by Mr. Lesar for records concerned with Martin Luther

the material is not identified.

12. Mr. Wilson's affidavit of 26 May 1978, contained two

1
I

elements of information that require correction. On page 5 of

said affidavit, 64 documents were shown as having been referred
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lto the Federal Bureau of Investigation. The last of several

‘increments of documents,totaling forty-six (46) documents,became

!detached from a memorandum-of transmittal and consequently did not
! ¥

‘actually reach the FBI until 10 July 1978. The total number of

documents referred does not cﬁénge, only the date when' the final

[group of documents reached?tHEvFBI. Additionally, the same

section of the affidavit indicates a number of documents were "

from 19 to read 18.

T et e Senclon.

Charles E. Savige

COMMONWEALTH OF VIRGINIA)
ss.

COUNTY OF FAIRFAX )
Subscribed and sworn to before me this ]C%+h day of

July 1978.

- ' ' =1

Notary Public

My commission ex.pireé:’ QQ mzmbﬂf qul s

referred to the Department of State. The figure should be changed'

|



CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20303

" 1 MAR 1978 _

The Honorable Thomas P. O'Neill .
Speaker of the House of Representatives
Washington, DC 20515

Dear Mr. Speaker:

Submitted herewith, pursuant to the provisions of 5
U.S.C. 552(d), is the report of the Central Intelligence
Agency concerning its administration of the Freedom of
Information Act during calendar year 1977.

During 1977, 4,843 requests for access to records were
logged and put into processing by the Agency, of which 1,252
were submitted under the Freedom of Information Act. An
additional 1,190 request letters were received diuring the
year but not formally processed pending receipt of additional
information from the requesters. These were, without excep-
tion, requests for access to personal recqrds, which, under
the.Agency's regulations, are usually processed under the
provisions of the Privacy Act of 1974 (5 U.S.C. 552a) rather
than the Freedom of Information Act. A summary of Agency

activity including Privacy Act and Executive Order 11652

mandatory classification review requests as well as Freedom
of Information requests, is provided in the statistical

- ‘table below. You will note that the processing backlog

increased by 1,138 cases during 1977.

FOIA PA EQ

1. Requests carried

over from CY 1976 536 598 98
2. Requests logged

during CY 1977 1,252 3,023 568
3. Total requests .

closed during * ey

CY 1977 772 2,397 536

EXHIBIT "L"
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77,
L

C:

a. Granted in full 167 195 156
b. Granted in part 241 520 268

: c. Denied in full 95§ 124 101
.. d. No record available .
‘ and misc., (e.g.,
. canceled or with-
. drawn) 269 1,558 11

4. Requests carried over
to CY 1978 1,016 1,224 130

.In addition to the above, the Agency responded during
1977 to numerous other requests from members of the public
for copies of unclassified CIA publications such as maps,
reference aids, monographs, and translations of foreign
language broadcasts and press items--either directly or by
referral to those federal agencies with responsibility for
the distribution of such CIA products.

The number of formal requests levied upon the Agency
increased by 38.7 percent (1,352 requests) over the previous
year. Freedom of Information requests during' 1977 showed'an
increase of '64.5 percent (491) over 1976. In order to
nandle this workload, manpower equivalent to 109 employees
working- full-time was assigned to the processing of Freedom
of Ianformation and related requests, appeals, and litigation--
an increase of some 5.9 percent over the manpower allocation
of 1976. Despite our increased efforts, however, the processing

backlog grew. '

‘T have explained in previous reports the factors which
make the processing of Freedom of Information and similar
requests a time-consuming matter for the Agency. These
factors include a decentralized filing system, a frequent

- need for intra- or interagency coordination in the review of

records, and the extreme sensitivity of many of our records.
Except for those rare instances when Freedom of Information
requests happen to duplicate those previously processed, it
has been impossible for the Agency to respond within the 10
working days stipulated by the Act, or, for that matter,
within the 20 working days permitted by the Act whenever
certain conditions are met. We follow & general policy of
"first-in, first-processed" in handling requests, and our
processing backlog is such that the statutory deadline for
responding usually has elapsed prior to our commencing wotk
on requests. The situation in responding to appeals in a .
timely manner is, if anything, even worse. o
There is no other intelligence organization in the world
which is under such a broad legal requirement to provide :

-2-
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intelligence information to the general public. Nonetheless,
I assure you that the Agency has made, and continues to
make, every effort to comply fully with both the letter and
spirit of the Freedom of Information Act, consistent with
‘the Director's statutory mandate to protect intelligence
sources and methods from unauthorized disclosure. To this
end, a sizable commitment of resources has been allocated to
the administration of the Act. In my judgment, the Agency
cannot -divert much adaitional manpower to the program without
impairing its ability to perform basic foreign intelligence
"missions. Moreover, there is a limit to the number of
personnel qualified to review for releasability sensitive
intelligence records. Mistakes would be costly. Unless our
sources are afforded protection from disclosure, they could
lose confidence in our ability to maintain secrets and back
off from full collaboration, thereby impairing the Agency's
ability to collect the intelligence essential to national
survival. In view of these considerations, we urge that the
-Congress consider amending the Act so that the time constraints
are reasonable and that both the volume of records and their
possible sensitivity with respect to national security
matters are duly taken into account.

I feel obliged to bring to your attention the fact

that, although the Act does not directly apply to the Congress,
Congressional documernits and Congressional information recorded
in CIA memoranda, provided to thz CIA under clear caveats of
confidentiality, are subject to requests. , Under the Act,

the CIA must acknowledge the existence of such documents and
memoranda to the requester; we have, however, respected -the
confidentiality imposed by the Congress. The Agency is now
involved in litigation wherein the plaintiff is seeking
disclosure of the Executive Session transcript of the House
Comnittee legislative hearings on the National Security Act
-of 1947, which established the Central Intelligence Agency.

Respectfully,

757 Jokn F. Blaks

John F. Blake
Deputy Director
for
Administration

Enclosure
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- FREEDOM OF INFORMATION ACT

ANNUAL REPORT TO THE CONGRESS FOR THE YEAR 1977

Total number of initial determinations not to comply with

"a_request ror recurds made under subsection 532(a): 336

Authority relied upon for each such determination:

(a) Exemptions in 552(b):

(b)

(c)

Number of times (i.e.,
requests) invoked

Exemption invoked

(b) (1) 234
(b) (2) S4
(b) (3) 284
(b) (4) 3
(b) (5) 21
(b) (6) 146
(b)(7) 25
(b) (8) 0
(b) (9) 0

Statutes invoked pursuant to Exemption No. 3:

Number of times (i.e.,
requests) invoked

Statutory citation

50 U.S.C. 403(d) (3) 284
and/or 50 U.S.C. 403g

Other authority: None

In 13 instances, requesters appealed on the
basis of our failure to respond within the statutory
deadline, and initial processing was therefore halted
prior to completion. Seven requests were withdrawn
by the requesters after processing had commenced.
Finally, 83 requests were canceled because of the
failure of requesters to respond to letters asking
for clarification, additional identifying information,
notarized releases from third parties, fee deposits
or written assurances that fees would be paid, etc.
We do not regard any of the above actions as denials
inasmuch as the Agency was prepared to act upon the
requests, and they have thus not been included in
in the 336 figure given in answer to question 1, above.
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3. Names and titles of each person who is responsible

for the denial of records requested and the number

of instances of participation of each:

Name

Bean, Harold G.

*Bidgescombe, John

Bohrer, Charles A.
Brandwein, David S.
Briggs, Charles A.
Carpentier, Patrick

Christison, William A."

Devlin, John F.

Dirks, Leslie C.

Duffy, Edward R.

Eckman, Philip

Eisenbeiss, Harry C.

Ernst, Maurice C.

No. of instances

Title of participation
Former Assistant 9

for Information, DDA

Chief of the In- 9
formation Review - '
Group, Office of

Security

Director of Medical 1
Services

Director of Tech- 8
nical Service

Former DDO Informa- 141
tion Review Officer

Assistant Legislative 1
Counsel

Deputy Director of 1

Geographic and
Cartographic Research

Deputy Director 5
of Regional and Polit-
ical Analysis

Deputy Director for 1
Science and Technology

Former Chief of the 35
Information Review

Group, Office of Sec-

urity

Director of Research ‘ 2
and Development

Director of Central : 4
Reference

Director of Economic 3
Research

=3 =




Evans, Ben C.

Firth, Noel

Hicks, John L.

Janney, Federick W. M.
Kane, Charles W.

Kelly, Thomas E.

Kotapish, William R.
Xovar, Richard D.

Lapham, Anthony A.
Lehman, Richard

- McDonald, James H.
McDonald, Walter J.
Owen, Robert E.
Padgett, Harold E.
Page, Eloise R.

Peterson, Don H.

Executive Secretary,

Office of the DCI

Director of the Office
of Imagery Analysis

Director of the Nation-
al Photographic In-
terpretation Center

Director of Personnel

Former Director of
Security

Former Chief of the
Plans and Resources
Staff, Office cf
Training

Deputy Director of
Security for Policy
and Management

Former Deputy Director
of Regicnal and Politi-
cal Analysis .
General Counsel ’
Former Deputy tc the
DCI for National
Intelligence

Director of Logistics

Former Deputy Director
of Economic Research

DDO Information Re-
view Officer

Deputy Director of
Logistics

Chief of the Policy and
Coordination Staff, DDO

Director of the Foreign

Broadcast Information
Service

B

29
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v+ <;along with the CIA's determlnatlons and recommendations, for
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Rothenburg, Herbert Deputy Director of 3

, Scientific Intelligence

- ° -:; .

:Smith, Donald Deputy Director of . 1
' Training 3

-Stevens, Sayre Former Deputy Director 1

for Intelligence

Thomas, Jack E. Former Special Assistant 3
: s to the Deputy to the
DCI - Intelligence Com-

_ munity
Waggener, Philip A. Deputy Director of ~ o 2
Strategic Research
Waller, John H. Inspector General 1
Weber, Cazrl - Director of Scientific 1
: Intelligence
Wells, William Former Deputy Director .2
. for Operations
Wilson, Gene F. Information and Prlvacy 4
- Coordinator

It will be noted that the total number of instances of
. participation amounts to only 313, some 23 less than the
number of requests denied in whole or in part. The explan-
ation for this is that a number of requests concerned other
agenc1es' records, referred to the CIA for review. Following
the review, these records were returned to the originator,

the orlglnatlng agency's response to the requester. Under

these circumstances, no CIA denying official was identified
. inasmuch as the records were denied to the requester by the
- agency which originated them.

‘4. Total number of intra-agency appeals from adverse initial
decisions made pursuant to subsection (a)(6): 63

The above figure does not include 13 appeals resulting
from the Agency's failure to respond within the statutory
.- deadline. In 22 additional cases, requests which were
-% .. initially processed under the provisions of the Privacy
: Act were processed under the Freedom of Information Act,
: ' upon appeal, in accord with the wishes of the appellants.

ads
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(a) Number of appeals in which, upon review, request
for information was granted in full: 1

{(b) Number of appeals in which, upon review, request
for information was denied in full: 17

~(c) Number of appeals in which, upon review, request
was denied in part: 65

5. Authority relied upon for each such appeal determination:
, (a) Exemptions in 552(b): .
Number of times (i.e.,
Exemption invoked appeals) invoked
(b) (1) 68
(b)(2) ; 21
(b)(3) 73
(b) (4) 0
(b) (S) 10
(b) (6) 56
() (7) 38
(b) (8) 0
(b) (9) 0
(b) Statutes invoked pursuant to Exehption No. 3:
Nuﬁber of times (i.e.,
Statutory citation appeals) invoked
50 U.5.C. 403(d) (3) 73
and/or 50 U.5.C. 403g :

" 6. Names and titles of each person who, on appeal, is re-
sponsibie for the denial in whole or in part of records
requested and the number of instances of participation
of each:

No. of instances
Name Title of participation
Blake, John F. . Deputy Director for 20
' Administration

Dirks, Leslie C.

Deputy Director for Science 3
and Technology

Malanick, Michael J. Former Acting Deputy Direc- 19

tor for Administration
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Murphy, Daniel J. Former Deputy to the DCI for 1

the Intelligence Community
;ﬁ— %

‘Stevens, Sayre: Deputy Director of the ' 2

National Foreign Assessment
Center

Wells, William W. Former Deputy Director for 75

7.

10.

.Operations

Provide a copy of each court opinion or order giving rise .

to a proceeding under subsection (a) (4) (F); etc.: None

Provide an up-to-date copy of all rules or ‘regulations
1ssued pursuant to or in implementation of the Freedon
of Information Act (5 U.S.C. 952):

See Tab A for amendments published in 1977.

Provide separately a copy of the fee schedule adopted
and the total dollar amount oF fees collected for making
records available:

See Tab B for a copy of the fee schedule.

The total amount collected and transmitted for
deposit in the U.S. Treasury during 1977 was $16,439.

A. Availability of records:

As the CIA does not promulgate materials as described
in 5 U.S.cC. 552(a)(2)(A)-(C), no new categories have
teen published.

In the case of each request made pursuant to the

‘Freedom of Information Act, all reasonably segregable

portions of records are released.

B. Costs:

During calendar year 1977, the Agency expended 192,
800 man-hours (the equivalent of approximately 109 man-
years) in processing Freedom of Information and related
(i.e., Privacy Act and Executive Order 11652) requests,
appeals, and litigation. This represents a 5.9 percent
increase over the previous year. Calculated on the .
basis of an average clerical grade of GS-06/Step 3, and

-8n average professional grade of GS-12/Step 5, the total

salary expenditures for the year amounted to approximately
$2,161,600. Taking into account fringe benefits such as

- Government contributicns to insurance, hospitalization, and
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Tetirement programs, we estimate the total, personnel ccsts
at $2,377,700. Of this total, approximately $1,021,250
can be attributed to administration of the Freedom of In-
formation Act.

Such additional costs as office space, equipment
rentals, office supplies, EDP support, etc., have not been
calculated. It is thought, however, that fhese expendi-

- tures would be,relatively minor in comparison with the
personnel costs estimated above.

C. Compliance with time limitations for agency determin-
ations:

(I) Provide the total number of instances in which
it was necessary to seek a I0-day extension of
time: None -

The Agency's processing bzcklogs- have been
such that in almost all instances the deadlines
for responding to requests and appeals expired
prior to our actually working on them. We were
not in a position, for that reason, to assert
that any of the three conditions upon which an
extension must be based existed. We have there-
fore explained the problem to requesters and
appellants and apprised them of their rights
under the law. »

(II) Provide the total number of instances where court
appeals were taken on the basis of exhaustion of
administrative prccedures because the agency was

unable to comply with the request within the appli-
cable time Iimits: I3 s -

(III) Provide the total number of instances in which a
court allowed additional time upon a showing of
exceptional circumstances, together with a copy
of each court opinion or order containing such
an extension of time: I -

See Tab C for a copy of the court order.

D. Internal Memoranda:

A copy of HHB 70-1, "Freedom of Information
Act, Privacy Act, and Executive Order 11652 Hand-
book," is enclosed as Tab D.




Washirgon, Q € 20565

OLC 78-0629/¢

)

Fonorable Bircin Bayn, Chairman

Select Committee on Intelligence r fun
United States Senate

Washingten, D.C. 20510

Dear Mr. Chairman:

" During our FY 1979 budget hearings, Chairman Burlison, House

Permanent Select Committee on Intelligence, Subcommittee on Program.

and Budget Authorization, requested and was provided statistical and

other data as to.the incireasingly heavy administrative burden imposed by
the Fresdom of Information Act (OIA) and Privacy Act (PA). I considered
this matter to be of similar interest to the Members of your Committee and
provided hereia is the samz data for their information.

Requesté for access to records are levied upon the CIA. pursuant to
the above stalutes and Sec. 5(C) of Executive Order 11552. Executive

. Order 11652 has been in effect since 1 June 1972 , but the reguest volurme did

not become a problem until 1975, when the Privacy Act of 1§74 and the
1974 amendments io the Freedom of Information Act took cifect. The
table below sets forth the number of requasts received, by category,
from 1 January 1375 through 31 December 1977. The figures given include
only those requests actually accepted for processing. An additional
3,897 requests, principally requests for access to personal records,
were received during this period but never processed because of the
failure of the requester to provide the informatioa neaded to establish
1lis identity beyond donb or to provide a inoure precise description of
ihe records sought. Though never fully processed, each of these .
unlogged requests has required, at the minimum, the establishment
of a case file and at least one letter of response, thereby adding to
our workload. '

1975 1976 1977 Totals
FOIA requests 6,609 761 1,252 8,622
PA requests 552 2,356 3,023 5,93 -
EO requests 232 374 568 1,‘505 =
Totals 7,393 3,491 4,843 16,058 '

EXHIBIT - 'M" S




The processing backlog at the close of 1977 amwau ted to 2,370
initial requests and 260 administrative appeals o) ini ials. fn
addition, 93 cases had gone into Liiigaton and rocct of these suits
were still cpen as of the end of 1977. This Agency is currently
receiving an average of 96 ney requests per week, of which 41 percent
ara submitted under the Freedom of Information &ctaad 52 percens
under the Privacy Act, with the remainder being Fxecutive Order
requests. As of 22 March 1978, the processing backlog of initial
requests had grown to 2,736 cases and the appeals hacklog amounted
to 289 cases.

3?2-_123_1_9_7_7, the Ageacy expended 1¥2.800 man-hours (the
equivalent of approximately 109 man-years) in pracessing requests,

Y

appeals, and litigation. We estimate the salary exzpenditure at $2,181,600.

The total personnel costs, including benefiis, corm=To approximately

- $2,377,700, of which $1,021, 250 can be attributed to administration of

the Freedom of Information Act. There are other coats, such ag office
space, supplies, equipment rentals, and computsr support, which we

have not attempted to ca’culate, but theze wouls he minor in comparison

with our personnel costs.. Inasrauch as we are currently deveting the
equivalent of 113 full-time emplayees to the processing of FOIA, P4, -
and Executive Order requests, appeals, and any vesultant litigation,

. we anticipate even higher expenditurss for 1978. The cost of adminisisr,

these prograrms raust be absorbed by the Azency within averall Cpselin
funa's._;_;,;._\_ S ) T T P SO,

-~.

Executive Order requaats are referrals from other Federal agencies,

- for which we callect no fees). We collected, however, only $16,439

during 1977 to offset the costs of administering these programs. Under
the Freedom of Information Act, we are auwthorized to levy charges only
for copying costs and for tne time spent ia localing relevant docurments.
No fees may be charged for the far more tirne-consuming and coztly
process of reviewing and sanitizing documents to ensure the protection
of information which is properly classified or which concerns sensitive

intelligence sources and methods. Until such time that the fee structure . .

takes into account actual processing costs, e are unlikely to see any
significant drop in the number of requests and large armounts of the
taxpayers' money will continue to be spent reviewing and sanitizing
material for release ta a relatively small number of individuals .

In the meantime, the fee structure which we do have affords”
some protection against capricious "fishing expeditions" and omnibugs-
type queries which would be extremely costly to process. From
1 January 1977 through 8 March 1978, for exampla, 67 FOIA cases
were canceled or withdrawn because of the réfusal of requesters to
agree to the payment of reasonable search and copying fees. Althougn

Certain f2es are assessed for servicas provided under the Freadom
of Informatiorn Act (no charge is made for A searches, and most of oy, ¢




not large, the number provides some indication that fees cause requesters
to exercise restraint in pursuing their informatioaal needs . Noreover,
Wwe must assume that many others are deterred from submitting requests
because they are aware that fees may be charged. We estimate that if
our current authorization to charge fees were to be drastically limited
through judicial interpretation or legislative amendment of the Act , the
volume of requests would double. We do, of course, waive fees, in
whole or in part, when the subject matter sought is clearly public
interest and its release wculd benefit the general public. It is not our
policy, however, to autornatically waive fees whenever the requester
states his intention to publish the results of his research.

2

statutory deadlines of 10 working days and 20 working days for respounding
to requests and. appeals, respectively. Unless requests happen to duplicate .
those previously processed, it has been impossible for the CIA to answer
requests or appeals within these time frames. A number of factors,
some of which are perhaps unique to this Agency, have contributed. to
this, includiog the follow:ng consideraticns: “ \

" The Freedom of Information Act, as you are aware, also provides

"1.. The heavy volume of requests received in 1975, in the
’ walke of the publicity given to questionable domestic
L ‘activities in the past by the Agency, resulted in ’
oy processing bacldoygs which still persist and are, -

- infact, stHll growing. In an effort to be fair to all,
requests, unless exceptional circumstances dictate
‘otherwise, are handled on a "first-come, first-s erved'
basis. Generally speaking, the statutory time for
respending elapses before we can even commence

. sSearching for the records requested. ) '

2. Berause of the soecialized missions of variova Agency
components and tie security requirement for
compartmentalization, the CIA, unlike many other :
agencies, has no central file or index to its recordholdings . .
A search for "all” information on a given topic or topics o
may therefore entail the searching of several file systems,
under differeat command authorities and with varying
degrees of retrieval capabilities. Our date of response ig
governed by the time required to thoroughly search the
least efficient of these systems.

3. Many of the Agency’s records have become inactive and, .

© @S an economy measure, are stored in a records center. ¥
If "hits" made during the index search phase relate to '
inactive records, a not infrequent occurrence, it takes
from two to three days to retrieve them from remots
storage in order that their relevance can be determinad
thereby delaying the process.

»

3




".and methods, should be made available to the American public.. To.

-of Commerce. In addition, be assured that every effort has been

- Searches in one componsnt will often surface recorgs )
originated by, or of subject-matter interest to , other . : .
components or other departments and agencies. The

time required for reproduction and referral of such
documents to the organization having cognizance for

their review further delays completion of Processing.

5. Atbest, the review of classified intelligence documants
is a time-counsuming process. A single request caa involve
. the review of hundreds or thousands of documents and,
* 'depending upon the subject matter, there are a limited
number of experts qualified to perform this task. Often
e . the review must be done by senior officers and managers,
" with numerous other demands, often more urgent, placed -
. upon their time. A very careful review by knowledgeable _
" - officers is required to ensure that sensitive information -
: is not inadvertently released. Mistakes, needless to say, ,
" would be costly. Unless our sources are afforded protection " *
from disclosure, they could lose confidence in our ability - .-
to maintain secrets, thereby impairing the Agency's ability
to collect the foreign intelligence essential to national -
. survival in this atomic age. Foreign nationals and other e
" 'persous holding views inimical to U.S. national interests RS N
.» ¢an and do seek information from the CIA under the Freedom™ - .-
. 0. of Information Act. Compliance with their requests and
.. .. the resultant publicity given to the information released Lo
' ' : - appears to have had the cumulative effect of leading persous ..
.» or organizations wha were once willing to cooperate with " s

. . the Agency to question whether they can safely continue. **, .- -
""" their collaboraton without the risk of disclosure. T
-1t should also be noted that many of the Freedom of Information”
requests waich we receive are all-encompassing in scope, and other
requests are for records concerning sensitive covert operations, the
existence of which we are not even free to acknowledge. : We are

committed to the view that the Agency's acalytical products, to the =
degree consistent with our obligation to protect intelligence sources

this end, numerous unclassified monographs, reference aids, maps
and translations of the foreign media are released by the CIA each
year to the public through the distribution facilities of the Library
of Congress, the Government Printing Office, and the Department. *

made by the Agency to comply fully with both the letter and spirit of

the Freedom of Information Act, despite the drain on the Agency's
resources. In many instances, however, compliance with the Act-has
led to the release of fragmentary and sometimes inaccurate data,” which,
rather than enlightening the public, result in a misinterpretation of what
actually occurred. We are also concerned over what is widely, and not
wholly incorrectly, perceived by our information sources to be a problem
for the Agency in protecting its legitimate secrets. .




In view of the above considerations, the rmajor question is whether
amendments can be made which would lessen the drain on Agency resources
and also provide broader exemptions for intelligence material, particularly
raw reperts and operational data. If this is not possible, in my view,
other legislative remedies to ameliorate these serious problems shouid
address the following questions: '

1. Should the benefits of the Freedom of Information Act,
like those of the Privacy Act, be available to U.S.
citizens and permanent resident aliens only? II this
change is not made, we could at some point in the
future find the CIA becoming a world information
bureau at the expense of the U.S. taxpayer.

2. Should the mandatory response time on initital processing
of requests be changed from the present 10 working days
to 30 calendar days, plus an additional week for every
100 pages, or fracHon thereof, of material requiring a
review? At the same time, should the mandatory response
time on appeals be changed from the present 20 working
days to 60 calendar days, plus two additional weeks for
every 100 pages, or fraction thereof, requiring a secoud
review? : S

3. Should agencies be permitted to charge requesters for
review time as well as search time? -

4. Shouid requests be limited to one specific subject of
manageable proportions rather than permitting blanket
omnibus-type requests which cover a wide date span
and a variety of topics? 5 e

I shall keep you informed of developments in this area of continuing
concerfi. :

Sincerely, ‘
s e (1. CoTlnzod

‘gal Frorh
Frank C. Carlucci
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