IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

HAROLD WEISBERG
Plaintiff,

Vs Civil Action No. 77-1997

CENTRAL INTELLIGENCE AGENCY
et al.,

14

Defendants.

/

NOTICE OF FILING

Defendants wish to bring to the Court's attention

a recent decision in this District, Serbian Eastern Orthodcx

Diocese v. Central Intelligence Agency, et al., Civil No.

77-1412 (DD.C. October 20, 1978) which bears directly
upon the Government;lexemption 1., 3.and 6 withholdings
herein.

This decision may well be the first in the -District

to address the recent Court of Appeals decision of Ray v.

Turner, Civil No. 77-1401 (D.C. Cir. August 24, 1978).

in that case were sufficiently detailed to satisfy the
defendants' burden of proof and to support summary judgment
in their favor without any need for in camera review.
Compare Defendant's Reply to Plaintiff's Supplemental
Opposition (filed October 16, 1978) pp. 10-13.

Respectfully submitted,

Gl d/@ﬁ-w

BARBARA ALLLV BABCOCK
Assistant Attorney CGeneral
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EARL J. SILBERT
United States Attorney

A A7

LYNNE K. ZUSMAN

Q\NN DOLAN :

ttorneys for Defendant.
Attorneys, Department of Justice
10th & Constitution Avenue, N.W.

Washington, D. C. 20530
Telephone: 633-4571
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT

SERBIAN EASTERN ORTHODOX DIOCESE
FOR THE UNITED STATES OF AMERICA
AND CANADA et al.,

Plaintiffs,

V. . . Civil Action ¥o. 77-1412

CENTRAL INTELLIGENCE AGENCY
et a2l.,

FILED

Defendants.
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’ JANMES F. DAVEY, Clerk
MEMORANDUM OPINION

This Freedom of Information Act [FOIA] matter is before the
Court uvpon the parties' cross motions for summary judgrment. Ih 1975,
plaintiffs regquested that dzfendznt Central Intelligence Agency’[CIA]
furnish documents "pertainirng to the investigation not only locally, but
nationally, of the controversy in the Serbian Orthodox Church, and more
particularly any interference or infiltration of the Yugoslav Governzent
or any of its authorities and agents and their relationship and activities

vis a vis [plaintiffs].®

After an initial release of 22 documents, defendants conducted
further searches and discovered numerous additional documents Tresponsive
to plaintiffs’ requést. Fiftéen of these documents were releasad in their‘
eﬂtirety.. of ﬁhose remaining in dispute,.SB were released with deletions
and 10 were withheld in toto; 237 documents wére reierred to agzencies

vherein they originated for a releasability déterminatioun.

In our Memorandum Opinion of July 13; 1878, we grantea
defendants’ wotion for summary judgment with respect to 22 of the disputed
documents, fifteen of which had been previously released ié_zggg_and seven
of which were protected from disclosure by exemption 3, 5U0.5.C. § 552(b)(3)

and exemption 1, 5 U.S.C. § 552(t) (1).

ATTACHMENT A
CIVIL No. 77-1997




After considering defendants’ Vaughn itemization of the remain-
ing 63 documents in dispute, we concluded that a determination that these
withholdings were justified b§ exemptions 1, 3 and 6, 5 U.S.C. § 552(b)
could not be made by reliance solely upon defendants® a2ffidavit and
itenization as then sﬁbmitted. With respect to documents withheld under
exempéion 1, we stated that we were unable to evaluate the justifications
a2dvanced by the defendants without mére specificity with regard to the
"dates of classification, the number of any classiffing officer or fhé

portions appropriately classified.” Serbian Eastern Orthodox Diocese for

the United States of America and Canada v. C.I.A., No. 77-1412 at 9

(D-D.C. July 13, 1978). With respesct to exemption 3, we noted that

cefendants had provided only conclusory justifications for withholding

documents. With respect to exemption 6, we noted that defendants' affidavit

presented no basis for balancing the ccmpeting considerations in an effort

to deternmine whether disclosure

-

onstituted a2 Yclearly unwarranted invasion

n

of privacy." See Department eof iAir Torce v. Rose, 425 U.S. 352, 373

{(1876). -Accordingly, in our Memorandum Opinion of July 13, 1978, we

directed defendants to submit 2 morzs catailed Vaughn v. Rosen affidavit.

On August 24, 1978, d=iendants, pursuaﬁt to our directive,

supplemented their Vaughn affidavi

e

W

rr

th zn extensive supplementary
document index and affidavit {Suppiemental Owen Affidavit). In addition,
defendants filed copies of thoss documents remaining in dispute that had

.

been partially released to the plaintiffs.

Plaintiffs' position may be briefiy sumearized. Plaintiffs
oppose the defendants’® motion for summary judgment on the principal ground
that defendants' Vaughn itemization is "noh—specific, not properly indexed
and vague.” Plaintiffs also complain“ that when multiple exemptions are
claimed for the same material, the Court is unable to determine which

exermptions to apply to specific portions of these documents or whether

FPI-NAR—10.8.77




r-2>4-C

non~exempt information may ba segregable from these documents. Finally,
plaintiffs assert that "When an agéncy cannot go beyond generalities in
its affidavit for fear of revealing too wmuch, de novo review reguires

the court to employ additional techniques such as in camera inspection.”

The plaintiffs accordingly request that they be given summary judgment

or that the Court undertake an in cawera review of the disputed documents.

We first address the plaintiffs’ suggeStion that de novo
review..of these documents require that this Court employ "additionai
techniques, such as in camera inspection." We begin by noting that FOIA
decisions involving national security issues have received special
attention because of the problems encountered by trizl courts, very mindful
of their limitations in being able properly to assess matters bearing on
n%tibnal security and being aware of the damaging consequences that may
arise from the disclosure of seansitive documents. Recently, however, the
District of Columbia Court of App=2ls has attempted to clarify the approach

to be used while conducting d2 pove review in the national security context.

Ray v. Turner, No. 77-1401 (D.C. Cir. Auvgzust 24, 1978). The Court of

Appeals there set forth ths following principles as the "salient character—

istics" of de novo review in FTGIA actions raising national security issues.
These principles serve as guidelines in determining the propriety of in
camera inspection in the instant case. The Court summarized these

“salient cheracteristics™ in the following language:

(1) The govermment has the burden of establishing
an exemption. (2) The court must make a de novo
determination. {3) In doing this, it must first
"accord substantial weight to an agency's affidavit
concerning the details of the classified status of
the disputed record.” 1/ (4) Whether and how to
conduct an in camera examination of the documents
rests in the sound discretion of the court, in

national security cases as in all other cases-.gj

1/ S. Rep. No. 93-1200, 93d Cong., 2d Sess. 12
(197%).

2/ Ray v. Turner, supra, at 14. The Court further
noted that while the foregoing considerations
were developed for exemption i, they apply
equally to exemption 3 when the statute exempt-—
ing disclosure of -the material coacerns national
security interests. Ray v. Turner, supra, at 16.

Frl1-MAR—10-5.77
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It is clearly established that in camera ivspection is not automatic.

Nevertheless, to rule for the Government without in camera inspection,

the Court must be convinced that the affidavit is sufficiently detailed to
indicate that classifications assigned to the documents are reasonable

and proper and that the documents Jogically fall into the categories pro-

vidad by the asserted exemptioans.  See Ray v. Turner, supra, a2t 14, n.21

& 15; Weissman v. CIA, _ U.S. App. D.C.__, 565 F.2d 692, 697 (1977). -

It is necessary to determine, therefore, whether tgé affidavits and indices
submitted by the defendants in this case, coupled with the documents
released in part to the plaintiffs, provide this Court with the information

reguired to make a de novo determination. See Ray v. Turner, supra at 16.

In addressing this issue, it is necessary to examinz the disputed documasnts

in light of the qualifying criteria for documents withheld pursuant to

exemptions 1, 3, aad 5.

Exsmption 1y Materials "(A) specifically authorized under
criteria established by an Executive Order to be kept secret in the interest

of national defense or foreign policy and (B) are in fact properly classi-

fied pursuant to such Executive Order.”

In withhelding documsnts under exemption 1, an agency need
show only that proper classification procedures were followed and that by
its sufficient descripticn tha document logically falls into the category

of the ezemption indicated. Weissman v. CIA, supra at 697. The key

requirerment is that these documents be sufficiently described. See

Ray v. Turner, supra at 15, n.22.

Defendants rely upon the protection of exemption 1 for portions
of thirteen documents. In several instances, defendants declassified
documants to make their release possible, segregating and deleting those

portions that created the original need to classify the document. The

FPI-®AR—10.8.77
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supplemental and origimal Owen affidavits, coupled with the supplementary
index, clearly set forth the procedures used in classifying and declassi-
fying the wvarious documents. Furthermore, ths supplemasntary index
explicitly details the substance of the information giving rise to "secret”
classification dn terms sufficiently specific to determine that such

information logically falls within the "secret" classification alleged,

vet in terms sufficiently general to avoid revealing the actual content
i of the information. We are satisfied that the defendants have met their

i burden of demonstrating that the information withheld pursuant to exemption 1

is properly subject to that exemption'’s protection.

Exemption 3: Materials “specifically exempted from disclésure
by statute ... provided that such statute {A) requires that the matters be
; withﬁeld from the public in such a manner as to leave no discretion on the
issuve, or {B) establishes pzarticular criteria for withholding or refers

to particular types of matters to bz withheld."”

; Defendants rely upon two "exempting statutes" as authority

for withholding information revealing intelligence sources and methods:
Section 102(d){3) of ths NWational Security

Act of 1947, which statas im relevant part

Y. . . that ths Director of Central Intelligence

; shall be responsible for protecting intelligence’

; sources and methods from unazuthorized disclosure.”

50 U.Ss.C. § 403(3)(3}.

Section & of the Central Imtelligence Agency
Act of 1949, which states in relevant part
i . . . the Agency shall be exempted from the
provisions of (any laws) which require tha pub-
lication or disclosure of the organization . .
names, [or] official titles, . of personnel

employed by the Agency.”™ 50 U.S.C. § 403g.

We have previously ruled that these statutes are exempting

statutes. See Serbian Eastern Orthodox Diocese for the United States of

America and Canada v. CIA, supra, at 5. The only remaining question

presented is whether the withheld informetion falls within the cazategories

1
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expressly protected by the statutes. Id.; see Baker v. CIA, No. 77-1228

at 8 (D.C. Cir. Xay 24, 1878); Fonda v. CIA, 434 F. Supp. 498, 504

(D:D.C. Y¥977)-

Defendants rely upon exemption 3 to justify withholdings in
toto and in part from 5% documents. Plaintiffs contend that_défendants'
justifications for thases withholdings are too conclusory to determine
ﬁhethar the informatica withha1ld reveals 1nte111gen;e sources and me Lhods
and other statutorily =xs—pted information. It is true, and'we_have
previoﬁsly held, that =z boilasr plate claim that information discloses
sources and methods is insufficient to sustain a defendant's burden to

show that informatic

|8}
[N
"}
m
\. !
P
]
)
rr

In the instent case, however, defendants
have not orly supplisZ this Court with detailéd information surrounding
each5exe:ption 3 claiz, but they have furnished the Court with the docu-
pants that were partizliy relezsed. Although mames and occasional portions
are deleted from thes:z doci—anits, the content and propriety of these
deletions is readily zpszr=nt whan juxtaposad against the content of the

information released. Oaly in those instances in which documents were

:= content of the withheld information less apparent.

Yet defendants in thoss iastznces have tzken extra precautions to suf-

-

iently describe in c=2tzil the m=zterizl withheld and addltlonally to

describe precise rezsczs that in

rt

toto rather tham partial withholding of

the documents was necessary. | We concTLde theLefore that the supplemental

2/ Characterisitic exz—ples of these descriptions are found
in the Vaughn ite=ization of documents 62 and 63, each
of which consists of 2 single page and was withheld in
toto:

Document No. 62 ... Th2 kind of knowladge demonstrated

in the document conld b2 known to but a few persons, one
of whom would logically bz the intelligence source or his
informant. To presvent the dcdentification and disclosure
of the dintelligencs source involved, the document was
withheld in its entirsty since the deletion of those:
portions which would expose the source, would not leawe
an intelligible remmant.

Document No. 63 ... The details of [this] report are primarily
concerned with a ciscussion of the intelligence source. He is

2
named and also discussad in enough detail so that his identiky
would be apparent to owledgeable reader, even without the
name. The remzipiar he document discusses the manner in
which the source obtzined the information. There are no '
meaningful or intzlligible portions of the document that could
be released without posing a threat to the anonymity (sic) of
the intelligence source.

09
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affidavit and supplementary document index sufficiently describa the with-
hald information for this Court to determine exemption 3 applicability.
According substantial weight to defendants” two azffidavits and exteansive

indices, we further conclude that the information withheld falls within

the statutory protection of 50 U.S.C. § 403(d)(3) 2nd 50 U.S5.C. § 403z.

Exemption 6: "Personnel and medical files a2nd similar files
the disclosure of which would constitute a clearly unwarranted invasion of

privacy."

In considering defendants’ claims under exemption 6, we follow

the procedure articulated by our Court of Appeals. See Ditlow.v. Shultz,

170 U.S. App. D.C. 352, 517 F.2d 166 (D.C. Cir. 1975). We must fiist
determine whether release of information would constitue zn invasion of
privacy; secondly, whather the bazlance 0§ interests-favors the withholding‘
of ddcu:ents; and finally, whether zltermative mathods for obtaining the

requested information is availad

|t
L

. Id.; see Serbian Eastern Orthodox

Diocese for the United States of America and Cznada v. C.I.A., supra,

at 6. In demonstrating that exsmption & protects the withheld information

from disclosure, defendants hava z heavy burden to estzblish that the dis-

closure of the information will

H

esult in a “eclearly unwarranted invasion

of privacy." 5 U.S.C. § 552(%){6); see Department of Air Force v. Rose,
P Y F

supra, at 378, n.16. It is incumbent upon the defendants to present to
this Court sufficiently detailsd information that we may balance the
identified individual'’s right to privacy against the public's right to the
info%mation, excluding information the disclosure of which would prove

harmful. Department of the Air Force v. Rose, supra, at 372. Furthermore,

we have noted that public embarrassment resulting from an individual's
identification in CIA files is not a sufficient harm to-warrant automatic

protection of exemption 6. Serbian Eastern Orthodox Diocese for the United

States of America and Canada v. C.I.A., supra, at 6.

Fri-%2#—10.%.77
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In our analysis of thes application of exemption 6, we disagree
ﬁith plaintiffs’ characterization.of defendants® Vaughn itemization as
conclusory and vague. Plaintigfs, for example, characterize defendants’
itemization of Document No. 8 as "one of the most egregious ex amples of
disregard for the ekemption's requirements' because it refers to infor-
ration that "could” result iﬁ 2 clearly unwarranted invasion of privacy

rather than establishing that such information "would" result in such an

invasion. That itemization reads in part as follows:

. Document No. 8 ... This document contains biographic
information on a total of 66 people. ...Only four
of the individuals ars officials of the Serbian
Church.... The information on the other individuals
is thus not responsive to the FOIA reguest in the
zbove—-captioned litigation. An additional considera-’
tion arises beacauss of the nature of maany of the
comments about ths individuzls. The material is
sprinkled with co=mantary which is derogatory and
potentially damaging. The remarks allege that some

of the individuzls were involved in criminal
activities, inclueding racksteering, bootlegging
a2nd extortion. thar remarks allege that some

individuals were sponscrs of Nazi-backed organiza-—
tions, or that individuzls were related to Nazi
leaders, or thzt som2 individuals were "'Quislings"
in their homeland.

In accepting defendants’ dascription of Document 8, we agree that the
information withheld is indzed damaging to the individuals involved and
that its disclesure would constitute a2 clearly unwarranted invasion of
p:ivacy when balanced with public interest in the release of séch informa-

tion.

Contrary to plaintiffs' contentionm, the specificity with
which defendants described Document No. 8 pervades the itemization of

-~

every document for which exemption 6 is claimed. Upon careful considera-
tion of each of these itemizations, w; conclude that defendants have
clearly established that harm would result from the release of these
documents and that the public interest in their release fails to tip the
balance in plaintiffs' favor. Having found it unnecessafy to look beyond

defendants' affidavits, indices, and documents released with deletioms,

we find it unnecessary to conduct an in camera inspection, and conclude

FPri-MAR—10.6-77
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that exemption 6 was properly claimed by defendants for the fiftezn docu-
ments for which that exewmption was asserted.

Finally, we Treject the plaintiffs’ argumsnt that by claiming
more than one exemption for a single document, defendants preclude this Court
from determining fhe applicability of wvarious exemptions to segregable por-—
tions.of .these documents. Defendants specifically and clearly state in the
supplemental Owen affidavit and supplementary document index the extent to
which materials withheld are covered by either exemption 1, 3, 6, or-com:
binations thereof. Defendants’ affidavits thus differ from those presented

to the Court of Appeals for the District of Columbia in Ray v. Turmar, No.

77-1401, at 18 (D.C. Cir. August 24, 1978). 1In Ray the affidavit, while
purporting to link specific exemptions to specific documents, suffered the
defect 0f lumping exemptions together without identifying the particular

4/

information to which the exemption purported to apply. Id. at 18.

L] An example of the defective affidavit in Ra ay appears 2as

follows:
Document 2:

,,,,,, ‘n its entirety, primarily
to protect 11te1¢1SEﬁce socurces and methods since the
release of any meaningful p: ion would disclose the
identity of the sources, and 2r, to protect
cryptonyms, names of CIA 1 a2nd CIA organizational:
b)(3) and (b)(6) =apply.

Q
1

N ) Fhy b
Q
r
-

ce
~
T e
a

(A

J-2

D
data. Thus exemptions (b}

-
ﬁ
N

(]

By contrast, the most avidly éisputed description set forth
in defendants' supplemantary ipdex, for which multiple
exenptions are claimed reads in part as follows:

Document Kumber 54: '

Supplementary Comment: This document is an intelligence
report originazted in a CIA station in an identified foreign
country in October 196%. The information identifying the
CIA station abroad was deleted to avoid official UT. S.
government acknowledgement of the existence of the station:
an action which could have serious foreign affair conse-
quences. The information was deleted as information which
was classified and which discloses something of CIA
operational methods. The deletions were thus made pur-
suant to FOIA exemptions (b) (1) and (b)(3); see paragraphs
4, 5, 10, and 12 of Owen affidavit.

Paragraphs 4 and 5 of the Owen affidavit explain thez precise
procedure for classifying the foregoing information pursuant
to Executive Order 11652. Paragraph 10 describes reasons for
withholding information which reveals the existence of a CIA
station abroad. Paragraph 12 of the affidavit describes
information withheld under the authority of exemption (b) (3)

to the extent that such information reveals intelligence ‘
sources and methods. -

Frl-BAR—10.56.77
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By contrast, in the instant case the supplemental Owen affidavit and sup-

.plementary document index combine exemptions only when more than one

exemption applies equally to the same information withheld.

Conclusion
The defendants have supplied plaintiffs with 53 documents
with certain portions deleted. 'These documents consist of approximatel?
247 pages (a few pages being completely blank). They have withheld 10

documents in toto totalling 24 pages. We have examined eachvof the 53
documents released and have considered the propriety of the deletioms in
the context of the documents themselves and in the light of the detailed
explanations provided in the supplemental affidavit and supplementary

document index. We havs 2l1so considered the explanation for the total

withholding of 10 docum=nts. Wz zre satisfied that defendants have met

An Order ceoasistent swith the this Memorandum Opinion has been

entered this day.

W Qi

6;// John H. Pratt
nited States District Judge

October I7, 1978
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UNITED STATES DISTRICT COUER
FOR THE DISTRICT OF COLUMNBIA

SERBIAN EASTERN ORTHODOX DIOCESE ) /
FOR THE UNITED STATES OF AMERICA ) ,
AND CANADA et al., )
' )
Plaintiffs, )
. . ) )
v. )}  Civil Action Wo. 77-1412
)
CENTRAL INTELLIGENCE AGENCY ) .
et al., )
: | ) FilLE
Defendants. ) LED
CCT 2171978
- JAKES E. DAvEy, Clert
ORDER .

Upon consideration of dafendants® motion for summary judgment,
plaintiffs’ opposition, thas supplementary affidavit of Rober; E. Owen
dated August 24, 1978, the supplemantary document index, and thdse'portions

of the documa2nts at issue which
oo
this l? day of Octobsr, 1978,

=

ava been released to plaintiffs, it is

ORDERED, that dzfendaats' motion for summary Judomoqt be, and

it hereby is, grented; and it is further

ORDERED, that plaintiffs' action be, and it hereby is,

dismissed with prejudice.

Qd\!@

John H. Pratt
Led States District Judge
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CERTIFICATE OF SERVICE

T PPN

I hereby certify that a copy of the foregoing Notice
of Filing has been served upon counsel for plaintiff by
mailing first class, postage prepaid to:

James H. Lesar, Esquire

910 Sixteenth Street, N.W.
Washington, D. C. 20006
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5

on this 30th day of October, 19Z§.

N DOLAN, Attorney
k/,//U' S. Department of Justice
.10th & Pennsylvania Avenue, NW
Washington, D. C. 20530

Telephone: (202) 633-4671
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