IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

HAROLD WEISBERG,

Plaintiff,
v _ B Civil Action No. 75-1448

GENERAL SERVICES ADMINISTRATION, :
Defendant. :

AFFIDAVIT
" Charles A. Briggs, being first duly sworn, deposes and says:
1. 1] t Z2h |, Infor1 ion Servic :Directorate of

Operations, Central Intelligence Agency (CIA) and hold the rank of GS$-18, -

As Chief -of that staff, I am responsible for maintaining record systems within
J
) |

the Directoréte of Operations and for establishing secure procedures and systems.
for handling intelligence documents. I have ready access to intzlligence ;
experts versed in the technical requirements of the pertinent E'xecutive orders ,.
National Security Directives and other regulatory issuances, as well as experts
in the substance of a wide variety of classified documents and records for
which I am responsible; and in my deliberations, I made full use of such
experts. The statements made herein are based on my personal knowledge,

upon information made available to me in my official capacity, upon conclusions

reached therewith and in my deliberation I made full use of this.




2. Through my official duties I have become acquaintéd_with the
Freedom of Information Act (FOIA) request submitted to the National Archives
by the plaint.iff in the above-captioned litigation and I have read the -two
documents at issue; pages 63-73 of the transcript recc;rd of an executive session
of the President's Commission on the assassination of Presid.ent Kenr;edy of
21 January 1964 and the transcript c;f a similar session of 23 June 1964.

I have céncluded that the documents are properly withheld from the plaintiff
pgrsuant to exémptions (b) (>1)‘avn-d‘ (b)(3) of the FOIA, as_.l—arn’.f;r-lc-le-c‘l.“‘;i'herse -

exemptions have been asserted in that the documents are currently .pi-'operly'

classified pursuant to Executive Order 11652 and contain i;::\fp—imation which,

if released, would jespardize foreign inteiligence sources':ai:'t-d methods which
the Director of Central Intelligence Agency is responsible for protecting from

<

unauthorized disclosure pursuant to the National Security Act of 1947, as

amended (50 U.S.C.A. 403(d)(3)). T
3. My authority to classify documents, up to and including TOP SECRET,
is set forth in Exhibit A attached.
4, Classifying documents under Executive Order 11652 is not an exact

science. Classification determinations are not susceptible to some form of

. precise mathematical formula. The Executive Order requires 2 judgment as

to the likelihood that an unauthorized disclosure of a document could reasonably
be expected to result in damage to the national security. A judgement
involving probabilities, not certainties. The Executive Order provides a

listing of examples of categorical areas in which it is possible to anticipate

damage to the national security, The listing is varied and general; it suggests




~ flow of events, are constantly changing in terms of their relative

concern over hazards to the national security in thé fields of foreign relations,
military or ciefense activities, scientific and technical developments,
communications security systems, as well as intelligence activities, The list

is illustrative, not exhaustive. In the case of classified intelligence documents,
current international developments are usually prominent among the
classification determinants. The classification decision usually is a function of

the relationship between U.S. national security interests-and.the foreign

de.%/elopment. Usually, there are a number of interrelated factors ivh;ch, Ain”theA

. .significance and their interfelétionships. An individual document is usually o

a short-term glimpse of a moving chain of related events. The national _ -
lation. Thé. -

sechrity significance of a document cannot usually be judged in iso

judgment must take into account what events preceded those recorded, as’ ~

well as those likely to follow. Consequently, a classification ju” 1ent is not

valid indefinitely. The circumstances which justify classification may

change, sometimes without warranting a change in the classification. Likewise,
a classification judgment which is amended at a later date is not thereby
proveﬁ to have been irllitially in error. Changes in classification typically result
in a lower level of classification. Such a change is usuzlly, as Ain this case,
a result of a judgment that the hazard anticipated has been reduced in magnitude
or likelihood with the passage of time.

5. The prime purpose of an intelligence organization is to protect its
country from hostile foreign surprises. Concealing such knowledge of hostile

intentions and capabilities of foreign countries is a prime role of the




classification system as applied to intelligeﬁce documents and i'nfoz-mation.
Conceaiing the methods and sources used in acquiring such knowledge is also
an essential requirement in maintaining such capabilities. Using the
classification system to ﬁrotéct intelligence sources and methods, as well as
the substantive content of documents, can result in documents which, on
their face, bear no apparentjustiﬁ;aﬁon for classification. In such cases, it

is often essential to have access to other classified information to be able

to recognize the reason for the classification. For example, an intelligence report

detailing a policy decision by a foreign government might not appear to warrant

classification unless the reader also knows that the policy decision is a violation

of a secret mutual defense commitment that country has made with the U.S.,

a decision that country intended to keep secret from the U.S. The reader
reeogni;ing t‘hat, would also re'c‘b'gnize thaé the report proved that the reporting
ir ligence o nization ‘he means of learning of such "secret"
poli;:y decisions. The latter fact alone would warrant classification under
Executive Order 11652. In sum, a document can warrant classification without
the justification being apparent from the text of the document.

6. The transci-ipt of the 21 January 1964 executive session, pages 63-73,
is currently classified CONFIDENTIAL and is exempt from the General
Declassification Schedule pursuant to section 5(B) (2) of Executive Order 11652.
As I stated in my affidavit of 5 November 1975, the matters discussed in the

transcript concerned tactical proposals for the utilization of sensitive diplomatic
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techniques designed to obtafn information from a for;eién gc;vernme;lt relating
to the Commission's investigation of the John F. Kennedy assassinétion. The
specific question disc;ussed concerned intelligence sources and methoég to be
employed to aid in the evaluation of the accuracy of iniormation sought by

diplomatic means. In this instance}, revelation of these techniques would not

only compromise currently active intelligence sources and methods but could’

additionally result in a perceived offense by the foreign éouniti:y?

involved with

S s

consequent damage to United States relations with that country FFA m.ore_ detailed

delineation of the nature of the intelligence methods and sou;ggs_invoh;éd in this

document would, in e_f.fect, defeat the protective intentions gf
| ; - ]

the classification.’

docur t for purp 5 of this affidavit, that the classification determination
was and is valid.

7. The transcript of the 23 June 1964 executive session, pages 7640-7651,
is currently classified CQNFIDENTIAL and is exempt from the General
Declassification Schedule pursuant to section 5(B)(2) of Executive Order 11652,
In my earlier affidavit, I indicated that the do;ument discussed intelligence
methods used by CIA to evaluate .the accuracy of information available to the
Warren Commission. Since that time, the information on the public record has
been supplemented to the extent that it has been revealed that the subject of the
document is Yuriy Nosenko. Nevertheless, the contents of this document may
not be disclosed for the following reasons: Mr, Yuriy Nosenko is a former
counterintelligence officer in the Second Chief Directorate of the KGB (Soviet

Committee for State Security) who defected to the United States in February 1964




and has, s.ince this defection, provided intel].ig.en.ce information of great value
to the United States. When Mr. Nosenko first agreed to provide this Agency
with information, it was with the clear understanding that this information would
be properly safeguarde& so as not to endanger his persc_mal security and safety.
He has maintained clandestine contact with the CIA since his defech’o;’l anc&
continues to maintain such contact. -Afte;‘ his defection, Mr. Nosenko was tried
B in absentia by the Sox{iet Union and was condemned to death as a result théreof;
Any disclésure of his identity or \vheréaﬁéuts would put him in mortal jeoéard)';
- Hev is no{v, in fa-ct:, a naturalized American citizen and his name hz;.s been legally
changed. Every precaut!:ion has been and must continue to be taken to avoid
revealing his newname and his whereabouts.

8. At present, there is no way the Soviet Union can determire exactly

what information has been provided by Mr. Nosenko. Until such disclosures
are made, the Soviet Union can only guess as to how much information the

defector, Mr. Nosenko, had within his possession at the time of his defection,

!
!
i

how mu.ch he disclosed to the CIA and, consequently, to what degree its
security has been compromised by Nosenko's defection. Revealing the exact
information which M.r. Noserko —- or any defector - has proy‘ided can
materially assist the KGB in validating their damaée assessment and in

assisting them in the task of limiting future potential damage. Moreover, the

disclosure of the information provided by Mr. Nosenko can only interfere with
American counterintelligence efforts since the KGB would take control

measures to negate the value of the data. Finally, any information officially

released may be expolited by the KGB as propaganda or deception.
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9. A guarantee of personal security to a defector is of utmost
importance in the maintenance of a vital intelliggn‘ce service.. Every precaution
must contil"xue to be taken to protect the personal security of Mr. Nosenko.
The manner in which Mr, Nosenko's security is being protected by the CIA
is serving as a model to poteﬁtial future defectors. If the CIA weré to take any
action which would compromise tile safety of Mr. Nosenko by release of this -
information or would ta1‘<e any action to indicate that the CIA cannot safeguard

information provided by a defector, future defectors might, consequently,

be extremely reluctant to undertake the serious step of defection. Defection

from intelligence services of nations that are potertial adversaries of the United

States constitutes an invaluable source of intelligence and :@:_ountex'intelligence

information ., Any action by the CIA that would result i__rf»'_an- unwillingness of

persons like Mr. Nosenko to defect in the future would have a serious adverse

-

effect on this pation’s ability to obtain vital intelligepce._f"f:}*:emsﬁggesﬁon th.a;.t
Mr. Nosenko's identification as ;he subject of the doaur‘r;ren‘t means the

whole nt r be sified, fails to recognize that factors other

than simplie identity combine to warrant the classification of the document.
Likewise, the suggestion that since intelligence exploitation of défectors is
admitted, all information received from such defectors and the manner in which
they are treated must consequently be declassified. The invalidity of such a
position would be more obvious if the suggestion were similarly made that since
the U.S. adrx;xits poésession of tactical nuclear weapons, details of the design

and disposition of such weapons must consequently be declassified.




10. I_n response torplaintiff's specific concez:ns, I further depose that
I dete;mined that the classification of the two documents at issue should be
reduced from TOP SECRET to CONFIDENTIAL. The determination was cited in
Mr. Robert S, Young's letter of 1 May 1975, My deiermination was based
on both classified and unclassified information available to me., I dete;mined
that the magnitude and li}gelihdod of damage to the national security
reasonable to be expected, should the documents be subject to a.n unauthorizevc-iv"'
&iisclosure, had been reduced to a point which justified a CONFIDE‘NTIAL
classification. The potential for damage continues to exist; consequently, the
documents remain classified. The kind of damage most likely is in the area
of foreign intelligence operations (sources and methods) with a
somewhat less threatening possibility of damage in the field of foreign
relations. V

11. Thereis tl either document that is embarrassing to the CIA.

12. It is not possible to determine a date on whic}; the documents
may be declassified because it is impossible to prediét, with any certainty,
when the potential threats to the intelligence sources and methods involved will
no lon;ger exist. Consequently,. the documentis have been designated as exempt
from the General Declassification Schedule pursuant to section 5(B)(2) of
Executive Order 11652.

13, In his letter of 1 May 1975, Mr, Young of .the CIA uses the phrase
Your operational equities." In Agency parlance, that phrase compares
closely with "sources and methods." The phrase normally encompasses a

wide variety of things which the Agency may "invest in an intelligence
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< other documents concerned with the same development or sequence of -

= deveivdpmeilts. Frequently, the retr}@_s;al of oth

“individd

* thus vafy.

operation. It may cover such things as agents, ca:se officers, cover
facilities and similar kinds of entities which have been committed to an
intelligence 4c tion and which are, consequently, at so;71e ar 1
of that involvement should the‘operation be exposed.

14. CIA does not have records from which it is readily possiSle to
calculate an average time it takes to review the classification of an eleven-
page document. As indicated earlier, however, the review of classificaﬁo_n

of a single document cannot be done in isolation without regard to all - -

er pertinent docum

iriformation is complex and time consuming and not likely to be apparén

4'not involved in the process.. The amount of time required will™

15. ’f'}-zere are ng—réadii); -241\;-a-ilz.abh.e 1ec01ds reﬂect‘mg that th‘e>t‘w‘o
documents were ever handled in a manner inconsistent with their
classification. .

16. It is normal for the "clandestine branch," known as the Directorate
of Operat‘ions, to classify documents originated within tile Directorate.
Classification is not an exclusive function of the "intelligence branch."-

17. In determining the classification of the documents at issue, 1

did take into account the policy of the executive branch that, "If the classifier




has any substantial doubt as to which security classification category

is appropriate or as to whether the material should be classified at 211, he

should designate the less restrictive treatment."
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COMMONWEALTH OF VIRGINIA b}

) ss.
¢t COUNTY OF FAIRFAX )

Subscribed and sworn to before me this :)(/ -‘cay of December 1976.
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